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QUESTION NO: 1

Offline Authentication capability allows:

A. an On-demand tokencode to be used in place of an RSA SecurlD passcode

B. an Authentication Agent to verify user passcodes in the event that an instance is unavailable

C. a list of RSA SecurlD passcodes to be stored in a text file in the event that an instance is unavailable

D. user authentication with an RSA SecurlD token when their computer is disconnected from a network
ANSWER: D

QUESTION NO: 2

What are three minimal administrative steps that must be taken before a user can authenticate to a new RSA Authentication
Manager deployment? (Choose three)

A. Create a user group

B. Create a user account

C. Create a new user administrator

D. Import a Node Secret from the Agent
E. Create an Authentication Agent Record

F. Assign an authentication method to a user
ANSWER: BE F

QUESTION NO: 3

Which one of the following statements concerning an RSA Authentication Manager Identity Source is true?
A. An Identity Source can only be assigned to one user.

B. An Identity Source can only be associated with one User Group.

C. Multiple Identity Sources can be mapped to Authentication Manager.

D. An Identity Source must include at least one external Security Domain.
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ANSWER: C

QUESTION NO: 4

A user has an RSA SecurlD Key Fob. The Key Fob Change Interval is 60 seconds and has been used successfully in the
past. If the RSA Authentication Manager is now out of synch with the token by 2 minutes, what will happen when the user
tries to authenticate?

A. Authentication Manager will automatically adjust the token offset value and authenticate the user.

B. Authentication Manager will reject the PASSCODE and the user will receive an "Access Denied" message.

C. Authentication Manager will post a "Token Requires Resync" message in the log and deny access to the user.

D. Authentication Manager will request the user for next tokencode, adjust the user's token offset value, and authenticate the
user.

ANSWER: D

QUESTION NO: 5

What can cause the error message "Cannot Communicate with RSA Authentication Manager" to be displayed on the RSA
Authentication Agent when the Agent is used for the first time?

A. The Agent is open only to locally known users.
B. The Primary Instance cannot resolve the Agent's name.
C. The Agent contains two conflicting Network Interface Cards.

D. The Agent has the wrong name and IP address for the Primary Instance.
ANSWER: D

QUESTION NO: 6

Which of the following can cause the error message “Node Secret Mismatch?” (Choose two)
A. A user is not activated on the Agent Host.

B. The Agent is not certified as "Secured by RSA”

C. The Agent has been uninstalled then re-installed.

D. The Agent is installed on an unreachable remote network node.

E. The Node Secret file has been cleared or deleted on the Agent host.
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ANSWER: CE

QUESTION NO: 7

Which types of administrative objects are contained within an RSA Authentication Manager Security Domain? (Choose two)
A. Users

B. Administrators

C. Identity Sources

D. Replica Instances

E. Security Question Requirements
ANSWER: AB

QUESTION NO: 8

A “Secured by RSA Security Implementation Guide” document would assist you in
A. Configuring a third-party Authentication Agent.

B. Installing RSA Authentication Manager software.

C. Finding vendors for purchasing RSA SecurlD tokens.

D. Defining a deployment plan for installing Primary and Replica instances.
ANSWER: A

QUESTION NO: 9

Which statements concerning RSA SecurlD time-synchronous authentication are true? (Choose two)
A. On-demand codes have a 5-minute synchronization window.

B. Token expiration dates are based on the date of the token’s first use.

C. Calculation of a tokencode involves the use of Universal Coordinated Time.

D. An administrator can configure the tokencode change interval on an RSA SecurlD token.

E. Tokencode calculations are performed by both the RSA Authentication Manager instance and RSA SecurID tokens.
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ANSWER: C E

QUESTION NO: 10

What are three steps an administrator can use for reporting past user transactions stored in the RSA Authentication Manager
audit database? (Choose three)

A. Run a report job.

B. Edit a report template.

C. View a report job output.

D. View the Audit Monitor utility.

E. Use the 'view-audit-log' command line utility.

F. Export the audit database to a spreadsheet format.

ANSWER: AB C
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