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QUESTION NO: 1

Which three MGT port configuration settings are required in order to access the WebUI? (Choose three.)
A. Hostname

B. Netmask

C. Default gateway

D. IP address

ANSWER: BCD

QUESTION NO: 2

Which option allows an administrator to segrate Panorama and Syslog traffic, so that the Management Interface is not
employed when sending these types of traffic?

A. Custom entries in the Virtual Router, pointing to the IP addresses of the Panorama and Syslog devices.
B. Define a Loopback interface for the Panorama and Syslog Devices
C. On the Device tab in the Web Ul, create custom server profiles for Syslog and Panorama

D. Service Route Configuration

ANSWER: D

QUESTION NO: 3

To properly configure DOS protection to limit the number of sessions individually from specific source IPs you would
configure a DOS Protection rule with the following characteristics:

A. Action: Protect, Classified Profile with "Resources Protection" configured, and Classified Address with "source-ip-only"
configured

B. Action: Deny, Aggregate Profile with "Resources Protection" configured
C. Action: Protect, Aggregate Profile with "Resources Protection" configured

D. Action: Deny, Classified Profile with "Resources Protection" configured, and Classified Address with "source-ip-only"
configured

ANSWER: A
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QUESTION NO: 4

For which firewall feature should you create forward trust and forward untrust certificates?
A. SSH decryption

B. SSL clientside certificate checking

C. SSL Inbound Inspection decryption

D. SSL forward proxy decryption

ANSWER: D

QUESTION NO: 5

Which statement accurately reflects the functionality of using regions as objects in Security policies?

A. Predefined regions are provided for countries, not but not for cities. The administrator can set up custom regions,
including latitude and longitude, to specify the geographic position of that particular region.

B. The administrator can set up custom regions, including latitude and longitude, to specify the geographic position of that
particular region. These custom regions can be used in the "Source User" field of the Security Policies.

C. Regions cannot be used in the "Source User" field of the Security Policies, unless the administrator has set up custom
regions.

D. The administrator can set up custom regions, including latitude and longitude, to specify the geographic position of that
particular region. Both predefined regions and custom regions can be used in the "Source User" field.

ANSWER: A

QUESTION NO: 6

In an HA configuration, which three functions are associated with the HA1 Control Link? (Choose three.)
A. exchanging hellos

B. exchanging heartbeats

C. synchronizing sessions

D. synchronizing configuration

ANSWER: ABD

QUESTION NO: 7
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The firewall acts as a proxy for which two types of traffic? (Choose two.)
A. SSH

B. Non-SSL

C. SSL Inbound Inspection

D. SSL outbound

ANSWER: CD

QUESTION NO: 8

An Outbound SSL forward-proxy decryption rule cannot be created using which type of zone?
A. Virtual Wire

B. Tap

C.L3

D.L2

ANSWER: A

QUESTION NO: 9

In PAN-OS 5.0, how is Wildfire enabled?

A. Via the URL-Filtering "Continue" Action

B. Wildfire is automaticaly enabled with a valid URL-Filtering license

C. A custom file blocking action must be enabled for all PDF and PE type files

D. Via the "Forward" and "Continue and Forward" File-Blocking actions

ANSWER: A

QUESTION NO: 10

Which of the Dynamic Updates listed below are issued on a daily basis?
A. Global Protect
B. URL Filtering

C. Antivirus
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D. Applications and Threats

ANSWER: B C

QUESTION NO: 11

Which two User-ID methods are used to verify known IP addresstouser mappings? (Choose two.)
A. Client Probing

B. Server Monitoring

C. Session Monitoring

D. Captive Portal

ANSWER: AB

QUESTION NO: 12
Which of the following is True of an application filter?
A. An application filter automatically adapts when an application moves from one IP address to another.

B. An application filter automatically includes a new application when one of the new application’s characteristics are
included in the filter.

C. An application filter specifies the users allowed to access an application.

D. An application filter is used by malware to evade detection by firewalls and anti-virus software.

ANSWER: B

QUESTION NO: 13

What is the default DNS Sinkhole address used by Palo Alto Networks Firewall to cut off communication?
A. MGT interface address

B. Loopback interface address

C. Any one Layer 3 interface address

D. Localhost address

ANSWER: B
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QUESTION NO: 14

After configuring Captive Portal in Layer 3 mode, users in the Trust Zone are not receiving the Captive Portal authentication
page when they launch their web browsers. How can this be corrected?

A. Ensure that all users in the Trust Zone are using NTLM-capable browsers
B. Enable "Response Pages" in the Interface Management Profile that is applied to the L3 Interface in the Trust Zone.
C. Confirm that Captive Portal Timeout value is not set below 2 seconds

D. Enable "Redirect " as the Mode type in the Captive Portal Settings

ANSWER: AB

QUESTION NO: 15

When configuring a Decryption Policy, which of the following are available as matching criteria in a policy? (Choose 3)
A. Source Zone

B. Source User

C. Service

D. URL-Category

E. Application

ANSWER: ABD
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