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QUESTION NO: 1

John works for ACME Inc Personalizers. an organization that personalizes payment cards as well as printing the 
corresponding PIN mailers for distribution directly to the cardholder. Which of the following statements is true?

A. If John is involved in card personalization then he must not be involved in the printing of the corresponding PINs

B. If John is involved in card personalization, then he must never be involved in the card shipment process

C. If John is involved in card personalization, then he must never be involved in PIN printing

D. If John is involved in PIN printing, then he must never be involved in the card shipment process

ANSWER: C 

QUESTION NO: 2

Who is required to approve visitor entry to the HSA or cloud-based provisioning environment?

A. The head of the vendor facility

B. The Security Manager

C. Both the Security Manager and the Production Manager

D. The Security Manager, Production Manager, and the head of the vendor facility

ANSWER: D 

QUESTION NO: 3

A vendor uses codes from a chip manufacturer to ‘unlock’ chips and prepare them for use by adding applications and keys. 
Which of the following best describes this process?

A. Data creation

B. Data preparation

C. Manufacture

D. Pre-personalization

ANSWER: D 

QUESTION NO: 4
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In which of the following locations must the CCTV and access control servers be located?

A. Within the Security Control Room (SCR)

B. Within a room in the HSA with security controls equivalent to the SCR applied

C. Within the SCR or a room with equivalent security

D. Within the secure server room inside of the HSA

ANSWER: C 

QUESTION NO: 5

The vendor's technical documentation shows that the alarm system does not send alerts to the security control room. After a 
discussion you learn that the alarm works perfectly, and sends a clear signal to summon the local police every time an 
emergency exit is opened. Why might this cause a problem for their assessment?

A. If the local police have not been issued with an exterior key. they will not be able to investigate the cause of the alarm and 
reset it

B. During working hours, the alarm should be managed in the security control room, or by a central monitoring service

C. If the local police receive too many false-positive alerts, they may not respond within 15 minutes of the alarm

D. During busy times, the local police may not be able to respond

ANSWER: C 

QUESTION NO: 6

A vendor has a list of pre-approved third parties which may be granted access to the facility. Under what circumstances can 
other third-parties be granted access?

A. None, only people on the pre-approved list may enter

B. When they are approved by the physical security manager or senior management

C. When the third party s liability insurance covers the risk

D. When no card production activities are taking place

ANSWER: B 

QUESTION NO: 7

For how long must a CPSA Company maintain workpapers and technical information obtained during an assessment?

A. Until each applicable payment brand has accepted (and signed off) the ROC and AOC
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B. As long as the entity under assessment is a client of the CPSA Company

C. 3 years

D. 1 year

ANSWER: C 

Explanation:

Reference: 
https://listings.pcisecuritystandards.org/documents/Card_Production_Security__Assessor_(CPSA)_Qualification_Requireme
nts__v1.0_Apr__2019.pdf

QUESTION NO: 8

A vendor puts cardholder information into a chip by sliding a payment card through a machine that programs it and verifies 
the data. The chip can make contactless transactions. Which of the following best describes the vendor’s activity?

A. Card personalization

B. Host Card Emulation (HCE) provisioning

C. Secure Element (SE) provisioning

D. Fulfillment

ANSWER: C 

Explanation:

Reference: https://www.epsprogramming.com/blog/what-is-secure-provisioning

QUESTION NO: 9

Which of these are guards allowed access to?

A. HSAs

B. Audit logs

C. Loading bays

D. Physical master keys that provide access to card production or provisioning areas

ANSWER: D 

Explanation:

Reference: https://clearwatchsecurity.co.uk/a-guide-to-what-security-guards-can-cannot-do/
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QUESTION NO: 10

Who performs regular AQM audits of CPSA companies?

A. Issuing banks

B. Payment brands

C. PCI SSC

D. Vendor

ANSWER: C 
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