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QUESTION NO: 1

A video-sharing company stores its videos in Amazon S3. The company has observed a sudden increase in video access
requests, but the company does not know which videos are most popular. The company needs to identify the general access
pattern for the video files. This pattern includes the number of users who access a certain file on a given day, as well as the
number of pull requests for certain files.

How can the company meet these requirements with the LEAST amount of effort?

A. Activate S3 server access logging. Import the access logs into an Amazon Aurora database. Use an Aurora SQL query to
analyze the access patterns.

B. Activate S3 server access logging. Use Amazon Athena to create an external table with the log files. Use Athena to create
a SQL query to analyze the access patterns.

C. Invoke an AWS Lambda function for every S3 object access event. Configure the Lambda function to write the file access
information, such as user. S3 bucket, and file key, to an Amazon Aurora database. Use an Aurora SQL query to analyze the
access patterns.

D. Record an Amazon CloudWatch Logs log message for every S3 object access event. Configure a CloudWatch Logs log
stream to write the file access information, such as user, S3 bucket, and file key, to an Amazon Kinesis Data Analytics for
SQL application. Perform a sliding window analysis.

ANSWER: B

QUESTION NO: 2

A company wants to migrate its content sharing web application hosted on Amazon EC2 to a serverless architecture. The
company currently deploys changes to its application by creating a new Auto Scaling group of EC2 instances and a new
Elastic Load Balancer, and then shifting the traffic away using an Amazon Route 53 weighted routing policy.

For its new serverless application, the company is planning to use Amazon APl Gateway and AWS Lambda. The company
will need to update its deployment processes to work with the new application. It will also need to retain the ability to test new
features on a small number of users before rolling the features out to the entire user base.

Which deployment strategy will meet these requirements?

A. Use AWS CDK to deploy API Gateway and Lambda functions. When code needs to be changed, update the AWS
CloudFormation stack and deploy the new version of the APIs and Lambda functions. Use a Route 53 failover routing policy
for the canary release strategy.

B. Use AWS CloudFormation to deploy APl Gateway and Lambda functions using Lambda function versions. When code
needs to be changed, update the CloudFormation stack with the new Lambda code and update the API versions using a
canary release strategy. Promote the new version when testing is complete.

C. Use AWS Elastic Beanstalk to deploy APl Gateway and Lambda functions. When code needs to be changed, deploy a
new version of the APl and Lambda functions. Shift traffic gradually using an Elastic Beanstalk blue/green deployment.

D. Use AWS OpsWorks to deploy API Gateway in the service layer and Lambda functions in a custom layer. When code
needs to be changed, use OpsWorks to perform a blue/green deployment and shift traffic gradually.
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ANSWER: B

QUESTION NO: 3

A development team wants to use AWS CloudFormation stacks to deploy an application. However, the developer IAM role
does not have the required permissions to provision the resources that are specified in the AWS CloudFormation template. A
DevOps engineer needs to implement a solution that allows the developers to deploy the stacks. The solution must follow
the principle of least privilege.

Which solution will meet these requirements?

A. Create an IAM policy that allows the developers to provision the required resources. Attach the policy to the developer
IAM role.

B. Create an IAM policy that allows full access to AWS CloudFormation. Attach the policy to the developer IAM role.

C. Create an AWS CloudFormation service role that has the required permissions. Grant the developer IAM role a
cloudformation:* action. Use the new service role during stack deployments.

D. Create an AWS CloudFormation service role that has the required permissions. Grant the developer IAM role the
iam:PassRole permission. Use the new service role during stack deployments.

ANSWER: B

QUESTION NO: 4

A company has an AWS CodePipeline pipeline that is configured with an Amazon S3 bucket in the eu-west-1 Region. The
pipeline deploys an AWS Lambda application to the same Region. The pipeline consists of an AWS CodeBuild project build
action and an AWS CloudFormation deploy action.

The CodeBuild project uses the aws cloudformation package AWS CLI command to build an artifact that contains the
Lambda function code’s .zip file and the CloudFormation template. The CloudFormation deploy action references the
CloudFormation template from the output artifact of the CodeBuild project’s build action.

The company wants to also deploy the Lambda application to the us-east-1 Region by using the pipeline in eu-west-1. A
DevOps engineer has already updated the CodeBuild project to use the aws cloudformation package command to produce
an additional output artifact for us-east-1.

Which combination of additional steps should the DevOps engineer take to meet these requirements? (Choose two.)

A. Modify the CloudFormation template to include a parameter for the Lambda function code’s zip file location. Create a new
CloudFormation deploy action for us-east-1 in the pipeline. Configure the new deploy action to pass in the us-east-1 artifact
location as a parameter override.

B. Create a new CloudFormation deploy action for us-east-1 in the pipeline. Configure the new deploy action to use the
CloudFormation template from the us-east-1 output artifact.

C. Create an S3 bucket in us-east-1. Configure the S3 bucket policy to allow CodePipeline to have read and write access.

D. Create an S3 bucket in us-east-1. Configure S3 Cross-Region Replication (CRR) from the S3 bucket in eu-west-1 to the
S3 bucket in us-east-1.
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E. Modify the pipeline to include the S3 bucket for us-east-1 as an artifact store. Create a new CloudFormation deploy action
for us-east-1 in the pipeline. Configure the new deploy action to use the CloudFormation template from the us-east-1 output
artifact.

ANSWER: AB

QUESTION NO: 5

An ecommerce company has chosen AWS to host its new platform. The company's DevOps team has started building an
AWS Control Tower landing zone. The DevOps team has set the identity store within AWS IAM Identity Center (AWS Single
Sign-On) to external identity provider (IdP) and has configured SAML 2.0.

The DevOps team wants a robust permission model that applies the principle of least privilege. The model must allow the
team to build and manage only the team's own resources.

Which combination of steps will meet these requirements? (Choose three.)
A. Create IAM policies that include the required permissions. Include the aws:PrincipalTag condition key.

B. Create permission sets. Attach an inline policy that includes the required permissions and uses the aws:PrincipalTag
condition key to scope the permissions.

C. Create a group in the IdP. Place users in the group. Assign the group to accounts and the permission sets in IAM Identity
Center.

D. Create a group in the IdP. Place users in the group. Assign the group to OUs and IAM policies.
E. Enable attributes for access control in IAM Identity Center. Apply tags to users. Map the tags as key-value pairs.

F. Enable attributes for access control in IAM Identity Center. Map attributes from the IdP as key-value pairs.

ANSWER: ABC

QUESTION NO: 6

A company is performing vulnerability scanning for all Amazon EC2 instances across many accounts. The accounts are in
an organization in AWS Organizations. Each account's VPCs are attached to a shared transit gateway. The VPCs send
traffic to the internet through a central egress VPC. The company has enabled Amazon Inspector in a delegated
administrator account and has enabled scanning for all member accounts.

A DevOps engineer discovers that some EC2 instances are listed in the "not scanning" tab in Amazon Inspector.
Which combination of actions should the DevOps engineer take to resolve this issue? (Choose three.)

A. Verify that AWS Systems Manager Agent is installed and is running on the EC2 instances that Amazon Inspector is not
scanning.

B. Associate the target EC2 instances with security groups that allow outbound communication on port 443 to the AWS
Systems Manager service endpoint.

C. Grant inspector:StartAssessmentRun permissions to the IAM role that the DevOps engineer is using.
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D. Configure EC2 Instance Connect for the EC2 instances that Amazon Inspector is not scanning.

E. Associate the target EC2 instances with instance profiles that grant permissions to communicate with AWS Systems
Manager.

F. Create a managed-instance activation. Use the Activation Code and the Activation ID to register the EC2 instances.

ANSWER: ABC

QUESTION NO: 7

A company is using AWS CodePipeline to automate its release pipeline. AWS CodeDeploy is being used in the pipeline to
deploy an application to Amazon Elastic Container Service (Amazon ECS) using the blue/green deployment model. The
company wants to implement scripts to test the green version of the application before shifting traffic. These scripts will
complete in 5 minutes or less. If errors are discovered during these tests, the application must be rolled back.

Which strategy will meet these requirements?

A. Add a stage to the CodePipeline pipeline between the source and deploy stages. Use AWS CodeBuild to create a runtime
environment and build commands in the buildspec file to invoke test scripts. If errors are found, use the aws deploy stop-
deployment command to stop the deployment.

B. Add a stage to the CodePipeline pipeline between the source and deploy stages. Use this stage to invoke an AWS
Lambda function that will run the test scripts. If errors are found, use the aws deploy stop-deployment command to stop the
deployment.

C. Add a hooks section to the CodeDeploy AppSpec file. Use the AfterAllowTestTraffic lifecycle event to invoke an AWS
Lambda function to run the test scripts. If errors are found, exit the Lambda function with an error to initiate rollback.

D. Add a hooks section to the CodeDeploy AppSpec file. Use the AfterAllowTraffic lifecycle event to invoke the test scripts. If
errors are found, use the aws deploy stop-deployment CLI command to stop the deployment.

ANSWER: C

QUESTION NO: 8

A company has chosen AWS to host a new application. The company needs to implement a multi-account strategy. A
DevOps engineer creates a new AWS account and an organization in AWS Organizations. The DevOps engineer also
creates the OU structure for the organization and sets up a landing zone by using AWS Control Tower.

The DevOps engineer must implement a solution that automatically deploys resources for new accounts that users create
through AWS Control Tower Account Factory. When a user creates a new account, the solution must apply AWS
CloudFormation templates and SCPs that are customized for the OU or the account to automatically deploy all the resources
that are attached to the account. All the OUs are enrolled in AWS Control Tower.

Which solution will meet these requirements in the MOST automated way?

A. Use AWS Service Catalog with AWS Control Tower. Create portfolios and products in AWS Service Catalog. Grant
granular permissions to provision these resources. Deploy SCPs by using the AWS CLI and JSON documents.
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B. Deploy CloudFormation stack sets by using the required templates. Enable automatic deployment. Deploy stack
instances to the required accounts. Deploy a CloudFormation stack set to the organization’s management account to deploy
SCPs.

C. Create an Amazon EventBridge rule to detect the CreateManagedAccount event. Configure AWS Service Catalog as the
target to deploy resources to any new accounts. Deploy SCPs by using the AWS CLI and JSON documents.

D. Deploy the Customizations for AWS Control Tower (CfCT) solution. Use an AWS CodeCommit repository as the source.
In the repository, create a custom package that includes the CloudFormation templates and the SCP JSON documents.

ANSWER: D

QUESTION NO: 9

A company runs an application on Amazon EC2 instances. The company uses a series of AWS CloudFormation stacks to
define the application resources. A developer performs updates by building and testing the application on a laptop and then
uploading the build output and CloudFormation stack templates to Amazon S3. The developer's peers review the changes
before the developer performs the CloudFormation stack update and installs a new version of the application onto the EC2
instances.

The deployment process is prone to errors and is time-consuming when the developer updates each EC2 instance with the
new application. The company wants to automate as much of the application deployment process as possible while retaining
a final manual approval step before the modification of the application or resources.

The company already has moved the source code for the application and the CloudFormation templates to AWS
CodeCommit. The company also has created an AWS CodeBuild project to build and test the application.

Which combination of steps will meet the company’s requirements? (Choose two.)

A. Create an application group and a deployment group in AWS CodeDeploy. Install the CodeDeploy agent on the EC2
instances.

B. Create an application revision and a deployment group in AWS CodeDeploy. Create an environment in CodeDeploy.
Register the EC2 instances to the CodeDeploy environment.

C. Use AWS CodePipeline to invoke the CodeBuild job, run the CloudFormation update, and pause for a manual approval
step. After approval, start the AWS CodeDeploy deployment.

D. Use AWS CodePipeline to invoke the CodeBuild job, create CloudFormation change sets for each of the application
stacks, and pause for a manual approval step. After approval, run the CloudFormation change sets and start the AWS
CodeDeploy deployment.

E. Use AWS CodePipeline to invoke the CodeBuild job, create CloudFormation change sets for each of the application
stacks, and pause for a manual approval step. After approval, start the AWS CodeDeploy deployment.

ANSWER: B D

QUESTION NO: 10

A company has an organization in AWS Organizations. The organization includes workload accounts that contain enterprise
applications. The company centrally manages users from an operations account. No users can be created in the workload
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accounts. The company recently added an operations team and must provide the operations team members with
administrator access to each workload account.

Which combination of actions will provide this access? (Choose three.)

A. Create a SysAdmin role in the operations account. Attach the AdministratorAccess policy to the role. Modify the trust
relationship to allow the sts:AssumeRole action from the workload accounts.

B. Create a SysAdmin role in each workload account. Attach the AdministratorAccess policy to the role. Modify the trust
relationship to allow the sts:AssumeRole action from the operations account.

C. Create an Amazon Cognito identity pool in the operations account. Attach the SysAdmin role as an authenticated role.
D. In the operations account, create an |AM user for each operations team member.

E. In the operations account, create an IAM user group that is named SysAdmins. Add an IAM policy that allows the
sts:AssumeRole action for the SysAdmin role in each workload account. Add all operations team members to the group.

F. Create an Amazon Cognito user pool in the operations account. Create an Amazon Cognito user for each operations

team member.

ANSWER: ABE
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