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QUESTION NO: 1

A company is building a scalable data management solution by using AWS services to improve the speed and agility of 
development. The solution will ingest large volumes of data from various sources and will process this data through multiple 
business rules and transformations.

The solution requires business rules to run in sequence and to handle reprocessing of data if errors occur when the business 
rules run. The company needs the solution to be scalable and to require the least possible maintenance.

Which AWS service should the company use to manage and automate the orchestration of the data flows to meet these 
requirements?

A. AWS Batch

B. AWS Step Functions

C. AWS Glue

D. AWS Lambda

ANSWER: D 

QUESTION NO: 2

A development team maintains a web application by using a single AWS CloudFormation template. The template defines 
web servers and an Amazon RDS database. The team uses the Cloud Formation template to deploy the Cloud Formation 
stack to different environments.

During a recent application deployment, a developer caused the primary development database to be dropped and 
recreated. The result of this incident was a loss of data. The team needs to avoid accidental database deletion in the future.

Which solutions will meet these requirements? (Choose two.)

A. Add a CloudFormation Deletion Policy attribute with the Retain value to the database resource.

B. Update the CloudFormation stack policy to prevent updates to the database.

C. Modify the database to use a Multi-AZ deployment.

D. Create a CloudFormation stack set for the web application and database deployments.

E. Add a Cloud Formation DeletionPolicy attribute with the Retain value to the stack.

ANSWER: A D 

QUESTION NO: 3
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An application uses an Amazon EC2 Auto Scaling group. A developer notices that EC2 instances are taking a long time to 
become available during scale-out events. The UserData script is taking a long time to run.

The developer must implement a solution to decrease the time that elapses before an EC2 instance becomes available. The 
solution must make the most recent version of the application available at all times and must apply all available security 
updates. The solution also must minimize the number of images that are created. The images must be validated.

Which combination of steps should the developer take to meet these requirements? (Choose two.)

A. Use EC2 Image Builder to create an Amazon Machine Image (AMI). Install all the patches and agents that are needed to 
manage and run the application. Update the Auto Scaling group launch configuration to use the AMI.

B. Use EC2 Image Builder to create an Amazon Machine Image (AMI). Install the latest version of the application and all the 
patches and agents that are needed to manage and run the application. Update the Auto Scaling group launch configuration 
to use the AMI.

C. Set up AWS CodeDeploy to deploy the most recent version of the application at runtime.

D. Set up AWS CodePipeline to deploy the most recent version of the application at runtime.

E. Remove any commands that perform operating system patching from the UserData script.

ANSWER: A B 

QUESTION NO: 4

A company is using an AWS Lambda function to process records from an Amazon Kinesis data stream. The company 
recently observed slow processing of the records. A developer notices that the iterator age metric for the function is 
increasing and that the Lambda run duration is constantly above normal.

Which actions should the developer take to increase the processing speed? (Choose two.)

A. Increase the number of shards of the Kinesis data stream.

B. Decrease the timeout of the Lambda function.

C. Increase the memory that is allocated to the Lambda function.

D. Decrease the number of shards of the Kinesis data stream.

E. Increase the timeout of the Lambda function.

ANSWER: A C 

QUESTION NO: 5

A developer has written the following IAM policy to provide access to an Amazon S3 bucket:
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Which access does the policy allow regarding the s3:GetObject and s3:PutObject actions?

A. Access on all buckets except the “DOC-EXAMPLE-BUCKET” bucket

B. Access on all buckets that start with “DOC-EXAMPLE-BUCKET” except the “DOC-EXAMPLE-BUCKET/secrets” bucket

C. Access on all objects in the “DOC-EXAMPLE-BUCKET” bucket along with access to all S3 actions for objects in the 
“DOC-EXAMPLE-BUCKET” bucket that start with “secrets”

D. Access on all objects in the “DOC-EXAMPLE-BUCKET” bucket except on objects that start with “secrets”

ANSWER: D 

QUESTION NO: 6

A company needs to harden its container images before the images are in a running state. The company's application uses 
Amazon Elastic Container Registry (Amazon ECR) as an image registry. Amazon Elastic Kubernetes Service (Amazon EKS) 
for compute, and an AWS CodePipeline pipeline that orchestrates a continuous integration and continuous delivery (CI/CD) 
workflow.

Dynamic application security testing occurs in the final stage of the pipeline after a new image is deployed to a development 
namespace in the EKS cluster. A developer needs to place an analysis stage before this deployment to analyze the 
container image earlier in the CI/CD pipeline.

Which solution will meet these requirements with the MOST operational efficiency?

A. Build the container image and run the docker scan command locally. Mitigate any findings before pushing changes to the 
source code repository. Write a pre-commit hook that enforces the use of this workflow before commit.
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B. Create a new CodePipeline stage that occurs after the container image is built. Configure ECR basic image scanning to 
scan on image push. Use an AWS Lambda function as the action provider. Configure the Lambda function to check the scan 
results and to fail the pipeline if there are findings.

C. Create a new CodePipeline stage that occurs after source code has been retrieved from its repository. Run a security 
scanner on the latest revision of the source code. Fail the pipeline if there are findings.

D. Add an action to the deployment stage of the pipeline so that the action occurs before the deployment to the EKS cluster. 
Configure ECR basic image scanning to scan on image push. Use an AWS Lambda function as the action provider. 
Configure the Lambda function to check the scan results and to fail the pipeline if there are findings.

ANSWER: D 

QUESTION NO: 7

A company has an application that uses Amazon Cognito user pools as an identity provider. The company must secure 
access to user records. The company has set up multi-factor authentication (MFA). The company also wants to send a login 
activity notification by email every time a user logs in.

What is the MOST operationally efficient solution that meets this requirement?

A. Create an AWS Lambda function that uses Amazon Simple Email Service (Amazon SES) to send the email notification. 
Add an Amazon API Gateway API to invoke the function. Call the API from the client side when login confirmation is 
received.

B. Create an AWS Lambda function that uses Amazon Simple Email Service (Amazon SES) to send the email notification. 
Add an Amazon Cognito post authentication Lambda trigger for the function.

C. Create an AWS Lambda function that uses Amazon Simple Email Service (Amazon SES) to send the email notification. 
Create an Amazon CloudWatch Logs log subscription filter to invoke the function based on the login status.

D. Configure Amazon Cognito to stream all logs to Amazon Kinesis Data Firehose. Create an AWS Lambda function to 
process the streamed logs and to send the email notification based on the login status of each user.

ANSWER: B 

QUESTION NO: 8

A company wants to share information with a third party. The third party has an HTTP API endpoint that the company can 
use to share the information. The company has the required API key to access the HTTP API.

The company needs a way to manage the API key by using code. The integration of the API key with the application code 
cannot affect application performance.

Which solution will meet these requirements MOST securely?

A. Store the API credentials in AWS Secrets Manager. Retrieve the API credentials at runtime by using the AWS SDK. Use 
the credentials to make the API call.

B. Store the API credentials in a local code variable. Push the code to a secure Git repository. Use the local code variable at 
runtime to make the API call.
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C. Store the API credentials as an object in a private Amazon S3 bucket. Restrict access to the S3 object by using IAM 
policies. Retrieve the API credentials at runtime by using the AWS SDK. Use the credentials to make the API call.

D. Store the API credentials in an Amazon DynamoDB table. Restrict access to the table by using resource-based policies. 
Retrieve the API credentials at runtime by using the AWS SDK. Use the credentials to make the API call.

ANSWER: B 

QUESTION NO: 9

A developer has an application that makes batch requests directly to Amazon DynamoDB by using the BatchGetItem low-
level API operation. The responses frequently return values in the UnprocessedKeys element.

Which actions should the developer take to increase the resiliency of the application when the batch response includes 
values in UnprocessedKeys? (Choose two.)

A. Retry the batch operation immediately.

B. Retry the batch operation with exponential backoff and randomized delay.

C. Update the application to use an AWS software development kit (AWS SDK) to make the requests.

D. Increase the provisioned read capacity of the DynamoDB tables that the operation accesses.

E. Increase the provisioned write capacity of the DynamoDB tables that the operation accesses.

ANSWER: B D 

QUESTION NO: 10

A developer is building a web application that uses Amazon API Gateway to expose an AWS Lambda function to process 
requests from clients. During testing, the developer notices that the API Gateway times out even though the Lambda function 
finishes under the set time limit.

Which of the following API Gateway metrics in Amazon CloudWatch can help the developer troubleshoot the issue? (Choose 
two.)

A. CacheHitCount

B. IntegrationLatency

C. CacheMissCount

D. Latency

E. Count

ANSWER: B D 
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