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QUESTION NO: 1

Which of the following practices are important for the security of private keys? (Choose TWO correct answers.)
A. Private keys should be created on the systems where they will be used and should never leave them.

B. private keys should be uploaded to public key servers.

C. Private keys should be included in X509 certificates.

D. Private keys should have a sufficient length for the algorithm used for key generation.

E. Private keys should always be stored as plain text files without any encryption.

ANSWER: CD

QUESTION NO: 2

Which of the following DNS record types can the command dnssec-signzone add to a zone? (Choose THREE correct
answers.)

A. ASIG
B. NSEC
C. NSEC3
D. NSSIG
E. RRSIG

ANSWER: BCE

QUESTION NO: 3

Linux Extended File Attributes are organized in namespaces. Which of the following names correspond to existing attribute
namespaces? (Choose THREE correct answers.)

A. default
B. system
C. owner
D. trusted

E. user
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ANSWER: BD E

QUESTION NO: 4

What effect does the following command have on TCP packets?

iptables- A INPUT -d 10 142 232.1 -p tcp -dport 20:21 -j ACCEPT

A. Forward all TCP traffic not on port 20 or 21 to the IP address 10.142 232.1
B. Drop all TCP traffic coming from 10 142 232.1 destined for port 20 or 21.
C. Accept only TCP traffic from 10.142 232.1 destined for port 20 or 21.

D. Accept all TCP traffic on port 20 and 21 for the IP address 10.142.232.1
ANSWER: C

QUESTION NO: 5

Which of the following lines in an OpenSSL configuration adds an X 509v3 Subject Alternative Name extension for the host
names example.org and www.example.org to a certificate'?

A. subjectAltName = DNS: www example.org, DNS:example.org

B. extension= SAN: www.example.org, SAN:example.org

C. subjectAltName: www.example.org, subjectAltName: example.org

D. commonName = subjectAltName= www.example.org, subjectAltName = example.org

E. subject= CN= www.example.org, CN=example.org

ANSWER: A

QUESTION NO: 6

Which of the following are differences between AppArmor and SELinux? (Choose TWO correct answers).

A. AppArmor is implemented in user space only. SELinux is a Linux Kernel Module.

B. AppArmor is less complex and easier to configure than SELinux.

C. AppArmor neither requires nor allows any specific configuration. SELinux must always be manually configured.

D. SELinux stores information in extended file attributes. AppArmor does not maintain file specific information and states.

E. The SELinux configuration is loaded at boot time and cannot be changed later on AppArmor provides user space tools to
change its behavior.
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ANSWER: B D

QUESTION NO: 7

Which of the following stanzas is a valid client configuration for FreeRADIUS?
A. client pnvate-network-1 { ipaddr = 192 0 2.0/24 password = testing123-1 }
. client private-network-1 { ip= 192.0.2.0/24 password-testing123-1 }

. client private-network-1 { ip = 192 0 2.0/24 passwd = testing123-1}

. client private-network-1 { ip = 192 0.2.0/24 secret = testing|23-1 }

m O O W

. client private-network-1 { ipaddr = 192 0 2.0/24 secret = testing 123-1}

ANSWER: E

QUESTION NO: 8

What is the purpose of the program snort-stat?

A. It displays statistics from the running Snort process.

B. It returns the status of all configured network devices.

C. It reports whether the Snort process is still running and processing packets.
D. It displays the status of all Snort processes.

E. It reads syslog files containing Snort information and generates port scan statistics.

ANSWER: E

QUESTION NO: 9

Which of the following commands makes the contents of the eCryptfs encrypted directory -/Private available to the user?
A. ecryptfsclient

B. ecryptfs.mount

C. ecryptfs-mount-private

D. decryptfs

E. ecryptfs-manage-di rectory

ANSWER: C
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QUESTION NO: 10

Which of the following prefixes could be present in the output of getcifsacl? (Choose THREE correct answers.)
A. ACL

B. GRANT

C. GROUP

D. OWNER

E. SID

ANSWER: ACE
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