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QUESTION NO: 1

The Samba configuration file contains the following lines:

A workstation is on the wired network with an IP address of 192.168.1.177 but is unable to access the Samba server. A 
wireless laptop with an IP address 192.168.2.93 can access the Samba server. Additional trouble shooting shows that 
almost every machine on the wired network is unable to access the Samba server.

Which alternate host allow declaration will permit wired workstations to connect to the Samba server without denying access 
to anyone else?

A. host allow = 192.168.1.1-255

B. host allow = 192.168.1.100192.168.2.200localhost

C. host deny = 192.168.1.100/255.255.255.0192.168.2.31localhost

D. host deny = 192.168.2.200/255.255.255.0192.168.2.31localhost

E. host allow = 192.168.1.0/255.255.255.0192.168.2.0/255.255.255.0 localhost

ANSWER: D E 

QUESTION NO: 2

Which of the following DNS record types is used for reverse DNS queries?

A. CNAME

B. IN

C. PTR

D. REV

E. RIN

ANSWER: C 

QUESTION NO: 3
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After the installation of Dovecot, it is observed that the dovecot processes are shown in ps ax like this:

In order to associate the processes with users and peers, the username, IP address of the peer and the connection status, 
which of the following options must be set?

A. --with-linux-extprocnames for ./configure when building Dovecot

B. sys.ps.allow_descriptions = 1 in sysct1.conf or /proc

C. proc.all.show_status = 1 in sysctl.conf or /proc

D. verbose_proctitle = yes in the Dovecot configuration

E. process_format = “%u %I %s” in the Dovecot configuration

ANSWER: D 

QUESTION NO: 4

What is the name of the network security scanner project which, at the core, is a server with a set of network vulnerability 
tests?

A. NetMap

B. OpenVAS

C. Smartscan

D. Wireshark

ANSWER: B 

QUESTION NO: 5

Given the following Squid configuration excerpt:

cache_dir ufs /var/spool/squid3/ 1024 16 256

Which of the following directories will exist directly within the directory /var/spool/squid3/? (Choose two.)

A. 0F

B. A0

C. 0b
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D. FF

E. 00

ANSWER: A C 

QUESTION NO: 6

In order to join a file server to the Active Directory domain intra.example.com, the following smb.conf has been created:

The command net ads join raises an error and the server is not joined to the domain. What should be done to successfully 
join the domain?

A. Change server role to ad member server to join an Active Directory domain instead of an NT4 domain.

B. Add realm = intra.example.com to the smb.conf and change workgroup to the domain’s netbios workgroup name.

C. Manually create a machine account in the Active Directory domain and specify the machine account’s name with –U when 
starting net ads join.

D. Remove the winbind enum users and winbind enum groups since winbind is incompatible with Active Directory domains.

E. Remove all idmap configuration stanzas since the id mapping is defined globally in an Active Directory domain and cannot 
be changed on a member server.

ANSWER: E 

QUESTION NO: 7

Which statements about the Alias and Redirect directives in Apache HTTPD’s configuration file are true? (Choose two.)
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A. Alias can only reference files under DocumentRoot

B. Redirect works with regular expressions

C. Redirect is handled on the client side

D. Alias is handled on the server side

E. Alias is not a valid configuration directive

ANSWER: C D 

QUESTION NO: 8

Which of the following sshd configuration should be set to no in order to fully disable password based logins? (Choose two.)

A. PAMAuthentication

B. ChallengegeResponseAuthentication

C. PermitPlaintextLogin

D. UsePasswords

E. PasswordAuthentication

ANSWER: B E 

QUESTION NO: 9

Which of the following lines in the sshd configuration file should, if present, be changed in order to increase the security of 
the server? (Choose two.)

A. Protocol 2, 1

B. PermitEmptyPasswords no

C. Port 22

D. PermitRootLogin yes

E. IgnoreRhosts yes

ANSWER: A D 

QUESTION NO: 10

What word is missing from the following excerpt of a named.conf file?
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A. networks

B. net

C. list

D. acl

E. group

ANSWER: D 
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