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Topic Break Down

Topic No. of Questions

Topic 1, Introduction to SAP Customer Data Cloud 4

Topic 2, Identity and Access Management 18

Topic 3, Screen-Sets 8

Topic 4, Registration, Login, and Account Management 17

Topic 5, Data Schema 18

Topic 6, API 19

Topic 7, Federation 11

Topic 8, Webhooks 5

Total 100
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QUESTION NO: 1

Where in the schema do social networks store data about a newly registered user?

A. In the profile schema

B. In the data schema

C. In the profile and data schema

D. In the subscription schema 

ANSWER: A 

Explanation:

In the profile schema is correct because SAP Customer Data Cloud uses the account’s profile object to hold profile 
information associated with a user who registers or signs in through a social network. This is the appropriate schema area 
for identity-oriented attributes, such as name, email address, gender, birth date, location, and other profile details that may 
be supplied by the social identity provider, subject to the provider’s permissions and the user’s consent.

The profile schema defines the profile fields that Customer Data Cloud can store and manage for accounts. It supports 
standard profile attributes as well as configured custom profile fields, enabling social-login data to be mapped into a 
consistent account profile regardless of the source social network. This lets applications use a unified customer profile after 
registration rather than having to handle provider-specific data structures. SAP Customer Data Cloud’s schema 
documentation describes the distinction between the account profile and other account data areas and how profile fields are 
defined and used. See the SAP Customer Data Cloud Schema documentation and the SAP Customer Data Cloud 
documentation.

QUESTION NO: 2

Which account attribute indicates whether the account e-mail address has been verified?

A. isVerified

B. isRegistered

C. isActive

D. emailVerified

ANSWER: A 

Explanation:

The isVerified account attribute indicates whether the account's e-mail address has completed the configured verification 
process. Applications can use this status when applying business rules that require a verified e-mail address, such as 
enabling selected services or communication flows. See the SAP Customer Data Cloud E-mail Verification documentation.

QUESTION NO: 3

What is the function of the Assertion Consumer Service URL in an SAML implementation?

A. It is the Service Provider endpoint that receives and consumes the SAML response.

B. It allows consumers to securely enter their SAML credentials. e,"<.

C. It consumes tokens to verify the authenticity of the SAML user. 

D. It encodes the SAML response.
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ANSWER: A 

Explanation:

The Assertion Consumer Service URL is the Service Provider endpoint to which an Identity Provider sends the SAML 
response after it has authenticated a user. The browser commonly carries the response to this URL using the SAML HTTP 
POST binding. At this endpoint, the Service Provider processes the received assertion and response, including validating the 
required security properties, such as the intended audience, recipient, conditions, and any applicable signature. Once 
validation succeeds, the Service Provider can establish the user’s authenticated session and grant access according to its 
authorization rules.

In SAML metadata, an AssertionConsumerService element identifies this endpoint and its supported binding, allowing the 
Identity Provider to know the correct destination for authentication responses. Therefore, its essential function is to receive 
and consume the SAML authentication response at the Service Provider, rather than to serve merely as an encoding or 
decoding mechanism. See the OASIS SAML Metadata specification and the SAML Profiles specification for the Assertion 
Consumer Service definition and HTTP POST response flow.

QUESTION NO: 4

You want to return a list of assets that you can perform a specific action on. Which authorization request do you use?

A. Detailed authorization request

B. Basic authorization request

C. Authorization list

D. Authorization token 

ANSWER: D 

Explanation:

An authorization token is the appropriate request when the objective is to obtain the set of assets on which the requesting 
identity is authorized to perform a specified action. The request expresses the action in question and is evaluated against the 
authorization configuration associated with the identity. The resulting token represents the authorization context and can 
carry the authorized asset set, allowing an application to determine which assets are available for that action without 
separately checking each individual asset. This is especially useful for applications that must present only the resources a 
user can act on, such as records that can be viewed, edited, or administered. The authorization token also provides a 
secure, reusable representation of that decision context for subsequent application processing. SAP Customer Data Cloud 
authorization capabilities are documented in the SAP Customer Data Cloud developer documentation and API reference: 
SAP Customer Data Cloud REST API documentation and SAP Help Portal: SAP Customer Data Cloud.

QUESTION NO: 5

Which account-data areas can be updated by using accounts.setAccountInfo? Note: There are 3 correct answer to this 
question

A. Profile data

B. Custom data

C. Subscription preferences

D. The account password

E. The site API secret

ANSWER: A B C 
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Explanation:

accounts.setAccountInfo is used to update account information after authentication. It can update profile attributes, 
custom data, and subscription preferences in the account record. Password changes use the dedicated password APIs 
rather than being submitted as profile or custom-data updates. See the accounts.setAccountInfo API reference.

QUESTION NO: 6

What are the recommended methods for adding dynamic data to a consent record? Note: There are 2 correct answer to this 
question

A. Custom data

B. Placeholders

C. Entitlements

D. Tags 

ANSWER: B D 

Explanation:

Placeholders and Tags are the recommended mechanisms for incorporating dynamic information into SAP Customer Data 
Cloud consent records. Placeholders enable runtime substitution of variable values in consent text or related consent 
content. This lets a single consent definition remain reusable while presenting context-specific information, such as a brand, 
service, location, or campaign value, to the user. The substituted value can therefore be reflected consistently in the consent 
interaction and its stored record.

Tags provide structured, contextual metadata that can be associated with a consent record. They support classifying and 
identifying the circumstances or source associated with consent, enabling applications to retain dynamic context without 
creating separate consent definitions for every possible value. Using tags also makes it easier to retrieve, filter, and process 
consent data according to that contextual metadata.

Together, placeholders and tags provide the intended separation between dynamic presentation values and dynamic 
consent-record context. This supports reusable consent configurations while preserving meaningful, auditable data about the 
consent event. SAP Customer Data Cloud consent-management documentation is available through the SAP Help Portal: 
Consent Management; implementation resources are also available in the SAP Customer Data Cloud Developer Center.

QUESTION NO: 7

Which properties can you set in the field of a schema? Note: There are 3 correct answer to this question

A. Whether the field is compressed

B. Whether the field is encrypted

C. Whether the field is hidden

D. The field's name

E. The field's type 

ANSWER: B D E 

Explanation:

A schema field is defined by its identity, its data representation, and, where sensitive information is involved, its storage-
protection setting. The field’s name is the identifier used to address the attribute in schema definitions, API requests, and 
stored records. It must therefore be specified when defining a field. The field’s type establishes the kind of value the field 
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accepts and how Customer Data Cloud validates and handles that value, such as text, numeric, Boolean, date, or another 
supported schema type. Defining a type is central to ensuring that values are stored and retrieved consistently.

Whether the field is encrypted is also a configurable field-level property for applicable schema fields. Encryption protects the 
stored value of sensitive custom data and supports privacy-conscious data modeling. This setting should be selected 
deliberately for attributes whose contents require protection at rest, while accounting for the functional implications of 
encrypted storage in an application’s data-access design. Together, the name, type, and encryption setting define a field’s 
identifier, expected value format, and required protection level. SAP Customer Data Cloud documentation describes 
schema-based data modeling and the configuration of custom data attributes in its developer guidance: SAP Customer Data 
Cloud Data Store and SAP Customer Data Cloud Schema documentation.

QUESTION NO: 8

Which actions can be taken if a risk is detected when using Risk-Based Authentication? Note: There are 3 correct answer to 
this question

A. Lock out an account.

B. Delete an account.

C. Send an SMS to an account.

D. Display a second password field.

E. Display a captcha.

ANSWER: A C E 

Explanation:

Risk-Based Authentication in SAP Customer Data Cloud evaluates login context and behavior to identify suspicious events, 
then applies a configured response that protects the account while allowing an appropriate verification or recovery flow. 
Lock out an account. is a supported protective action: it prevents further use of the account when the assessed risk 
warrants an immediate restriction. Send an SMS to an account. supports an out-of-band response, such as notifying the 
user or enabling an SMS-based verification step through the trusted mobile channel associated with the account. Display a 
captcha. is also an applicable response because it introduces a human-verification challenge before the authentication flow 
can proceed, helping mitigate automated or suspicious login attempts. These responses can be selected through risk-policy 
configuration so that the action is proportional to the detected risk level and the organization’s security requirements. SAP 
Customer Data Cloud documentation describes Risk-Based Authentication as a mechanism for evaluating risk during 
authentication and applying policy-driven actions. See the SAP Customer Data Cloud Risk-Based Authentication 
documentation and the SAP Customer Data Cloud Help Portal for implementation and configuration guidance.

QUESTION NO: 9

What system data is recorded for every user inside the accounts database? Note: There are 2 correct answer to this 
question

A. Time stamps

B. Number of logins

C. Login provider

D. SDK version 

ANSWER: A B 

Explanation:

SAP Customer Data Cloud stores system-managed metadata with each account to support account lifecycle management, 
activity monitoring, and auditing. Time stamps are recorded as system data to identify important account events, such as 
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when an account was created, registered, last updated, or last used to sign in. These values provide a reliable chronological 
record that applications and administrators can use for reporting, synchronization, and security-related workflows.

Number of logins is also system data maintained for an account. It represents account-login activity and can be used to 
understand engagement, support analytics, and help identify patterns relevant to account operations. Because these values 
are maintained by the Customer Data Cloud account service rather than being ordinary application-defined profile attributes, 
they are available as part of the account’s system-level information. SAP’s account APIs expose account objects and their 
system-managed fields, while the account schema distinguishes these operational fields from custom data and profile data. 
See the SAP Customer Data Cloud developer documentation for the Accounts API and SAP’s Customer Data Cloud 
documentation for account-data concepts.

QUESTION NO: 10

When validating a JWT, what must you check to ensure that you are using the right public key?

A. The issuer in the JWT header is the same as the issuer of the public key.

B. The signature of the JWT is the same length as the public key signature.

C. The expiration time of the JWT is within the expiration time defined in the public key.

D. The keyid in the JWT header matches the keyid of the public key.

ANSWER: D 

Explanation:

When validating a JWT, check that the kid (key ID) in the JWT header matches the kid attribute of a public key in the 
issuer’s JSON Web Key Set (JWKS). The key ID is specifically intended to identify which cryptographic key was used to sign 
the token when an issuer publishes multiple active signing keys. After locating the matching JWK, the application uses that 
key’s public-key material to verify the JWT signature with the appropriate algorithm. This key-selection step is important 
because signing keys can be rotated, and a JWKS may contain both current and previously active keys during a rotation 
period. The JWT header’s kid therefore provides the link between the received token and the correct public key. In a 
complete validation flow, the application should also validate the signature and applicable registered claims, such as issuer, 
audience, and expiration, but matching the key ID is the required check for selecting the correct public key. See RFC 7515, 
section 4.1.4 for the definition of the kid header parameter and RFC 7517, section 4.5 for the JWK kid parameter.
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