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QUESTION NO: 1

Which of the following BEST describes continuous deployment?

A. A software release process that uses automated testing and autonomous deployment
B. A coding approach where branches are merged to a master branch multiple times a day
C. A rapid incident response plan for increased visibility and mitigation of failure

D. A set of practices to ensure code can be deployed rapidly and safely to production

ANSWER: D

QUESTION NO: 2

Which of the following is BEST described as "the level of the IT security learning continuum where an organization covers
security basics and literacy”?

A. Education
B. Awareness
C. Immersion

D. Training

ANSWER: B

QUESTION NO: 3

When of the following statements BEST describes penetration testing?
A. A coordinated cyber attack to check simulated vulnerabilities

B. A planned cyber attack to check for actionable vulnerabilities

C. A coordinated cyber attack to check for planned vulnerabilities

D. A simulated cyber attack to check for exploitable vulnerabilities

ANSWER: B

QUESTION NO: 4
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Which of the following BEST describes automated security testing?

A. Ensures that automated orchestration and provisioning software covers the scope of the application stack
B. Ensures that continuous delivery pipelines integrate testing suites and capabilities into their toolchains

C. Ensures that infrastructure and networks are software defined to enable rapid and reliable deployments

D. Ensures that applications are developed to deliver the expected results and reveal any programming errors early

ANSWER: C

QUESTION NO: 5

When of the following is BEST described as "a benefit of using a standard naming convention"?
A. Sortability

B. Abstraction

C. indexation

D. Readability

ANSWER: C
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