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QUESTION NO: 1

Which of the following Privileged Session Management solutions provide a detailed audit log of session activities?
A. PSM (i.e., launching connections by clicking on the "Connect" button in the PVWA)

B. PSM for Windows (previously known as RDP Proxy)

C. PSM for SSH (previously known as PSM SSH Proxy)

D. All of the above

ANSWER: A

QUESTION NO: 2

Which of the following files must be created or configured m order to run Password Upload Utility? Select all that apply.
A. PACli.ini

B. Vault.ini

C. conf.ini

D. A comma delimited upload file

ANSWER:BCD

QUESTION NO: 3

Which of the Following can be configured in the Master Poky? Choose all that apply.
A. Dual Control

B. One Time Passwords

C. Exclusive Passwords

D. Password Reconciliation
Ticketing Integration

E. Required Properties
F. Custom Connection Components

G. Password Aging Rules
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ANSWER: ABCG

QUESTION NO: 4

Which tools are used during a CPM renaming process?
A. APIKeyManager Utility

B. CreateCredFile Utility

C. CPMinDomain_Hardening.ps1

D. PMTerminal.exe

E. Data Execution Prevention

ANSWER: AB

QUESTION NO: 5 - (DRAG DROP)

Match the log file name with the CyberArk Component that generates the log.

ANSWER:
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PYWA

Explanation:

QUESTION NO: 6

Which of these accounts onboarding methods is considered proactive?
A. Accounts Discovery

B. Detecting accounts with PTA

C. A Rest API integration with account provisioning software

D. A DNA scan

ANSWER: B

QUESTION NO: 7

An auditor initiates a live monitoring session to PSM server to view an ongoing live session. When the auditor’s machine
makes an RDP connection the PSM server, which user will be used?

A. PSMAdminConnect
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B. Shadowuser
C. PSMConnect

D. Credentials stored in the Vault for the target machine

ANSWER: A

QUESTION NO: 8

Which utilities could you use to change debugging levels on the vault without having to restart the vault. Select all that apply.
A. PAR Agent

B. PrivateArk Server Central Administration

C. Edit DBParm.ini in a text editor.
D. Setup.exe

ANSWER: AB

Explanation:

PAR-Private Ark Remote Control Agent allows you to perform several Vault admin tasks (without restarting the Vault) and
view machine statistics.

QUESTION NO: 9

Ad-Hoc Access (formerly Secure Connect) provides the following features. Choose all that apply.
A. PSM connections to target devices that are not managed by CyberArk.

B. Session Recording.

C. Real-time live session monitoring.

D. PSM connections from a terminal without the need to login to the PVWA.

ANSWER: ABC

QUESTION NO: 10

VAULT authorizations may be grantedto_~ .
A. Vault Users

B. Vault Groups

C. LDAP Users
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D. LDAP Groups

ANSWER: C

QUESTION NO: 11
The Vault administrator can change the Vault license by uploading the new license to the system Safe.
A. True

B. False

ANSWER: A

QUESTION NO: 12

Which of the following are secure options for storing the contents of the Operator CD, while still allowing the contents to be
accessible upon a planned Vault restart? (Choose three.)

A. Store the CD in a physical safe and mount the CD every time Vault maintenance is performed
B. Copy the entire contents of the CD to the system Safe on the Vault
C. Copy the entire contents of the CD to a folder on the Vault Server and secure it with NTFS permissions

D. Store the server key in a Hardware Security Module (HSM) and copy the rest the keys from the CD to a folder on the
Vault Server and secure it with NTFS permissions

ANSWER: ACD

QUESTION NO: 13

Which keys are required to be present in order to start the PrivateArk Server service?
A. Recovery public key

B. Recovery private key

C. Server key

D. Safe key

ANSWER: AC

QUESTION NO: 14
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Which of the following options is not set in the Master Policy?
A. Password Expiration Time

B. Enabling and Disabling of the Connection Through the PSM
C. Password Complexity

D. The use of “One-Time-Passwords”

ANSWER: C

QUESTION NO: 15

It is possible to leverage DNA to provide discovery functions that are not available with auto-detection.
A. TRUE

B. FALS

ANSWER: A
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