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QUESTION NO: 1

When adding the EPM agent to a pre-existing security stack on workstation, what two steps are CyberArk recommendations. 
(Choose two.)

A. Add any pre-existing security application to the Files to Be Ignored Always.

B. Add EPM agent to the other security tools exclusions.

C. EPM agent should never be run with any other security tools.

D. Create new advanced policies for each security tool.

ANSWER: A B 

QUESTION NO: 2

CyberArk's Privilege Threat Protection policies are available for which Operating Systems? (Choose two.)

A. Windows Workstations

B. Windows Servers

C. MacOS

D. Linux

ANSWER: A B 

QUESTION NO: 3

Which EPM reporting tool provides a comprehensive view of threat detection activity?

A. Threat Detection Dashboard

B. Detected Threats

C. Threat Detection Events

D. McAfee ePO Reports

ANSWER: A 

Explanation:
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Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/EPM-
onprem/Latest/en/Content/EPM/Server%20User%20Guide/Reporting%20Capabilities.htm#:~:text=The%20Threat%20Detect
ion%20Dashboard%20provides,select%20Reports%20%3E%20Threat%20Detection%20Dashboard

QUESTION NO: 4

What is required to configure SAML authentication on EPM?

A. OAuth token

B. Signed Authentication Request

C. Encrypted Assertion

D. Signed SAML Response

ANSWER: D 

QUESTION NO: 5 - (DRAG DROP)

Match the Trusted Source to its correct definition:

ANSWER:
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Explanation:

QUESTION NO: 6

Which user or group will not be removed as part of CyberArk EPM's Remove Local Administrators feature?

A. Built-in Local Administrator

B. Domain Users

C. Admin Users

D. Power Users

ANSWER: A 
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Explanation:

Reference: https://docs.cyberark.com/Product-
Doc/OnlineHelp/EPM/21.9/en/Content/EPM/Server%20User%20Guide/ManageLocalAdministrators.htm

QUESTION NO: 7

What unauthorized change can CyberArk EPM Ransomware Protection prevent?

A. Windows Registry Keys

B. Website Data

C. Local Administrator Passwords

D. Certificates in the Certificate Store

ANSWER: D 

QUESTION NO: 8

When deploying Ransomware Protection, what tasks should be considered before enabling this functionality? (Choose two.)

A. Add trusted software to the Authorized Applications (Ransomware protection) Application Group

B. Add trusted software to the Allow Application Group

C. Add additional files, folders, and/or file extensions to be included to Ransomware Protection

D. Enable Detect privileged unhandled applications under Default Policies

ANSWER: A C 

QUESTION NO: 9

If Privilege Management is not working on an endpoint, what is the most likely cause that can be verified in the EPM Agent 
Log Files?

A. Behavior of the elevation prompt for administrators in Admin Approval Mode is set to “Prompt for Consent for non-
Windows binaries”.

B. Agent version is incompatible.

C. UAC policy Admin Approval for the Built-in Administrator Account is set to “Disabled”.

D. UAC policy Run all administrators in Admin Approval Mode is set to “Enabled”.

ANSWER: D 
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QUESTION NO: 10

When enabling Threat Protection policies, what should an EPM Administrator consider? (Choose two.)

A. Some Threat Protection policies are applicable only for Windows Servers as opposed to Workstations.

B. Certain Threat Protection policies apply for specific applications not found on all machines

C. Threat Protection policies requires an additional agent to be installed.

D. Threat Protection features are not available in all regions.

ANSWER: A B 
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