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QUESTION NO: 1

Your project has several risks that may cause serious financial impact should they happen. You have studied the risk events
and made some potential risk responses for the risk events but management wants you to do more. They'd like for you to
create some type of a chart that identified the risk probability and impact with a financial amount for each risk event. What is
the likely outcome of creating this type of chart?

A. Quantitative analysis

B. Contingency reserve

C. Risk response

D. Risk response plan
ANSWER: B

QUESTION NO: 2

Which of the following are the levels of military data classification system? Each correct answer represents a complete
solution. Choose all that apply.

A. Sensitive
B. Top Secret
C. Confidential
D. Secret

E. Unclassified

F. Public
ANSWER:ABCDE

QUESTION NO: 3

What are the purposes of audit records on an information system? Each correct answer represents a complete solution.
Choose two.

A. Troubleshooting
B. Investigation

C. Upgradation
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D. Backup
ANSWER: A B

QUESTION NO: 4

Which of the following contract types is described in the statement below? "This contract type provides no incentive for the
contractor to control costs and hence is rarely utilized."

A. Cost Plus Fixed Fee
B. Cost Plus Percentage of Cost
C. Cost Plus Incentive Fee

D. Cost Plus Award Fee
ANSWER: B

QUESTION NO: 5

Which of the following methods can be helpful to eliminate social engineering threat? Each correct answer represents a
complete solution. Choose three.

A. Password policies
B. Vulnerability assessments
C. Data encryption

D. Data classification
ANSWER: ABD

QUESTION NO: 6

Which of the following sites are similar to the hot site facilities, with the exception that they are completely dedicated, self-
developed recovery facilities?

A. Cold sites
B. Orange sites

C. Warm sites
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D. Duplicate processing facilities
ANSWER: D

QUESTION NO: 7

Which of the following are examples of administrative controls that involve all levels of employees within an organization and
determine which users have access to what resources and information? Each correct answer represents a complete
solution. Choose three.

A. Employee registration and accounting

B. Disaster preparedness and recovery plans
C. Network authentication

D. Training and awareness

E. Encryption
ANSWER: ABD

QUESTION NO: 8

Which of the following subphases are defined in the maintenance phase of the life cycle models?
A. Change control

B. Configuration control

C. Request control

D. Release control
ANSWER: ACD

QUESTION NO: 9

Which of the following types of activities can be audited for security? Each correct answer represents a complete solution.
Choose three.

A. Data downloading from the Internet
B. File and object access

C. Network logons and logoffs
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D. Printer access
ANSWER: BCD

QUESTION NO: 10

Which of the following sections come under the ISO/IEC 27002 standard?
A. Financial assessment

B. Asset management

C. Security policy

D. Risk assessment
ANSWER: BCD

QUESTION NO: 11

You work as the project manager for Bluewell Inc. You are working on NGQQ Project for your company. You have
completed the risk analysis processes for the risk events. You and the project team have created risk responses for most of
the identified project risks. Which of the following risk response planning techniques will you use to shift the impact of a
threat to a third party, together with the responses?

A. Risk mitigation
B. Risk acceptance
C. Risk avoidance

D. Risk transference
ANSWER: D

QUESTION NO: 12 - (SIMULATION)

SIMULATION
Fill in the blank with an appropriate phrase. models address specifications, requirements, and design, verification

and validation, and maintenance activities.

ANSWER: Life cycle
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QUESTION NO: 13

Which of the following is a name, symbol, or slogan with which a product is identified?
A. Copyright

B. Trademark

C. Trade secret

D. Patent
ANSWER: B

QUESTION NO: 14

You are the project manager of the HJK Project for your organization. You and the project team have created risk responses
for many of the risk events in the project. Where should you document the proposed responses and the current status of all
identified risks?

A. Risk management plan

B. Lessons learned documentation

C. Risk register

D. Stakeholder management strategy
ANSWER: C

QUESTION NO: 15

You are advising a school district on disaster recovery plans. In case a disaster affects the main IT centers for the district
they will need to be able to work from an alternate location. However, budget is an issue. Which of the following is most
appropriate for this client?

A. Cold site

B. Off site

C. Hot site

D. Warm site

ANSWER: A
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