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QUESTION NO: 1

Which of the following federal agencies coordinates, directs, and performs highly specialized activities to protect U.S. 
information systems and produces foreign intelligence information 

A. National Institute of Standards and Technology (NIST) 

B. National Security AgencyCentral Security Service (NSACSS) 

C. Committee on National Security Systems (CNSS) 

D. United States Congress

ANSWER: B 

QUESTION NO: 2

Which of the following DITSCAPNIACAP model phases is used to show the required evidence to support the DAA in 
accreditation process and conclude in an Approval To Operate (ATO) 

A. Verification 

B. Validation 

C. Post accreditation 

D. Definition

ANSWER: B 

QUESTION NO: 3

System Authorization is the risk management process. System Authorization Plan (SAP) is a comprehensive and uniform 
approach to the System Authorization Process. What are the different phases of System Authorization Plan Each correct 
answer represents a part of the solution. Choose all that apply. 

A. Certification 

B. Authorization 

C. Post-certification 

D. Post-Authorization 

E. Pre-certification
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ANSWER: A B D E 

QUESTION NO: 4 - (SIMULATION)

SIMULATION

Fill in the blank with an appropriate phrase. __________ seeks to improve the quality of process outputs by identifying and 
removing the causes of defects and variability in manufacturing and business processes.

ANSWER: Six Sigma

QUESTION NO: 5 - (SIMULATION)

SIMULATION

Fill in the blank with the appropriate phrase. __________ provides instructions and directions for completing the Systems 
Security Authorization Agreement (SSAA).

ANSWER: DoDI 5200.40

QUESTION NO: 6

Which of the following federal laws are related to hacking activities Each correct answer represents a complete solution. 
Choose three. 

A. 18 U.S.C. 1030 

B. 18 U.S.C. 1029 

C. 18 U.S.2510 

D. 18 U.S.C. 1028

ANSWER: A B C 

QUESTION NO: 7

Which of the following individuals are part of the senior management and are responsible for authorization of individual 
systems, approving enterprise solutions, establishing security policies, providing funds, and maintaining an understanding of 
risks at all levels Each correct answer represents a complete solution. Choose all that apply. 

A. Chief Information Officer 

B. AO Designated Representative 
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C. Senior Information Security Officer 

D. User Representative

E. Authorizing Official

ANSWER: A B C E 

QUESTION NO: 8

Which of the following DoD directives is referred to as the Defense Automation Resources Management Manual 

A. DoD 8910.1 

B. DoD 7950.1-M 

C. DoD 5200.22-M 

D. DoD 5200.1-R 

E. DoDD 8000.1

ANSWER: B 

QUESTION NO: 9

NIST SP 800-53A defines three types of interview depending on the level of assessment conducted. Which of the following 
NIST SP 800-53A interviews consists of informal and ad hoc interviews 

A. Abbreviated 

B. Significant 

C. Substantial 

D. Comprehensive

ANSWER: A 

QUESTION NO: 10

Which of the following tasks describes the processes required to ensure that the project includes all the work required, and 
only the work required, to complete the project successfully 

A. Identify Roles and Responsibilities 
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B. Develop Project Schedule 

C. Identify Resources and Availability 

D. Estimate project scope

ANSWER: D 

QUESTION NO: 11

Which of the following CNSS policies describes the national policy on use of cryptomaterial by activities operating in high risk 
environments 

A. CNSSP No. 14 

B. NCSC No. 5 

C. NSTISSP No. 6 

D. NSTISSP No. 7

ANSWER: B 

QUESTION NO: 12

What are the responsibilities of a system owner Each correct answer represents a complete solution. Choose all that apply. 

A. Integrates security considerations into application and system purchasing decisions and development projects. 

B. Ensures that the necessary security controls are in place. 

C. Ensures that adequate security is being provided by the necessary controls, password management, remote access 
controls, operating system configurations, and so on. 

D. Ensures that the systems are properly assessed for vulnerabilities and must report any to the incident response team and 
data owner.

ANSWER: A C D 

QUESTION NO: 13

Which of the following DoD directives defines DITSCAP as the standard C&A process for the Department of Defense 

A. DoD 5200.22-M 

B. DoD 8910.1 
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C. DoD 5200.40 

D. DoD 8000.1

ANSWER: C 

QUESTION NO: 14

The Phase 2 of DITSCAP C&A is known as Verification. The goal of this phase is to obtain a fully integrated system for 
certification testing and accreditation. What are the process activities of this phase Each correct answer represents a 
complete solution. Choose all that apply. 

A. Assessment of the Analysis Results 

B. Certification analysis 

C. Registration 

D. System development 

E. Configuring refinement of the SSAA

ANSWER: A B D E 

QUESTION NO: 15

A security policy is an overall general statement produced by senior management that dictates what role security plays within 
the organization. What are the different types of policies Each correct answer represents a complete solution. Choose all that 
apply. 

A. Regulatory 

B. Advisory 

C. Systematic 

D. Informative

ANSWER: A B D 
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