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QUESTION NO: 1

Which of the following Net-Centric Data Strategy goals are required to increase enterprise and community data over private 
user and system data Each correct answer represents a complete solution. Choose all that apply. 

A. Understandability 

B. Visibility 

C. Interoperability 

D. Accessibility

ANSWER: A B C D 

Explanation:

Understandability, Visibility, Interoperability, and Accessibility are all core attributes of net-centric data sharing. Increasing 
the value of enterprise and community data requires data producers to expose their data assets so potential users can 
discover that the data exists. The assets must then be accessible through appropriate services and interfaces, subject to 
applicable authorization and security controls. Data must also be understandable: consumers need sufficient metadata, 
definitions, context, and structure to interpret it accurately and use it appropriately outside the originating system. Finally, 
interoperability enables data to be exchanged and used across organizational, technical, and mission boundaries rather than 
remaining isolated within a private application or user community.

These attributes work together to shift data management from a system-centric model toward enterprise use and reuse. The 
Department of Defense data-sharing policy requires making data, information, and IT services visible, accessible, 
understandable, trusted, and interoperable to authorized users. The later DoD Data Strategy likewise identifies visible, 
accessible, understandable, trusted, interoperable, and secure data as essential characteristics for data treated as an 
enterprise asset. See DoDI 8320.02, Sharing Data, Information, and IT Services and the DoD Data Strategy.

QUESTION NO: 2

Which of the following are the phases of the Certification and Accreditation (C&A) process Each correct answer represents a 
complete solution. Choose two. 

A. Auditing 

B. Initiation 

C. Continuous Monitoring 

D. Detection

ANSWER: B C 

Explanation:

Initiation and Continuous Monitoring are phases of the traditional NIST security Certification and Accreditation (C&A) 
process. Initiation establishes the C&A effort: the system is identified, responsible officials and roles are assigned, the 
system security plan is developed or updated, and the scope, schedule, and resources for authorization activities are 
defined. This provides the organizational and technical foundation needed to evaluate the system’s security controls and 
make an informed authorization decision.

Continuous Monitoring follows authorization and maintains ongoing awareness of the security posture of the information 
system. It includes tracking changes to the system and its environment, monitoring security controls, assessing the impact of 
changes, reporting security status, and updating authorization-related information as appropriate. Continuous monitoring 
ensures that an authorization decision remains supported as threats, vulnerabilities, configurations, and operational 
conditions evolve. NIST SP 800-37 Rev. 1 describes the C&A process and identifies initiation and continuous monitoring 
among its major activities; its later revisions evolved this approach into the Risk Management Framework while retaining 
continuous monitoring as an essential lifecycle function. See NIST SP 800-37 Rev. 1 and NIST SP 800-137, Information 
Security Continuous Monitoring.
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QUESTION NO: 3

Which of the following are the major tasks of risk management Each correct answer represents a complete solution. Choose 
two. 

A. Risk identification 

B. Building Risk free systems 

C. Assuring the integrity of organizational data 

D. Risk control

ANSWER: A D 

Explanation:

Risk identification and Risk control are major tasks within risk management. Risk identification establishes what could affect 
organizational missions, business processes, information, systems, assets, or personnel. It provides the foundation for 
informed decisions by documenting relevant threat sources, vulnerabilities, potential adverse impacts, and risk scenarios. 
Without identifying risks, an organization cannot determine which exposures require attention or allocate security resources 
according to mission priorities.

Risk control is the continuing activity of selecting, implementing, monitoring, and adjusting measures that bring risk to an 
acceptable level. In an information-security engineering context, this includes applying appropriate safeguards and controls, 
accepting, avoiding, transferring, or mitigating risk as authorized, and monitoring whether the selected treatment remains 
effective as systems and threats change. Together, identification and control support a repeatable lifecycle: understand the 
risk environment, make risk-based treatment decisions, and maintain those decisions over time. NIST describes risk 
management as encompassing framing risk, assessing risk, responding to risk, and monitoring risk; identification is integral 
to assessment, while control activities implement and sustain the chosen response. See NIST SP 800-39 and NIST SP 800-
37 Rev. 2.

QUESTION NO: 4

Which of the following statements define the role of the ISSEP during the development of the detailed security design, as 
mentioned in the IATF document Each correct answer represents a complete solution. Choose all that apply. 

A. It identifies the information protection problems that needs to be solved. 

B. It allocates security mechanisms to system security design elements. 

C. It identifies custom security products. 

D. It identifies candidate commercial off-the-shelf (COTS)government off-the-shelf (GOTS) security products.

ANSWER: B C D 

Explanation:

During detailed security design, the ISSEP translates the selected security architecture and requirements into implementable 
design decisions. “It allocates security mechanisms to system security design elements” is correct because this activity 
assigns protections such as identification and authentication, access enforcement, audit, cryptographic protection, or 
boundary defenses to the specific components, interfaces, and subsystems that will implement them. “It identifies custom 
security products” is also correct because detailed design may reveal that a required protection cannot be adequately 
provided by available standard products and must be engineered or tailored for the system. “It identifies candidate 
commercial off-the-shelf (COTS)government off-the-shelf (GOTS) security products” is correct because product identification 
and selection are needed to turn the design into an implementable solution, while considering product capabilities, 
assurance evidence, interoperability, and operational fit. These activities reflect the security-engineering focus on deriving 
and allocating technical design solutions, then evaluating implementation alternatives. This is consistent with the ISSEP 
concentration’s security-engineering emphasis described by ISC2’s ISSEP Exam Outline and with the technical-process 
guidance in NIST SP 800-160, Volume 1, which addresses the development and integration of security requirements and 
design solutions throughout the system life cycle.
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QUESTION NO: 5

Which of the following activities are appropriate when conducting threat modeling for a new information system Each correct 
answer represents a complete solution. Choose all that apply.

A. Identify trust boundaries and data flows.

B. Identify assets, attack surfaces, and threat events.

C. Analyze potential attack paths and their effects.

D. Prioritize security mitigations based on risk.

E. Replace all security testing with architecture documentation.

ANSWER: A B C D 

Explanation:

Threat modeling is a structured activity for identifying and analyzing potential adverse actions against a system and using the 
results to improve security requirements and design decisions. Developing an architectural representation and identifying 
trust boundaries helps the engineering team understand where data, control, identity, and privilege transitions occur. 
Identifying assets, attack surfaces, threat sources, threat events, and possible attack paths provides the information needed 
to evaluate risk. The team then identifies and prioritizes mitigations based on mission impact, likelihood, exposure, and 
feasibility.

Threat modeling does not eliminate the need for security testing; it informs and focuses later design reviews, implementation 
work, and assessment activities. NIST describes threat modeling as an approach for identifying and analyzing threats and 
mitigations within the system development life cycle. See NIST SP 800-154 and NIST SP 800-160 Volume 1.

QUESTION NO: 6

Which of the following actions are part of effective supply chain risk management for a system acquisition Each correct 
answer represents a complete solution. Choose all that apply.

A. Identifying critical components, suppliers, and services

B. Including supply chain security requirements in acquisition documents

C. Assessing supplier and product risk throughout the system life cycle

D. Assuming that commercial availability eliminates supply chain risk

ANSWER: A B C 

Explanation:

Identifying critical components, suppliers, and services is correct because an organization must understand 
dependencies whose compromise, disruption, or counterfeit substitution could affect mission outcomes. Including supply 
chain security requirements in acquisition documents is correct because contractual and procurement requirements 
establish supplier obligations for practices such as provenance, vulnerability disclosure, secure development, and incident 
reporting. Assessing supplier and product risk throughout the system life cycle is also correct because supply chain 
risk can change as suppliers, components, vulnerabilities, ownership, and threat conditions evolve.

Assuming that a commercially available product is free of supply chain risk without evaluation is not an effective risk-
management practice. NIST supply chain guidance emphasizes applying risk management across the system development 
life cycle and considering suppliers, products, services, and their relationships. See NIST SP 800-161 Rev. 1.

QUESTION NO: 7
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Which of the following refers to an information security document that is used in the United States Department of Defense 
(DoD) to describe and accredit networks and systems 

A. SSAA 

B. FITSAF 

C. FIPS 

D. TCSEC

ANSWER: A 

Explanation:

SSAA is correct. A System Security Authorization Agreement was a core DoD certification-and-accreditation artifact under 
the earlier DoD Information Technology Security Certification and Accreditation Process. It documented the system or 
network security requirements, the agreed protection approach, applicable controls, residual risks, and the responsibilities of 
the stakeholders involved in authorizing operation. In practical terms, it established the security agreement and evidence 
framework used by the designated approval authority when making an accreditation decision for a DoD information system.

The terminology in the question reflects this historical DoD process: “accreditation” was the former term for management 
authorization to operate based on an assessment of risk. DoD has since adopted the Risk Management Framework, which 
uses the term “authorization” and defines the ongoing process for authorizing DoD information systems and managing their 
security risk. Nevertheless, SSAA remains the specific legacy document name that matches the description of a DoD 
document used to describe and accredit networks and systems. See the NIST glossary definition of System Security 
Authorization Agreement and DoD’s current Risk Management Framework instruction, DoDI 8510.01.

QUESTION NO: 8

Which of the following tools demands involvement by upper executives, in order to integrate quality into the business system 
and avoid delegation of quality functions to junior administrators 

A. ISO 9001:2000

B. Benchmarking 

C. SEI-CMM

D. Six Sigma

ANSWER: A 

Explanation:

ISO 9001:2000 is correct because an ISO 9001 quality management system is intended to make quality a management 
responsibility embedded in organizational processes, objectives, and decision-making. A central quality-management 
principle is leadership: top management establishes unity of purpose, creates the conditions for the quality system to operate 
effectively, and ensures that quality objectives are aligned with the organization’s strategic direction. This requires active 
executive involvement rather than treating quality as an isolated administrative activity assigned solely to lower-level 
personnel.

In practical terms, executive leadership supplies the quality policy, resources, accountability, management review, and 
organization-wide commitment needed for the system to function as part of the business. ISO’s explanation of its quality-
management principles specifically identifies leadership as a means of aligning strategies, policies, processes, and 
resources to achieve organizational objectives. The ISO 9001 standard’s management-responsibility requirements likewise 
make senior leadership accountable for the effectiveness and integration of the quality management system. Although the 
question uses the historical 2000 edition designation, the governing concept is retained in the current ISO 9001 framework. 
See ISO’s ISO 9001 overview and ISO’s quality management principles.
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QUESTION NO: 9 - (SIMULATION)

SIMULATION

Fill in the blank with an appropriate phrase. A ____________________ is defined as any activity that has an effect on 
defining, designing, building, or executing a task, requirement, or procedure.

ANSWER: See the explanation for the answer

Explanation:

Answer: change

A change is any activity that affects the definition, design, construction, or execution of a task, requirement, or procedure. 
Change control/configuration management ensures such changes are evaluated, approved, documented, and tracked.

QUESTION NO: 10

The Chief Information Officer (CIO), or Information Technology (IT) director, is a job title commonly given to the most senior 
executive in an enterprise. What are the responsibilities of a Chief Information Officer Each correct answer represents a 
complete solution. Choose all that apply. 

A. Proposing the information technology needed by an enterprise to achieve its goals and then working within a budget to 
implement the plan 

B. Preserving high-level communications and working group relationships in an organization 

C. Establishing effective continuous monitoring program for the organization 

D. Facilitating the sharing of security risk-related information among authorizing officials

ANSWER: A B C 

Explanation:

A CIO is responsible for aligning information technology capabilities, investments, and operations with the enterprise’s 
mission and strategic objectives. Therefore, proposing the information technology needed by an enterprise to achieve its 
goals and then working within a budget to implement the plan is a core CIO responsibility. The role requires executive-level 
coordination across business, technical, and governance stakeholders; preserving high-level communications and working 
group relationships supports this alignment and enables enterprise decisions about IT priorities, services, and risk.

The CIO is also accountable for developing and maintaining an organization-wide information security program. An effective 
continuous monitoring program supplies ongoing visibility into control effectiveness, vulnerabilities, system changes, and 
security posture, enabling leadership to manage security risk as an operational activity rather than a periodic compliance 
event. Under FISMA, agency CIOs have statutory information-security-program responsibilities, and NIST continuous-
monitoring guidance describes the organizational need to establish and operate an enterprise-wide continuous-monitoring 
strategy and program. These responsibilities fit the CIO’s enterprise governance and oversight role. See 44 U.S.C. § 3554 
and NIST SP 800-137, Information Security Continuous Monitoring.

QUESTION NO: 11

Which of the following processes provides guidance to the system designers and form the basis of major events in the 
acquisition phases, such as testing the products for system integration 

A. Operational scenarios 

B. Functional requirements 

C. Human factors 
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D. Performance requirements

ANSWER: A 

Explanation:

Operational scenarios are correct because they describe how the system is expected to operate in realistic mission, 
business, environmental, and user contexts. They give system designers a practical, end-to-end view of interactions among 
users, system elements, external systems, operating conditions, and anticipated outcomes. This context helps translate 
stakeholder needs into an engineering baseline that can guide architectural decisions, interface design, integration planning, 
and verification activities.

During acquisition, operational scenarios also establish meaningful conditions and sequences for major technical events. In 
particular, they support planning and evaluating integration testing by identifying the operational flows that integrated 
components must execute, the dependencies that must be present, and the outcomes that demonstrate the system can 
support its intended use. Scenarios can therefore be refined throughout the life cycle while maintaining traceability from 
operational needs to requirements, design, implementation, and verification evidence. NIST’s systems security engineering 
guidance emphasizes applying systems engineering processes across the life cycle and using stakeholder and operational 
context to inform system requirements and engineering decisions. See NIST SP 800-160, Volume 1 and the INCOSE 
overview of systems engineering.

QUESTION NO: 12

Which of the following is an Information Assurance (IA) model that protects and defends information and information systems 
by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation 

A. Parkerian Hexad 

B. Five Pillars model 

C. Capability Maturity Model (CMM) 

D. Classic information security model

ANSWER: B 

Explanation:

The Five Pillars model is correct because it expresses Information Assurance through the five security objectives named in 
the question: availability, integrity, authentication, confidentiality, and non-repudiation. Together, these objectives establish 
that information and systems remain accessible to authorized users when needed; are protected from unauthorized 
alteration; can verify the identity or origin of an entity or action; are protected from unauthorized disclosure; and provide 
evidence that prevents a party from credibly denying a performed action or transaction.

This set of objectives is directly aligned with the established Information Assurance definition used in U.S. government and 
security-engineering contexts: protecting and defending information and information systems by ensuring availability, 
integrity, authentication, confidentiality, and non-repudiation. The model is useful in systems security engineering because it 
provides a concise set of assurance outcomes that can be translated into security requirements, architecture decisions, 
controls, verification activities, and operational monitoring. NIST’s security glossary defines Information Assurance using 
these same five properties; see NIST Computer Security Resource Center: Information Assurance. For related terminology 
used across U.S. national-security systems, consult the CNSS issuances and terminology resources.

QUESTION NO: 13 - (SIMULATION)

SIMULATION

Fill in the blank with the appropriate phrase. The ____________ is the risk that remains after the implementation of new or 
enhanced controls.
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ANSWER: See the explanation for the answer

Explanation:

Answer: Residual risk

Residual risk is the risk that remains after new or enhanced security controls have been implemented. It is the portion of risk 
that cannot be fully eliminated or has been accepted after treatment.

QUESTION NO: 14

Diane is the project manager of the HGF Project. A risk that has been identified and analyzed in the project planning 
processes is now coming into fruition. What individual should respond to the risk with the preplanned risk response 

A. Project sponsor 

B. Risk owner 

C. Diane 

D. Subject matter expert

ANSWER: B 

Explanation:

Risk owner is correct because this role is specifically assigned accountability for monitoring a particular identified risk and 
carrying out its planned response when the relevant trigger occurs or the risk event materializes. During project risk planning, 
the project team documents the risk response strategy, actions, timing, triggers, required resources, and the person 
accountable for ensuring that response is implemented. Assigning a named risk owner prevents ambiguity at the point when 
prompt action is needed and ensures that risk treatment is integrated into normal project governance.

Here, the risk was already identified and analyzed during planning, and a preplanned response exists. The appropriate next 
step is for the individual assigned ownership of that risk to execute or coordinate the documented response, monitor its 
effectiveness, and communicate status to the project manager and relevant stakeholders. The project manager remains 
responsible for overall project risk management and oversight, but delegated risk ownership makes execution timely and 
accountable. This aligns with PMI guidance that risk owners are responsible for monitoring assigned risks and implementing 
agreed risk responses. See PMI’s risk management guidance and ISO 31000 risk-management guidance.

QUESTION NO: 15

Which of the following review activities evaluates whether the functional and performance requirements have been fully 
allocated to the system design and whether the design is ready to proceed to detailed design

A. Preliminary Design Review (PDR)

B. System Requirements Review (SRR)

C. Critical Design Review (CDR)

D. Test Readiness Review (TRR)

ANSWER: A 

Explanation:

The Preliminary Design Review (PDR) is correct because it evaluates the preliminary design to determine whether system 
requirements have been adequately allocated to design elements and whether the design approach is sufficiently mature to 
proceed into detailed design. A PDR reviews technical requirements, architecture, interfaces, risks, verification planning, and 
the allocation of required functions and performance to subsystems or components.
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A Critical Design Review occurs later and evaluates the detailed design for readiness to fabricate, code, integrate, and test. 
A System Requirements Review confirms that requirements are sufficiently mature before design work advances. A Test 
Readiness Review evaluates readiness to begin planned test activities. NIST systems security engineering guidance 
emphasizes the use of technical reviews to ensure security requirements remain incorporated into system-development 
decisions. See NIST SP 800-160 Volume 1.

QUESTION NO: 16

The DoD 8500 policy series represents the Department's information assurance strategy. Which of the following objectives 
are defined by the DoD 8500 series Each correct answer represents a complete solution. Choose all that apply. 

A. Providing IA Certification and Accreditation 

B. Providing command and control and situational awareness 

C. Defending systems 

D. Protecting information

ANSWER: B C D 

Explanation:

The DoD 8500 information assurance strategy identifies three mutually supporting operational objectives: protecting 
information and information systems, defending information and information systems, and providing command and control 
with situational awareness. “Protecting information” addresses the preventive safeguards, controls, and risk-based 
protections needed to preserve the confidentiality, integrity, availability, authentication, and nonrepudiation of DoD 
information and systems. “Defending systems” covers active and responsive measures used to detect, analyze, contain, and 
respond to threats and attacks against DoD information resources. “Providing command and control and situational 
awareness” ensures that leaders and defenders have the visibility, reporting, coordination, and decision support necessary 
to direct information assurance and cybersecurity operations effectively. Together, these objectives express a complete 
strategy: establish protections, operate and defend those protections against threats, and maintain the awareness and 
command structure needed to manage the mission. The modern DoD cybersecurity policy framework continues to use risk 
management and enterprise-wide cybersecurity governance principles that evolved from the earlier information assurance 
approach. See DoD Instruction 8500.01, Cybersecurity and NIST SP 800-37 Rev. 2, Risk Management Framework.

QUESTION NO: 17

Which of the following Registration Tasks sets up the system architecture description, and describes the C&A boundary 

A. Registration Task 3 

B. Registration Task 4 

C. Registration Task 2 

D. Registration Task 1

ANSWER: B 

Explanation:

Registration Task 4 is correct. In the legacy DoD Information Assurance Certification and Accreditation Process (DIACAP), 
this registration activity establishes the system architecture description and clearly defines the certification-and-accreditation 
boundary. The architecture description identifies the system’s significant components, interfaces, interconnections, and 
supporting infrastructure. Defining the C&A boundary establishes precisely what system elements, information flows, and 
inherited or common security services are within the scope of the authorization decision.

This boundary definition is foundational to the remainder of the assessment because security controls must be selected, 
implemented, assessed, and authorized in relation to an understood system authorization boundary. A well-defined 
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architecture also permits the authorizing official and assessment participants to understand dependencies on external 
systems and enterprise services, as well as the security responsibilities that belong to the system owner versus those 
inherited from other providers. Although DIACAP has been superseded in DoD policy by the Risk Management Framework, 
the same core principle remains: system documentation must define the authorization boundary and system environment 
before meaningful security assessment and authorization can occur. See the DoD RMF instruction at DoDI 8510.01 and 
NIST guidance on system boundaries in NIST SP 800-37 Rev. 2.

QUESTION NO: 18

Which of the following Security Control Assessment Tasks evaluates the operational, technical, and the management 
security controls of the information system using the techniques and measures selected or developed 

A. Security Control Assessment Task 3 

B. Security Control Assessment Task 1 

C. Security Control Assessment Task 4 

D. Security Control Assessment Task 2

ANSWER: A 

Explanation:

Security Control Assessment Task 3 is correct because it is the task in the NIST Risk Management Framework assessment 
step that performs the actual assessment of implemented security and privacy controls. This work evaluates the controls 
operating within the information system, including management, operational, and technical controls, by applying the 
assessment methods, objects, and procedures established in the approved assessment plan. The assessor uses 
appropriate techniques—such as examination, interviews, and testing—to collect sufficient evidence and determine whether 
controls are implemented correctly, operating as intended, and producing the required security outcomes.

This task is central to producing an evidence-based understanding of the system’s control effectiveness. Its results identify 
control weaknesses, deficiencies, and findings that can be documented and used by the authorizing official and system 
stakeholders in subsequent risk-response and authorization decisions. NIST SP 800-37 Rev. 2 identifies this activity as 
“Control Assessments” within the Assess step of the RMF. NIST SP 800-53A further defines the assessment procedures and 
methodology used to evaluate control implementation and effectiveness. See NIST SP 800-37 Rev. 2 and NIST SP 800-53A 
Rev. 5.

QUESTION NO: 19

You work as a security manager for BlueWell Inc. You are going through the NIST SP 800-37 C&A methodology, which is 
based on four well defined phases. In which of the following phases of NIST SP 800-37 C&A methodology does the security 
categorization occur 

A. Continuous Monitoring 

B. Initiation 

C. Security Certification 

D. Security Accreditation

ANSWER: B 

Explanation:

Security categorization occurs during the Initiation phase of the NIST SP 800-37 certification and accreditation 
methodology. This phase establishes the foundation for the system’s security authorization effort. The organization identifies 
the information system, defines its authorization boundary, identifies the types of information processed, stored, or 
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transmitted, and categorizes the system according to the potential impact that a loss of confidentiality, integrity, or availability 
would have on organizational operations, assets, or individuals.

The resulting security category is essential because it drives later security-engineering and risk-management decisions. In 
particular, it supports selection and tailoring of an appropriate initial baseline of security controls under NIST SP 800-53 and 
provides a common risk-impact basis for system owners, security personnel, and authorizing officials. The Initiation phase 
also includes preliminary planning activities, such as preparing initial system-security documentation and identifying key 
participants in the authorization process.

NIST SP 800-37 Rev. 1 describes security categorization as an Initiation-phase activity and points to FIPS 199 for the 
categorization standard. See NIST SP 800-37 Rev. 1 and FIPS 199.

QUESTION NO: 20

Which of the following activities are performed during stakeholder protection needs and requirements definition in a systems 
security engineering process Each correct answer represents a complete solution. Choose all that apply.

A. Identify assets and unacceptable loss or disruption conditions.

B. Identify threats, hazards, constraints, and assumptions.

C. Document and validate protection needs with stakeholders.

D. Select a firewall product for the system boundary.

E. Establish security objectives for the intended operational environment.

ANSWER: A B C E 

Explanation:

Stakeholder protection needs and requirements definition establishes what stakeholders need protected and the security 
outcomes expected from the system in its operational environment. Identifying assets, mission and business processes, and 
unacceptable loss or disruption conditions is necessary to understand what is at stake. Identifying threats, hazards, 
constraints, and assumptions provides the context needed to derive meaningful protection needs. Stakeholder protection 
needs must also be documented and validated with the appropriate stakeholders so that they can serve as a traceable basis 
for system requirements and subsequent design decisions.

Selecting a specific firewall product is not a stakeholder-needs activity. It is a solution-space decision that should occur only 
after needs and requirements have been analyzed and allocated. NIST systems security engineering guidance emphasizes 
maintaining the distinction between stakeholder needs, system requirements, and design solutions. See NIST SP 800-160 
Volume 1.

QUESTION NO: 21

Which of the following protocols is built in the Web server and browser to encrypt data traveling over the Internet 

A. UDP 

B. TLS 

C. IPSec 

D. HTTP

ANSWER: B 

Explanation:

Transport Layer Security (TLS) is the protocol used by web browsers and web servers to protect data exchanged over the 
Internet. When a user connects to a website using HTTPS, the browser and server perform a TLS handshake to authenticate 
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the server (normally using a digital certificate), negotiate cryptographic algorithms, and establish shared session keys. Those 
keys then provide confidentiality for transmitted information and integrity protection that helps detect modification in transit. 
TLS therefore protects common web traffic such as login credentials, payment data, form submissions, cookies, and 
application responses while they travel between the browser and the web server.

The term SSL is commonly used informally in product names and everyday discussion, but SSL has been deprecated 
because of known security weaknesses. Modern secure web connections use TLS, currently specified by TLS 1.3. Updating 
the option to “TLS” makes the answer technically current while retaining the intended concept of browser-to-web-server 
encryption. The TLS 1.3 specification is published in RFC 8446, and the HTTPS/TLS relationship is also described by MDN 
Web Docs.

QUESTION NO: 22

Your project has several risks that may cause serious financial impact should they happen. You have studied the risk events 
and made some potential risk responses for the risk events but management wants you to do more. They'd like for you to 
create some type of a chart that identified the risk probability and impact with a financial amount for each risk event. What is 
the likely outcome of creating this type of chart 

A. Risk response plan 

B. Quantitative analysis 

C. Risk response 

D. Contingency reserve

ANSWER: D 

Explanation:

Contingency reserve is the likely outcome because assigning both a probability and a monetary impact to each identified 
risk supports expected monetary value analysis. For each risk event, the project team can estimate an expected financial 
exposure by multiplying the likelihood of occurrence by the estimated cost impact. These values provide a quantified basis 
for determining how much budget should be held to address known, identified risks if they materialize.

A contingency reserve is therefore a management-approved amount included in the project cost baseline for “known 
unknowns”—risks that have been identified and analyzed. The reserve is not a separate response to one particular event; it 
is a budget provision derived from the overall anticipated exposure across the project’s risk set. The chart described gives 
management traceability from individual risk probability and impact estimates to the resulting reserve decision, allowing the 
project to plan financially for risk occurrence while retaining appropriate governance over use of those funds.

For further guidance, see the PMI PMBOK Guide and Standards and the PMI discussion of contingency reserves in project 
risk management.

QUESTION NO: 23

Which of the following principles are defined by the IATF model Each correct answer represents a complete solution. 
Choose all that apply. 

A. The degree to which the security of the system, as it is defined, designed, and implemented, meets the security needs. 

B. The problem space is defined by the customer's mission or business needs. 

C. The systems engineer and information systems security engineer define the solution space, which is driven by the 
problem space. 

D. Always keep the problem and solution spaces separate.

ANSWER: B C D 

Explanation:
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The IATF’s Information Systems Security Engineering process treats information assurance as an integral part of systems 
engineering, beginning with the stakeholder’s operational context rather than with a preselected technical control. Therefore, 
“The problem space is defined by the customer's mission or business needs” is a core principle: mission and business 
objectives establish the needs, constraints, risks, and protection expectations to be addressed. “The systems engineer and 
information systems security engineer define the solution space, which is driven by the problem space” is also correct 
because the engineering disciplines translate those needs into an implementable, assurance-oriented system solution. The 
solution must remain traceable to the mission problem it is intended to solve. Finally, “Always keep the problem and solution 
spaces separate” reflects the IATF engineering discipline of avoiding premature design decisions. Separating needs analysis 
from solution selection helps ensure that security requirements are understood and validated before architectures, 
mechanisms, and implementations are chosen. This approach aligns with modern systems-security-engineering guidance, 
which integrates stakeholder needs, requirements, architecture, and risk management throughout the life cycle. See the 
IATF publication record at DTIC and NIST’s systems security engineering guidance in NIST SP 800-160 Volume 1.
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