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QUESTION NO: 1

You are the Network Administrator for a small business. You need a widely used, but highly secure hashing algorithm. Which
of the following should you choose?

A. AES

B. SHA-256
C. EAP

D. CRC32

ANSWER: B

Explanation:

SHA-256 is the appropriate choice because it is a modern, widely deployed cryptographic hash function in the Secure Hash
Algorithm family. It produces a 256-bit fixed-length digest and is designed to make it computationally infeasible to find two
different inputs with the same digest or to derive a practical input that matches a given digest. These properties make SHA-
256 suitable for integrity verification, digital-signature workflows, certificate-related processes, and many password-storage
designs when it is used as part of an approved password-hashing or key-derivation scheme with salt and sufficient work
factors. The original wording “SHA” is too broad because the family includes obsolete variants; specifying SHA-256 identifies
the secure, commonly used version intended by the question. NIST’s Secure Hash Standard defines SHA-256 and related
approved hash algorithms in FIPS 180-4. NIST also provides current transition guidance that supports using SHA-256-class
algorithms rather than legacy SHA-1 for security-sensitive uses. See NIST FIPS 180-4, Secure Hash Standard and NIST
Policy on Hash Functions.

QUESTION NO: 2

You work as a Network Administrator for McRoberts Inc. You are expanding your company's network. After you have
implemented the network, you test the connectivity to a remote host by using the PING command. You get the ICMP echo
reply message from the remote host. Which of the following layers of the OSI model are tested through this process? Each
correct answer represents a complete solution. Choose all that apply.

A. Layer 3
B. Layer 2
C. Layer4

D. Layer 1

ANSWER: ABD

Explanation:

A successful PING exchange tests Layer 1, Layer 2, and Layer 3 because an ICMP Echo Request must traverse the
network to the remote host and the Echo Reply must return successfully. Layer 1 is involved because the communicating
interfaces and intervening links must be able to transmit and receive the physical signals that carry the frames. Layer 2 is
involved because the IP packet must be encapsulated in a data-link frame for each local network segment; local delivery
depends on link-layer operation and next-hop address resolution, such as ARP in IPv4 environments. Layer 3 is directly
tested because PING uses the Internet Control Message Protocol (ICMP), which is carried by IP. The source must have a
valid route toward the destination, routers must forward the IP packet along a viable path, and the return path must support
delivery of the ICMP Echo Reply. Thus, receiving the reply provides practical evidence of functioning connectivity across
these lower OSI layers. ICMP is specified as an integral part of IPv4 in REC 792, while the OSI model’s physical, data-link,
and network layer functions are summarized by ISO/IEC 7498-1.

QUESTION NO: 3
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You are responsible for a Microsoft based network. Your servers are all clustered. Which of the following are the likely
reasons for the clustering? Each correct answer represents a complete solution. Choose two.

A. Reduce power consumption
B. Ease of maintenance
C. Failover

D. Load balancing

ANSWER: CD

Explanation:

Failover is a primary reason to deploy a Microsoft server cluster because it improves service availability when a server or its
associated resources experience a failure. In a failover cluster, clustered roles can be moved, or failed over, to another node
that is able to run them. This design reduces downtime for critical workloads and enables planned maintenance with less
service disruption. Microsoft describes failover clustering as a capability that groups independent servers to increase the
availability and scalability of clustered roles. See Microsoft’s Failover Clustering overview.

Load balancing is also a valid reason for clustering in a Microsoft-based environment. A load-balancing cluster distributes
incoming client requests among multiple servers, allowing the environment to handle greater demand than a single host and
preventing one server from becoming a bottleneck. Windows Network Load Balancing is designed to distribute client traffic
across a set of servers while maintaining service availability when a host becomes unavailable. It is commonly used for
stateless or suitably designed web, application, and other front-end services. Microsoft documents this purpose in its
Network Load Balancing overview.

QUESTION NO: 4

Della works as a security manager for SoftTech Inc. She is training some of the newly recruited personnel in the field of
security management. She is giving a tutorial on DRP. She explains that the major goal of a disaster recovery plan is to
provide an organized way to make decisions if a disruptive event occurs and asks for the other objectives of the DRP. If you
are among some of the newly recruited personnel in SoftTech Inc, what will be your answer for her question? Each correct
answer represents a part of the solution. Choose three.

A. Guarantee the reliability of standby systems through testing and simulation.
B. Protect an organization from major computer services failure.
C. Minimize the risk to the organization from delays in providing services.

D. Maximize the decision-making required by personnel during a disaster.

ANSWER: ABC

Explanation:

A disaster recovery plan is intended to restore essential technology capabilities in a controlled, timely manner after a
disruptive event. Guarantee the reliability of standby systems through testing and simulation. reflects the need to
regularly exercise recovery capabilities, validate that alternate systems and procedures work as expected, and identify
deficiencies before an actual disaster. Testing provides confidence that recovery arrangements can meet the organization’s
recovery requirements.

Protect an organization from major computer services failure. is an appropriate objective because disaster recovery
planning addresses the loss or severe degradation of systems, infrastructure, facilities, or supporting services that enable
business operations. The plan establishes documented recovery roles, resources, processes, and technical alternatives for
such events.

Minimize the risk to the organization from delays in providing services. is also central to DRP. Recovery time

objectives and prioritized restoration reduce the business impact of outages, including operational disruption, financial loss,
contractual consequences, and reputational harm. NIST describes contingency planning as preparing systems to recover
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and resume operations after disruption, while CISA emphasizes planning and exercising to strengthen organizational
resilience. See NIST SP 800-34 Rev. 1 and CISA Resilience Services.

QUESTION NO: 5

Which of the following layers of the OSI model corresponds to the Host-to-Host layer of the TCP/IP model?
A. The transport layer

B. The presentation layer

C. The session layer

D. The application layer

ANSWER: A

Explanation:

The transport layer is correct because the TCP/IP model’s Host-to-Host layer is responsible for end-to-end communication
between processes on networked hosts. Its functions include transport-service selection, segmentation and reassembly of
data, multiplexing through port numbers, and—where the protocol provides it—reliable delivery, flow control, and error
recovery. These responsibilities align directly with those of Layer 4, the Transport layer, in the OSI reference model.

In practical TCP/IP networking, the principal Host-to-Host protocols are TCP and UDP. TCP establishes a connection and
provides reliable, ordered byte-stream delivery, while UDP provides a connectionless datagram transport service. Both use
source and destination port numbers to identify the communicating applications or services. This is precisely the OSI
Transport layer’s role: delivering data between application endpoints rather than merely moving frames across a local link or
packets between networks. The Internet Engineering Task Force describes TCP’s host-to-host transport function and its use
of ports in REC 9293. For an overview of the OSI model and the Transport layer’s end-to-end role, see Cloudflare’s OSI
model reference.

QUESTION NO: 6

Which of the following user authentications are supported by the SSH-1 protocol but not by the SSH-2 protocol? Each
correct answer represents a complete solution. Choose all that apply.

A. TIS authentication
B. Rhosts (rsh-style) authentication
C. Kerberos authentication

D. Password-based authentication

ANSWER: ABC

Explanation:

TIS authentication, Rhosts (rsh-style) authentication, and Kerberos authentication are the SSH-1-specific user-authentication
mechanisms intended by this question. SSH-1 defined and deployed several named authentication methods that reflected
the Unix and enterprise authentication environment of its time. These included trust-based rhosts authentication, the
TIS/SSH Challenge-Response Authentication mechanism, and a Kerberos-specific mechanism. SSH-2 replaced this
collection with a revised user-authentication framework and a core set of methods such as public-key, password, host-
based, and keyboard-interactive authentication. Consequently, the named SSH-1 mechanisms in the question are not
retained as SSH-2 core protocol authentication methods. The SSH-2 architecture deliberately permits additional
authentication methods to be defined through extensions. For example, later SSH-2 implementations can use Kerberos
credentials through the GSS-API authentication method; that extension does not make the original SSH-1 Kerberos
authentication method an SSH-2 base-protocol method. This distinction between the legacy SSH-1 named mechanisms and
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the SSH-2 core framework is the key to selecting the answers. See the SSH architecture in REC 4251 and the SSH-2 user-
authentication protocol methods in REC 4252.

QUESTION NO: 7

Kerberos is a computer network authentication protocol that allows individuals communicating over a non-secure network to
prove their identity to one another in a secure manner. Which of the following statements are true about the Kerberos
authentication scheme? Each correct answer represents a complete solution. Choose all that apply.

A. Kerberos requires continuous availability of a central server.
B. Dictionary and brute-force attacks on the initial AS response to a client may reveal the subject's password.
C. Kerberos builds on Asymmetric key cryptography and requires a trusted third party.

D. Kerberos requires the clocks of the involved hosts to be synchronized.

ANSWER: ABD

Explanation:

Kerberos depends on a centrally managed Key Distribution Center (KDC), which includes the Authentication Server and
Ticket-Granting Server functions. The KDC must be reliably available for users to obtain initial credentials, request service
tickets, and renew credentials as needed; consequently, high-availability KDC deployment is an important architectural
requirement. Once issued, tickets can support access for their limited lifetime, but normal Kerberos authentication operations
remain dependent on the central service.

Dictionary and brute-force attacks are relevant to the initial Authentication Service response because information in the AS
exchange is protected using key material derived from the user’s password. An attacker who captures applicable exchange
data may attempt offline password guesses, making strong passwords and modern preauthentication protections important.

Kerberos also uses timestamps in authenticators and enforces a permitted clock-skew interval to help detect replayed
requests. Therefore, participating clients, services, and KDCs require reasonably synchronized clocks. RFC 4120 specifies
the Kerberos protocol and its timestamp-based replay protections: REC 4120. MIT’s Kerberos documentation further
describes clock synchronization requirements and KDC administration: MIT Kerberos Administration Guide.

QUESTION NO: 8

Which of the following protocols work at the Network layer of the OSI model?
A. Routing Information Protocol (RIP)

B. File Transfer Protocol (FTP)

C. Simple Network Management Protocol (SNMP)

D. Internet Group Management Protocol (IGMP)

ANSWER: AD

Explanation:

Routing Information Protocol (RIP) and Internet Group Management Protocol (IGMP) are correctly associated with the OSI
Network layer because both support functions concerned with routing or controlling traffic delivery between networks. RIP is
an interior gateway routing protocol: routers use the routing information it exchanges to select next hops and construct
routes to destination networks. Those routing decisions are a core Network-layer function. The RIP specification describes it
as a protocol for exchanging routing information among gateways within an autonomous system. See RFC 1058.

IGMP operates with Internet Protocol to manage multicast group membership on an IP network. Hosts use IGMP to notify
local multicast routers that they wish to receive traffic sent to a particular multicast group, and routers use that membership
information to control multicast forwarding. Because this function directly supports IP multicast delivery and router forwarding
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behavior, it is categorized with Network-layer protocols in common OSI and security-architecture reference models. The
protocol’s host and router membership-reporting behavior is specified in RFC 1112.

QUESTION NO: 9

Perfect World Inc., provides its sales managers access to the company's network from remote locations. The sales
managers use laptops to connect to the network. For security purposes, the company's management wants the sales
managers to log on to the network using smart cards over a remote connection. Which of the following authentication
protocols should be used to accomplish this?

A. Challenge Handshake Authentication Protocol (CHAP)
B. Microsoft Challenge Handshake Authentication Protocol (MS-CHAP)
C. Open Shortest Path First (OSPF)

D. Extensible Authentication Protocol (EAP)

ANSWER: D

Explanation:

Extensible Authentication Protocol (EAP) is correct because it is an authentication framework designed to support multiple
authentication methods, including methods based on smart cards and digital certificates. For remote access, EAP can carry
an appropriate smart-card-capable method, such as EAP-TLS, in which the user’s certificate and corresponding private key
are used to prove identity. The private key can remain protected on the smart card, so authentication requires possession of
the card and, in normal deployments, knowledge of its PIN. This provides strong, certificate-based authentication rather than
relying solely on a reusable password or a password-derived challenge-response value.

EAP is also intended for use with network-access technologies and authentication infrastructure, commonly operating with
an access device and a back-end authentication server through RADIUS. Its extensible design is the key requirement in this
scenario: the organization can select and enforce a smart-card authentication method appropriate to its remote-access
environment while maintaining centralized identity, certificate, and policy management. RFC 3748 defines EAP as a general
authentication framework and specifically notes its support for diverse authentication mechanisms: RFC 3748. Microsoft’'s
implementation guidance also describes EAP-TLS certificate authentication for network access: Microsoft Learn: Network
access authentication with EAP.

QUESTION NO: 10

An organization wants to reduce the risk that a compromised web server can directly access records stored in an internal
database. Which of the following controls is MOST effective?

A. A firewall rule set that permits only required application-to-database traffic
B. Unrestricted connectivity between all internal servers
C. Public IP addressing for the database server

D. A larger web-server disk capacity

ANSWER: A

Explanation:

A firewall rule set that permits only required application-to-database traffic is most effective because it creates an
enforceable boundary between the web-server tier and database tier. The rule set should allow only the specific source,
destination, protocol, port, and direction required for the approved application flow. This prevents the web server from
initiating arbitrary connections to the database or other internal services.
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Strong web-server hardening and vulnerability management remain important, but they do not provide the same network-
level containment after compromise. Allowing unrestricted internal traffic assumes that compromise of one tier will not occur
and fails to limit lateral movement. See NIST SP 800-41 Rev. 1 for firewall policy and boundary-protection guidance.

QUESTION NO: 11

Which of the following types of attacks cannot be prevented by technical measures only?
A. Social engineering

B. Brute force

C. Smurf DoS

D. Ping flood attack

ANSWER: A

Explanation:

Social engineering is correct because it targets people rather than relying solely on a technical weakness in a system or
network. Attackers use deception, urgency, impersonation, pretexting, or persuasive communication to induce a person to
disclose credentials, approve a transaction, install malicious software, or bypass an established process. Technical
safeguards such as email filtering, multifactor authentication, endpoint protection, and access controls substantially reduce
exposure and limit the consequences of a successful attempt, but they cannot by themselves ensure that every individual will
recognize and reject manipulation.

Effective prevention therefore requires administrative and human measures alongside technical controls: ongoing security-
awareness education, phishing simulations, clear reporting channels, verification procedures for sensitive requests,
segregation of duties, and a culture in which employees can pause and challenge unusual instructions. This defense-in-
depth approach is consistent with security architecture principles because the human element is part of the overall system
boundary and control environment. CISA describes phishing as a common form of social engineering and emphasizes
recognizing and reporting suspicious messages: CISA Recognize and Report Phishing. NIST also addresses awareness and
training as essential organizational security controls in NIST SP 800-50.

QUESTION NO: 12

Which of the following methods will allow data to be sent on the Internet in a secure format?
A. Serial Line Interface Protocol

B. Point-to-Point Protocol

C. Browsing

D. Virtual Private Networks

ANSWER: D

Explanation:

Virtual Private Networks are correct because they establish a protected logical connection across an untrusted network such
as the public Internet. A VPN uses tunneling to encapsulate traffic and, when implemented with secure protocols such as
IPsec or TLS, applies cryptographic protections that preserve confidentiality and integrity while data traverses intermediary
networks. Authentication mechanisms can also verify the identities of VPN peers or users before access is granted. This
makes a VPN a suitable architectural method for securely connecting remote users to organizational resources or
connecting separate networks over the Internet. The exact protection depends on the VPN design and protocol suite, but
properly configured VPNs encrypt traffic in transit and protect it against unauthorized viewing and undetected modification.
NIST describes IPsec as providing security services for IP communications through cryptographic mechanisms, including
confidentiality, integrity, and peer authentication. CISA similarly identifies VPNs as encrypted connections that allow secure
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access to network resources across the Internet. NIST SP 800-77 Rev. 1: Guide to IPsec VPNs and CISA: Understanding
VPNs provide further implementation and security context.

QUESTION NO: 13

Which of the following are the phases of the Certification and Accreditation (C&A) process? Each correct answer represents
a complete solution. Choose two.

A. Detection
B. Continuous Monitoring
C. Initiation

D. Auditing

ANSWER: B C

Explanation:

Initiation and Continuous Monitoring are phases of the traditional Certification and Accreditation lifecycle described in NIST
guidance. Initiation establishes the groundwork for assessing and authorizing a system: the organization identifies the
system, defines its authorization boundary, assigns key security roles, and begins the security planning and risk-
management activities needed before certification work can proceed. This phase ensures that the scope, ownership, and
security expectations for the information system are understood.

Continuous Monitoring follows authorization and is essential because an authorization decision is not permanent. It provides
ongoing awareness of the system’s security posture by tracking control effectiveness, configuration and environmental
changes, vulnerabilities, remediation status, and updated risk information. The resulting information supports continued
operation within an acceptable risk level and informs whether the authorizing official needs to revise the authorization
decision. Although modern federal practice uses the Risk Management Framework terminology of authorization rather than
accreditation, NIST identifies ongoing monitoring as a core lifecycle activity and retains the same operational need for these
activities. See NIST SP 800-37 Rev. 1 and NIST SP 800-37 Rev. 2.

QUESTION NO: 14

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. John notices that the We-are-secure network is vulnerable to a man-in-the-middle attack since the key
exchange process of the cryptographic algorithm it is using does not thenticate participants. Which of the following
cryptographic algorithms is being used by the We-are-secure server?

A. Blowfish

B. Twofish
C.RSA

D. Diffie-Hellman

ANSWER: D

Explanation:

Diffie-Hellman is correct because its original, unauthenticated key-agreement protocol allows two parties to establish a
shared secret over an untrusted network, but it does not inherently prove either party’s identity. An active attacker positioned
between the parties can intercept the public values exchanged during the handshake and establish one separate shared
secret with each endpoint. The attacker can then decrypt, alter, and re-encrypt traffic between them while each endpoint
believes it is communicating directly with the other. This is the classic man-in-the-middle weakness of unauthenticated Diffie-
Hellman key exchange.
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Diffie-Hellman becomes suitable for authenticated secure-channel protocols only when the exchanged ephemeral or static
public values are bound to an authenticated identity, typically through digital signatures and certificates, a pre-shared key, or
another authenticated key-exchange mechanism. For example, TLS uses authenticated handshake mechanisms to bind
negotiated key material to the server’s certified public key and thereby resist active interception. NIST describes Diffie-
Hellman as a key-establishment technique and specifies the authentication context required for secure key establishment in
NIST SP 800-56A Rev. 3. Additional protocol guidance appears in REC 8446, the TLS 1.3 specification.

QUESTION NO: 15

What are the benefits of using AAA security service in a network? Each correct answer represents a part of the solution.
Choose all that apply.

A. It provides scalability.
B. It supports a single backup system.
C. It increases flexibility and control of access configuration.

D. It supports RADIUS, TACACS+, and Kerberos authentication methods.

ANSWER: ACD

Explanation:

AAA—authentication, authorization, and accounting—centralizes identity-based access decisions rather than requiring each
network device to maintain separate local user accounts and permissions. This architecture provides scalability because a
shared AAA service can serve many devices, users, and administrative domains while allowing policy and identity
information to be managed centrally. It also increases flexibility and control of access configuration: administrators can apply
different authorization policies based on user, group, role, service, device, or session context, and can record activity for
accountability and audit purposes.

AAA frameworks commonly integrate with established authentication protocols and services, including RADIUS and
TACACS+. Kerberos can also be used in enterprise authentication architectures to provide centralized, ticket-based
authentication, and network access systems may integrate it through directory or identity-service infrastructure. Supporting
these mechanisms lets an organization select authentication approaches suited to particular access types and operational
requirements while retaining centralized authorization and accounting. Cisco describes AAA as a means to control access to
network resources, enforce policy, and collect usage information, with support for protocols such as RADIUS and TACACS+.
See Cisco I0S AAA overview and REC 2865: Remote Authentication Dial-In User Service (RADIUS).

QUESTION NO: 16 - (SIMULATION)

SIMULATION

Fill in the blank with the appropriate security method. is a system, which enables an authority to control
access to areas and resources in a given physical facility, or computerbased information system.

ANSWER: See the explanation for the answer

Explanation:
Answer: Access control system

An access control system enables an authorized authority to regulate and control access to physical areas, resources, or
computer-based information systems.

QUESTION NO: 17
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You want to connect a twisted pair cable segment to a fiber-optic cable segment. Which of the following networking devices
will you use to accomplish the task?

A. Hub

B. Switch
C. Repeater
D. Router

E. Media converter

ANSWER: E

Explanation:

A media converter is the appropriate device because it converts an Ethernet physical-medium connection from copper
twisted-pair cabling to optical fiber, or vice versa, while preserving the Ethernet data connection. Typically, it presents an RJ-
45 Ethernet interface for the twisted-pair segment and an optical interface—often using an SFP module or fixed fiber
connector—for the fiber segment. This enables an existing copper Ethernet device or local LAN segment to reach a fiber run
used for longer distances, electromagnetic-interference resistance, or backbone connectivity.

The conversion occurs at the Physical layer: the device translates the electrical signaling used on copper Ethernet into the
light pulses used by fiber Ethernet, and translates received optical signals back into electrical Ethernet signals. The
connected segments must use compatible Ethernet characteristics, such as supported speed and duplex configuration. Fiber
selection must also match the deployment, including the fiber type and the optical modules or connectors at each end.
Cisco’s overview of optical transceiver technology describes the use of transceivers to convert electrical signals to optical
signals for fiber links: Cisco Optical Transceivers Data Sheet. The Fiber Optic Association also provides background on
fiber-optic transmission and cabling: FOA Fiber Optics Reference Guide.

QUESTION NO: 18

Which of the following uses public key cryptography to encrypt the contents of files?
A.EFS

B. DFS

C.NTFS

D.RFS

ANSWER: A

Explanation:

EFS is correct because the Windows Encrypting File System encrypts file data using a symmetric file-encryption key, then
protects that key with public-key cryptography. When a user encrypts a file, EFS creates a unique file encryption key and
uses it to encrypt the file’s contents efficiently. EFS then encrypts that file encryption key with the authorized user's EFS
public key and stores the resulting Data Decryption Field with the encrypted file. The corresponding private key, normally
held in the user’s certificate store, is required to recover the file encryption key and transparently decrypt the file data. This
hybrid approach combines the speed of symmetric encryption for bulk file contents with the key-distribution and access-
control benefits of asymmetric cryptography. EFS also supports designated data-recovery agents, whose public keys can
protect an additional copy of the file encryption key to enable approved recovery. Microsoft describes EFS as a core NTFS
feature that provides file-level encryption and uses certificates and public/private key pairs for encryption and recovery
operations. See Microsoft's Encrypting File System documentation and Microsoft's EFS overview.

QUESTION NO: 19
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SSH is a network protocol that allows data to be exchanged between two networks using a secure channel. Which of the
following encryption algorithms can be used by the SSH protocol? Each correct answer represents a complete solution.
Choose all that apply.

A. Blowfish
B. DES
C. IDEA
D. RC4

ANSWER:ABCD

Explanation:

Blowfish, DES, IDEA, and RC4 have all been usable as SSH encryption algorithms in particular SSH protocol versions or
negotiated SSH cipher implementations. SSH protects its transport connection by negotiating a mutually supported
encryption algorithm after key exchange. Historically, SSH implementations—especially those supporting SSH version 1 or
legacy compatibility configurations—provided ciphers such as DES, IDEA, and Blowfish. RC4 is also known as ARCFOUR in
SSH terminology, and its use in SSH is explicitly specified by RFC 4344, which defines ARCFOUR/RC4 transport-layer
cipher modes for SSH.

Supportability does not mean a cipher remains suitable for present-day deployment. DES has an insufficient key size, RC4
has well-established statistical and practical security weaknesses, and IDEA or Blowfish may be unavailable or disallowed
under modern organizational cryptographic policies. Current SSH deployments should negotiate modern authenticated
encryption or robust contemporary ciphers, such as AES-based modes or ChaCha20-Poly1305, according to platform
support and policy. Nevertheless, because the question asks which algorithms can be used by SSH rather than which should
be selected today, all listed algorithms are correct in the context of SSH’s historical and extension-defined cipher support.
See the SSH transport architecture in REC 4253 and the ARCFOUR cipher specification for SSH in REC 4344.

QUESTION NO: 20

The IPSec protocol is configured in an organization's network in order to maintain a complete infrastructure for secured
network communications. IPSec uses four components for this. Which of the following components reduces the size of data
transmitted over congested network connections and increases the speed of such networks without losing data?

A. AH

B. ESP

C. IPcomp
D. IKE

ANSWER: C

Explanation:

IPcomp is correct because the IP Payload Compression Protocol provides lossless compression for IP datagrams before
IPsec protection is applied. By reducing the number of bytes that must traverse a network link, it can lower bandwidth
consumption and improve effective throughput, particularly when a connection is congested or bandwidth constrained.
Because its compression is lossless, the receiving endpoint can restore the original payload exactly; no application data is
discarded or altered.

IPcomp is an IPsec-related protocol component designed specifically for this purpose. It may be used with IPsec security
services where the traffic is compressible, such as text-oriented or otherwise uncompressed application data. Compression
is performed before encryption because encrypted traffic is intentionally high-entropy and generally cannot be compressed
effectively. The protocol also accounts for practical limitations: data that is already compressed, or for which compression
would increase packet size, does not gain a benefit and should not be sent in compressed form. The IPcomp specification
defines the Compression Payload header and the processing needed to support IP-layer payload compression. See RFC
3173, IP Payload Compression Protocol and the IPsec architecture discussion in REC 4301.
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QUESTION NO: 21

A user is sending a large number of protocol packets to a network in order to saturate its resources and to disrupt
connections to prevent communications between services. Which type of attack is this?

A. Denial-of-Service attack
B. Vulnerability attack
C. Social Engineering attack

D. Impersonation attack

ANSWER: A

Explanation:

A denial-of-service attack is the correct classification because its objective is to make a network, system, or service
unavailable to legitimate users. Sending an excessive volume of protocol packets can consume finite resources such as
available bandwidth, router or firewall processing capacity, connection-state tables, and host CPU or memory. Once those
resources are saturated, legitimate packets may be delayed or dropped, established connections can fail, and users are
unable to communicate with the affected services. This scenario describes packet flooding, a common denial-of-service
technique; when traffic is generated from multiple independent sources, it is more specifically called a distributed denial-of-
service attack. The defining outcome remains the same: degradation or interruption of service availability rather than
unauthorized access, data disclosure, or identity misuse. Availability is one of the core security objectives addressed by
security architecture, so controls such as rate limiting, traffic filtering, capacity planning, upstream mitigation, and DDoS
protection services are relevant safeguards. NIST describes denial-of-service attacks as attempts to prevent or impair the
authorized use of networks, systems, or applications by exhausting resources. See NIST’s Denial-of-Service definition and
the CISA guidance on DDoS attacks.

QUESTION NO: 22

You work as a Security Manager for Tech Perfect Inc. A number of people are involved with you in the DRP efforts. You
have maintained several different types of plan documents, intended for different audiences. Which of the following
documents will be useful for you as well as public relations personnel who require a non-technical perspective on the entire
organization's disaster recovery efforts?

A. Technical guide
B. Executive summary
C. Checklist

D. Department-specific plan

ANSWER: B

Explanation:

Executive summary is the appropriate document because it presents the organization’s disaster-recovery program at a high
level for stakeholders who need to understand its purpose, scope, governance, preparedness, and business impact without
needing operational or technical implementation detail. A security manager can use it to communicate the program’s overall
status, priorities, resource needs, recovery objectives, and management commitments. Public-relations personnel can use
the same business-oriented view to understand the organization’s recovery posture and to support consistent, accurate high-
level communications during a disruptive event.

An executive summary is intended for senior leadership and other nontechnical audiences. It should express how disaster
recovery supports business resilience, identify the major capabilities and responsibilities involved, and summarize how the
organization plans to maintain or restore critical services. It provides context across the entire enterprise rather than focusing
on an individual team’s procedures or technology. This makes it especially suitable where communication must be clear,
concise, and aligned with organizational strategy. NIST emphasizes that contingency planning documentation should be
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understandable and usable by relevant stakeholders, while FEMA describes planning as a means to establish shared
understanding and coordinated actions across an organization. See NIST SP 800-34 Rev. 1 and FEMA Planning.

QUESTION NO: 23

An access control secures the confidentiality, integrity, and availability of the information and data of an organization. In
which of the following categories can you deploy the access control? Each correct answer represents a part of the solution.
Choose all that apply.

A. Detective access control
B. Corrective access control
C. Administrative access control

D. Preventive access control

ANSWER: ABCD

Explanation:

Access controls can be categorized both by how they are implemented and by the security function they perform.
Administrative access control is a valid category because it comprises governance- and personnel-oriented measures,
such as policies, standards, procedures, security awareness training, background screening, and defined account-
management responsibilities. These measures establish the rules and accountability governing access decisions.

Preventive access control, detective access control, and corrective access control are valid functional categories.
Preventive controls attempt to stop unauthorized activity before it occurs, while detective controls identify or alert on events
that have occurred or are in progress. Corrective controls support restoration to an approved, secure state after an event,
including actions that remediate control failures or unauthorized changes. In a mature security architecture, these functions
work together: administrative measures define and govern access, prevention limits unauthorized access, detection provides
visibility, and correction supports recovery and remediation.

NIST recognizes management, operational, and technical classes of security controls and emphasizes that controls are
selected and implemented to protect systems and information. See NIST SP 800-53 Rev. 5 and ISC2’s CISSP Exam
Outline.

QUESTION NO: 24

Which of the following are natural environmental threats that an organization faces? Each correct answer represents a
complete solution. Choose two.

A. Strikes
B. Floods
C. Accidents

D. Storms

ANSWER: B D

Explanation:

Floods and storms are natural environmental threats because they arise from natural weather and hydrological processes
and can directly affect an organization’s facilities, personnel, technology, utilities, and operations. Flooding can damage
buildings, servers, network equipment, records, and power infrastructure, while also preventing staff from reaching a site.
Storms—including severe thunderstorms, hurricanes, tornadoes, and winter storms—can cause wind damage, water
intrusion, lightning-related electrical damage, utility outages, and transportation disruption. In security architecture and
business-continuity planning, these hazards are evaluated as external environmental events that may compromise
availability and, indirectly, the confidentiality and integrity of information systems. A risk assessment should consider the
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organization’s geographic exposure, historical event frequency, facility location and construction, dependencies on electricity
and telecommunications, and the effectiveness of controls such as site selection, flood protection, backup power, redundant
communications, offsite backups, and alternate processing locations. FEMA provides preparedness information for flooding
and severe weather events, and NIST’s contingency-planning guidance addresses planning for disruptions that affect
information-system operations. See FEMA Floods and NIST SP 800-34 Rev. 1, Contingency Planning Guide.

QUESTION NO: 25

An organization is designing centralized security logging for incident detection and forensic investigation. Which of the
following characteristics should the logging architecture provide? Each correct answer represents a complete solution.
Choose three.

A. Time synchronization across log-producing systems

B. Restricted access to log records

C. Centralized collection and retention

D. Allowing all system administrators to delete audit records

E. Storing logs only on the system that generated them

ANSWER: ABC

Explanation:

Time synchronization is necessary so that events from different systems can be accurately correlated and placed in
sequence. Restricted access to log records protects log integrity and confidentiality by limiting the ability to alter, delete, or
improperly disclose event information. Centralized collection and retention improves the organization’s ability to analyze
events across systems and preserves evidence when a compromised host cannot be trusted or has been destroyed.

Allowing administrators to freely modify or delete audit records would undermine accountability and forensic value. NIST
audit and accountability controls address generating, protecting, reviewing, and retaining audit records. See NIST SP 800-53
Rev. 5 and NIST SP 800-92, Guide to Computer Security Log Management.
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