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QUESTION NO: 1

Which of the following features does Huawei NIP intrusion prevention equipment support? (multiple choice)

A. Virtual patch

B. Mail detection

C. SSL traffic detection

D. Application identification and control

ANSWER: A C D 

QUESTION NO: 2

Cloud sandbox refers to deploying the sandbox in the cloud and providing remote detection services for tenants. The 
process includes:

1. Report suspicious files

2. Retrospective attack

3. Firewall linkage defense

4. Prosecution in the cloud sandbox

For the ordering of the process, which of the following options is correct?

A. 1-3-4-2

B. 1-4-2-3

C. 1-4-3-2

D. 3-1-4-2:

ANSWER: C 

QUESTION NO: 3

If you combine security defense with big data technology, which of the following statements are correct? (multiple choice)
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A. In the learning process, you should start from collecting samples, analyze their characteristics and then perform machine 
learning.

B. Machine learning only counts a large number of samples, which is convenient for security administrators to view.

C. In the detection process, the characteristics of unknown samples need to be extracted and calculated to provide samples 
for subsequent static comparisons.

D. Security source data can come from many places, including data streams, messages, threat events, logs, etc.

ANSWER: A C D 

QUESTION NO: 4

Network attacks are mainly divided into two categories: single-packet attacks and streaming attacks.

Single-packet attacks include scanning and snooping attacks, malformed packet attacks, and special reports. Wen attack.

A. True

B. False

ANSWER: A 

QUESTION NO: 5

With the continuous development of the network and the rapid development of applications, companies are making users 
more and more frequently start to transfer files on the network.

Virus threats are becoming more and more serious. Only by rejecting the virus outside the network can data security and 
system stability be guaranteed. So, which of the following are

What harm might be caused by illness? (multiple choices)

A. Threaten the security of the user's host and network.

B. Some viruses can be used as intrusion tools, such as Trojan horse viruses,

C. Control the host computer's accumulated limit and the user's data, and some viruses may even cause damage to the 
host's hardware.

D. Can easily pass the defense of Huawei USG6000 products

ANSWER: A B C 
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QUESTION NO: 6

Which of the following are typical intrusions? "Multiple choice)

A. Computer is infected by U disk virus

B. Abnormal power interruption in the computer room

C. Tampering with Web pages

D. Copy/view sensitive data

ANSWER: C D 

QUESTION NO: 7

Which of the following options is not a feature of big data technology?

A. The data boy is huge

B. A wide variety of data

C. Low value density

D. Slow processing speed

ANSWER: D 

QUESTION NO: 8

If the user's FTP operation matches the FTP filtering policy, what actions can be performed? (multiple choice)

A. Block

B. Declare

C. Alarm

D. Execution

ANSWER: A C 
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QUESTION NO: 9

Which of the following options is not a feature of Trojan horses?

A. Not self-replicating but parasitic

B. Trojans self-replicate and spread

C. Actively infectious

D. The ultimate intention is to steal information and implement remote monitoring

ANSWER: C 

QUESTION NO: 10

Regarding the processing process of file overwhelming, which of the following statements is correct?

A. The file filtering module will compare the application type, file type, and transmission direction of the file identified by the 
previous module with the file filtering rules configured by the administrator.

Then the lookup table performs matching from top to bottom.

B. If all the parameters of Wenzhu can match all file filtering rules, then the module will execute the action of this file filtering 
rule.

C. There are two types of actions: warning and blocking.

D. If the file type is a compressed file, then after the file filtering check, the female file will be sent to the file decompression 
module for decompression and decompression.

Press out the original file. If the decompression fails, the file will not be re-filed.

ANSWER: B 
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