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QUESTION NO: 1

You work as a project manager for BlueWell Inc. You are working with Nancy, the COO of your company, on several risks 
within the project. Nancy understands that through qualitative analysis you have identified 80 risks that have a low probability 
and low impact as the project is currently planned. Nancy's concern, however, is that the impact and probability of these risk 
events may change as conditions within the project may change. She would like to know where will you document and 
record these 80 risks that have low probability and low impact for future reference. What should you tell Nancy?

A. Risk identification is an iterative process so any changes to the low probability and low impact risks will be reassessed 
throughout the project life cycle.

B. Risks with low probability and low impact are recorded in a watchlist for future monitoring.

C. All risks, regardless of their assessed impact and probability, are recorded in the risk log.

D. All risks are recorded in the risk management plan

ANSWER: B 

QUESTION NO: 2

What are the subordinate tasks of the Implement and Validate Assigned IA Control phase in the DIACAP process? Each 
correct answer represents a complete solution. Choose all that apply.

A. Conduct activities related to the disposition of the system data and objects.

B. Execute and update IA implementation plan.

C. Conduct validation activities.

D. Combine validation results in DIACAP scorecard.

ANSWER: B C D 

QUESTION NO: 3

Ned is the program manager for his organization and he's considering some new materials for his program. He and his team 
have never worked with these materials before and he wants to ask the vendor for some additional information, a demon, 
and even some samples. What type of a document should Ned send to the vendor?

A. IFB

B. RFI

C. RFQ
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D. RFP

ANSWER: B 

QUESTION NO: 4

You are the project manager for your company and a new change request has been approved for your project. This change 
request, however, has introduced several new risks to the project. You have communicated these risk events and the project 
stakeholders understand the possible effects these risks could have on your project. You elect to create a mitigation 
response for the identified risk events. Where will you record the mitigation response?

A. Project management plan

B. Risk management plan

C. Risk log

D. Risk register

ANSWER: D 

QUESTION NO: 5

Information Security management is a process of defining the security controls in order to protect information assets. The 
first action of a management program to implement information security is to have a security program in place. What are the 
objectives of a security program? Each correct answer represents a complete solution. Choose all that apply.

A. Security organization

B. System classification

C. Information classification

D. Security education

ANSWER: A C D 

QUESTION NO: 6

The Information System Security Officer (ISSO) and Information System Security Engineer (ISSE) play the role of a 
supporter and advisor, respectively. Which of the following statements are true about ISSO and ISSE?

Each correct answer represents a complete solution. Choose all that apply.

A. An ISSO manages the security of the information system that is slated for Certification & Accreditation (C&A).
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B. An ISSE manages the security of the information system that is slated for Certification & Accreditation (C&A).

C. An ISSE provides advice on the continuous monitoring of the information system.

D. An ISSO takes part in the development activities that are required to implement system ch anges.

E. An ISSE provides advice on the impacts of system changes.

ANSWER: A C E 

QUESTION NO: 7

A security policy is an overall general statement produced by senior management that dictates what role security plays within 
the organization. What are the different types of policies?

Each correct answer represents a complete solution. Choose all that apply.

A. Systematic

B. Informative

C. Regulatory

D. Advisory

ANSWER: B C D 

QUESTION NO: 8

Which of the following is a risk response planning technique associated with threats that seeks to reduce the probability of 
occurrence or impact of a risk to below an acceptable threshold?

A. Exploit

B. Transference

C. Mitigation

D. Avoidance

ANSWER: C 

QUESTION NO: 9

Sammy is the project manager for her organization. She would like to rate each risk based on its probability and affect on 
time, cost, and scope. Harry, a project team member, has never done this before and thinks Sammy is wrong to attempt this 

https://dumpsarena.co/


DumpsArena - Pass Your Next Certification Exam Fast!
dumpsarena.co

approach. Harry says that an accumulative risk score should be created, not three separate risk scores. Who is correct in 
this scenario?

A. Sammy is correct, because organizations can create risk scores for each objective of the project.

B. Harry is correct, because the risk probability and impact considers all objectives of the project.

C. Harry is correct, the risk probability and impact matrix is the only approach to risk assessment.

D. Sammy is correct, because she is the project manager.

ANSWER: A 

QUESTION NO: 10

Which of the following is an Information Assurance (IA) model that protects and defends information and information systems 
by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation?

A. Parkerian Hexad

B. Capability Maturity Model (CMM)

C. Classic information security model

D. Five Pillars model

ANSWER: D 

QUESTION NO: 11

Certification and Accreditation (C&A or CnA) is a process for implementing information security. It is a systematic procedure 
for evaluating, describing, testing, and authorizing systems prior to or after a system is in operation. Which of the following 
statements are true about Certification and Accreditation?

Each correct answer represents a complete solution. Choose two.

A. Accreditation is the official management decision given by a senior agency official to authorize operation of an information 
system.

B. Certification is a comprehensive assessment of the management, operational, and technical security controls in an 
information system.

C. Accreditation is a comprehensive assessment of the management, operational, and technical security controls in an 
information system.

D. Certification is the official management decision given by a senior agency official to authorize operation of an information 
system.
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ANSWER: A B 

QUESTION NO: 12

The phase 0 of Risk Management Framework (RMF) is known as strategic risk assessment planning. Which of the following 
processes take place in phase 0?

Each correct answer represents a complete solution. Choose all that apply.

A. Review documentation and technical data.

B. Apply classification criteria to rank data assets and related IT resources.

C. Establish criteria that will be used to classify and rank data assets.

D. Identify threats, vulnerabilities, and controls that will be evaluated.

E. Establish criteria that will be used to evaluate threats, vulnerabilities, and controls.

ANSWER: B C D E 

QUESTION NO: 13

The IAM/CA makes certification accreditation recommendations to the DAA. The DAA issues accreditation determinations. 
Which of the following are the accreditation determinations issued by the DAA?

Each correct answer represents a complete solution. Choose all that apply.

A. IATO

B. ATO

C. IATT

D. ATT

E. DATO

ANSWER: A B C E 

QUESTION NO: 14

Harry is the project manager of the MMQ Construction Project. In this project Harry has identified a supplier who can create 
stained glass windows for 1,000 window units in the construction project. The supplier is an artist who works by himself, but 
creates windows for several companies throughout the United States. Management reviews the proposal to use this supplier 
and while they agree that the supplier is talented, they do not think the artist can fulfill the 1,000 window units in time for the 
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project's deadline. Management asked Harry to find a supplier who will guarantee the completion of the windows by the 
needed date in the schedule. What risk response has management asked Harry to implement?

A. Acceptance

B. Mitigation

C. Avoidance

D. Transference

ANSWER: B 

QUESTION NO: 15

Jeff, a key stakeholder in your project, wants to know how the risk exposure for the risk events is calculated during 
quantitative risk analysis. He is worried about the risk exposure which is too low for the events surrounding his project 
requirements. How is the risk exposure calculated?

A. The probability of a risk event plus the impact of a risk event determines the true risk expo sure.

B. The risk exposure of a risk event is determined by historical information.

C. The probability of a risk event times the impact of a risk event determines the true risk exposure.

D. The probability and impact of a risk event are gauged based on research and in-depth analysis.

ANSWER: C 
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