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QUESTION NO: 1

Which of the following circumstances should trigger reassessment of an existing risk scenario?

Each correct answer represents a complete solution. (Choose three.)

A. Significant change in a business process

B. Material increase in threat activity

C. Control failure or sustained decline in control performance

D. Routine reformatting of a risk report

ANSWER: A B C 

Explanation:

A significant change in a business process can alter assets, dependencies, control activities, or consequences and should 
trigger reassessment. A material increase in threat activity can invalidate likelihood assumptions used in the prior 
assessment. A control failure or sustained decline in control performance can increase residual risk and requires the 
organization to reconsider whether the existing response remains adequate.

Routine reformatting of a risk report does not change the risk environment, control effectiveness, or business impact. Risk 
reassessment should be driven by changes that affect the validity of risk assumptions or the level of exposure. See NIST SP 
800-30 Rev. 1 and NIST SP 800-137.

QUESTION NO: 2

You are a project manager for your organization and you're working with four of your key stakeholders. One of the 
stakeholders is confused as to why you're not discussing the current problem in the project during the risk identification 
meeting. Which one of the following statements best addresses when a project risk actually happens? 

A. Project risks are uncertain as to when they will happen. 

B. Risks can happen at any time in the project.

C. Project risks are always in the future.

D. Risk triggers are warning signs of when the risks will happen.

ANSWER: C 

Explanation:

Project risks are always in the future. A risk is an uncertain event or condition that, if it occurs, can affect one or more 
project objectives, such as schedule, cost, scope, quality, security, or expected business benefits. Its defining characteristic 
is that it has not occurred yet. Risk identification is therefore a forward-looking activity: the project team identifies potential 
sources of uncertainty, assesses their likelihood and potential effect, assigns ownership, establishes indicators, and plans 
appropriate responses.

A current problem is no longer uncertain, so it should be managed through the project’s issue, incident, or problem-
management process. This distinction enables effective governance: risks are monitored so action can be taken before or 
upon materialization, while issues require immediate analysis, ownership, escalation where needed, and resolution. A trigger 
may indicate that a risk is becoming more likely or is about to materialize, but it does not alter the fundamental future-
oriented nature of a risk. ISACA’s risk terminology centers on the possibility of events affecting objectives, consistent with 
this approach. See the ISACA Glossary and the NIST risk glossary entry.

QUESTION NO: 3

Which of the following could BEST detect an in-house developer inserting malicious functions into a web-based application?
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A. Segregation of duties

B. Code review

C. Change management

D. Audit modules

ANSWER: B 

Explanation:

Code review is the best control for detecting malicious functions inserted by an in-house developer because it directly 
examines the application source code for unauthorized, unsafe, or concealed logic. A review conducted by an independent, 
suitably skilled peer or security reviewer compares the implemented code with approved requirements, design specifications, 
coding standards, and expected data flows. This can reveal backdoors, hidden administrator functions, hard-coded 
credentials, unapproved external communications, suspicious privilege changes, or logic designed to evade normal 
application behavior. For this threat scenario, direct inspection is especially valuable because a malicious function may 
appear to operate normally in production and may not create audit events that clearly expose its presence. Effective secure 
code review should be part of the software development life cycle and performed before code is approved for release, with 
findings tracked through remediation and re-review. OWASP identifies source-code review as a key activity for finding 
security weaknesses through examination of code, while NIST’s Secure Software Development Framework calls for 
reviewing and analyzing code to identify vulnerabilities and verify software security before release. See the OWASP Code 
Review Guide and NIST SP 800-218, Secure Software Development Framework.

QUESTION NO: 4

Which of the following is the PRIMARY role of a data custodian in the risk management process?

A. Performing periodic data reviews according to policy

B. Reporting and escalating data breaches to senior management

C. Being accountable for control design

D. Ensuring data is protected according to the classification

ANSWER: D 

Explanation:

Ensuring data is protected according to the classification is the primary role of a data custodian. The data owner establishes 
the business value of information, determines its classification, and specifies the protection requirements needed to manage 
risk. The custodian then provides the operational stewardship needed to put those requirements into practice throughout the 
information lifecycle. This includes administering access as authorized, maintaining secure storage and transmission 
mechanisms, supporting backups and restoration, applying retention and disposal procedures, and monitoring the operation 
of relevant safeguards. Classification is central because it communicates the sensitivity and criticality of data and therefore 
the level of confidentiality, integrity, availability, handling, and access controls that must be maintained. In the risk 
management process, custodians help ensure that approved risk responses and controls operate consistently in day-to-day 
activities. This is an implementation and maintenance responsibility, performed in alignment with organizational policy and 
the data owner’s direction, rather than ultimate accountability for the information asset. ISACA’s terminology resources 
provide governance and risk-management context for assigned information-security responsibilities, while NIST describes 
data protection as the application of safeguards appropriate to information sensitivity and risk. See the ISACA Glossary and 
the NIST Computer Security Resource Center Glossary.

QUESTION NO: 5

Which of the following are parts of SWOT Analysis?

Each correct answer represents a complete solution. (Choose four.)
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A. Weaknesses 

B. Tools

C. Threats

D. Opportunities

E. Strengths

ANSWER: A C D E 

Explanation:

SWOT analysis evaluates an organization or initiative through four complementary dimensions: internal strengths, internal 
weaknesses, external opportunities, and external threats. “Strengths” identifies advantageous internal capabilities, 
resources, competencies, or mature processes that can support objectives. “Weaknesses” identifies internal limitations, 
capability gaps, resource constraints, or control deficiencies that may impede objectives or increase exposure. 
“Opportunities” captures favorable external conditions that the organization may exploit, such as market developments, 
technological advances, or beneficial regulatory changes. “Threats” captures external conditions that could adversely affect 
objectives, including competitors, economic disruption, changing regulations, cyber threats, or supplier instability. 
Considering these dimensions together helps risk practitioners establish business context, identify factors affecting 
objectives, and develop informed strategic and risk responses. This internal-versus-external perspective is central to the 
SWOT framework and supports risk identification activities within governance and enterprise risk management. The four 
terms also directly form the acronym SWOT. Further background on applying SWOT in strategic assessment is available 
from CIPD’s SWOT analysis factsheet and IBM’s overview of SWOT analysis.

QUESTION NO: 6

Which of the following would be of MOST concern to a risk practitioner when preparing a comprehensive risk profile across 
IT and business areas?

A. Risk scenarios are stored in several risk registers.

B. Version control is not in place for risk registers.

C. Multiple risk ranking methodologies are used.

D. Many risk scenarios have been granted risk acceptances.

ANSWER: C 

Explanation:

Multiple risk ranking methodologies are used is the greatest concern because a comprehensive enterprise risk profile 
requires risk information to be comparable across business and IT domains. Risk rankings inform management’s 
understanding of relative exposure, decisions on treatment priorities, allocation of resources, and oversight of risk appetite 
and tolerance. When different teams apply different likelihood or impact scales, calculation methods, rating definitions, or 
thresholds, ratings that appear similar may represent materially different levels of exposure. The practitioner cannot reliably 
aggregate the results into a single portfolio view or confidently identify the enterprise’s highest-priority risks.

A consistent, documented assessment methodology supports normalization of risk scenarios and enables meaningful 
reporting to risk owners and governance bodies. It also makes changes in risk exposure easier to monitor over time because 
a movement in a rating reflects a comparable measurement basis. ISACA’s CRISC examination content includes assessing 
risk scenarios and communicating risk information to support risk-based decision making; see the CRISC Exam Content 
Outline. Similarly, NIST describes the need for established risk assessment processes and clear communication of 
assessment results in NIST SP 800-30 Rev. 1.

QUESTION NO: 7
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You are the project manager of your enterprise. You have identified new threats, and then evaluated the ability of existing 
controls to mitigate risk associated with new threats. You noticed that the existing control is not efficient in mitigating these 
new risks. What are the various steps you could take in this case? Each correct answer represents a complete solution. 
(Choose three.)

A. Education of staff or business partners 

B. Deployment of a threat-specific countermeasure

C. Modify of the technical architecture

D. Apply more controls

ANSWER: A B C 

Explanation:

When an assessment shows that an existing control does not mitigate newly identified threats sufficiently, the project 
manager should select a risk-treatment response that addresses the specific source and nature of the exposure. Education 
of staff or business partners is a complete response where the threat can be reduced through improved awareness, 
secure behaviors, clearer procedures, or better third-party handling practices. Training and communication can reduce the 
likelihood of control failures arising from human actions and operational processes.

Deployment of a threat-specific countermeasure is appropriate when the new threat requires a targeted safeguard, such 
as a protective technology, detection capability, or procedural control designed for that scenario. This directly improves the 
effectiveness of treatment against the identified risk. Modify of the technical architecture is also a complete response 
because changes to system design, trust boundaries, segmentation, interfaces, configurations, or identity mechanisms can 
reduce exposure at its source. These actions reflect risk response selection based on the assessed risk and control 
effectiveness, consistent with ISACA’s CRISC focus on risk response and monitoring. See ISACA CRISC and NIST’s Risk 
Management Framework.

QUESTION NO: 8

What are the requirements of monitoring risk?

Each correct answer represents a part of the solution. (Choose three.) 

A. Information of various stakeholders 

B. Preparation of detailed monitoring plan

C. Identifying the risk to be monitored

D. Defining the project's scope

ANSWER: A B C 

Explanation:

Risk monitoring requires relevant Information of various stakeholders, because risk ownership, operational conditions, 
control performance, emerging threats, and business impacts are often known by different parties. Input from risk owners, 
process owners, control owners, management, and affected business stakeholders enables monitoring to reflect changes in 
the actual risk environment and supports timely escalation and decision-making.

Preparation of detailed monitoring plan is required to make monitoring repeatable and actionable. The plan establishes 
what will be monitored, relevant key risk or control indicators, information sources, review frequency, accountable roles, 
thresholds, reporting recipients, and escalation procedures. This structure ensures that monitoring results lead to appropriate 
risk-treatment or governance actions.

Identifying the risk to be monitored provides the essential focus for the activity. A clearly described risk scenario, including 
its source, event, affected assets or objectives, and potential impact, allows the organization to select meaningful indicators 
and determine whether exposure or control effectiveness has changed. These practices support CRISC’s emphasis on 
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ongoing risk monitoring, communication, and reporting. See ISACA’s CRISC Exam Content Outline and the continuous-
monitoring guidance in NIST SP 800-137.

QUESTION NO: 9

You work as a project manager for BlueWell Inc. You are involved with the project team on the different risk issues in your 
project. You are using the applications of IRGC model to facilitate the understanding and managing the rising of the overall 
risks that have impacts on the economy and society. One of your team members wants to know that what the need to use 
the IRGC is. What will be your reply? 

A. IRGC models aim at building robust, integrative inter-disciplinary governance models for emerging and existing risks. 

B. IRGC is both a concept and a tool.

C. IRGC addresses the development of resilience and the capacity of organizations and people to face unavoidable risks.

D. IRGC addresses understanding of the secondary impacts of a risk.

ANSWER: A 

Explanation:

IRGC models aim at building robust, integrative inter-disciplinary governance models for emerging and existing risks. This 
directly addresses why the International Risk Governance Council approach is used: it provides a structured governance 
perspective for risks whose effects extend beyond a single project, technical system, or business function. Such risks can 
involve uncertainty, interconnected causes and consequences, multiple affected stakeholders, and material economic or 
societal implications. An IRGC-based approach helps decision makers frame the risk, assess relevant knowledge and 
uncertainty, consider stakeholder perceptions and concerns, select and implement management measures, and 
communicate throughout the process. This broad, interdisciplinary perspective is particularly valuable when conventional risk 
analysis alone does not sufficiently capture systemic effects or the relationships among technical, organizational, social, and 
economic factors. In the stated scenario, the need is to understand and manage overall risks with consequences for the 
economy and society; building an integrated governance model is therefore the most complete and appropriate response. 
The IRGC describes risk governance as a framework for dealing with complex, uncertain, and ambiguous risks and for 
connecting assessment, management, and communication activities. See the IRGC risk governance overview and the IRGC 
Risk Governance Framework.

QUESTION NO: 10

You are the project manager for your company and a new change request has been approved for your project. This change 
request, however, has introduced several new risks to the project. You have communicated these risk events and the project 
stakeholders understand the possible effects these risks could have on your project. You elect to create a mitigation 
response for the identified risk events. Where will you record the mitigation response? 

A. Risk register 

B. Risk log

C. Project management plan

D. Risk management plan

ANSWER: A 

Explanation:

Risk register is correct because it is the project’s operational record for identified risks and the actions selected to address 
them. When an approved change introduces new risk events, each risk should be documented and assessed, assigned an 
owner, and linked to a planned response. A mitigation response is specifically an action or set of actions intended to reduce 
the probability of a threat, its potential impact, or both. Recording it in the risk register makes the response traceable and 
actionable throughout the project life cycle.
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The register also supports ongoing risk monitoring: the project team can track response due dates, implementation status, 
residual risk, escalation decisions, and whether the mitigation is producing the intended result. This provides stakeholders 
and governance functions with current, decision-useful risk information, consistent with CRISC principles of identifying, 
responding to, and monitoring risk. The risk register is therefore updated as risks or response plans change, including after 
approved project changes. ISACA’s terminology and risk-management resources emphasize maintaining appropriate risk 
information to support risk-informed decisions; see the ISACA Glossary. For project-management guidance on using a risk 
register to document and manage risk responses, see PMI’s Risk Register: A Key Tool for Effective Risk Management.

QUESTION NO: 11

Which of the following statements are true for enterprise's risk management capability maturity level 3? 

A. Workflow tools are used to accelerate risk issues and track decisions 

B. The business knows how IT fits in the enterprise risk universe and the risk portfolio view

C. The enterprise formally requires continuous improvement of risk management skills, based on clearly defined personal 
and enterprise goals

D. Risk management is viewed as a business issue, and both the drawbacks and benefits of risk are recognized

ANSWER: A B D 

Explanation:

At risk management capability maturity level 3, risk management is established as a defined and consistently applied 
enterprise discipline rather than being handled independently by individual functions. “Workflow tools are used to accelerate 
risk issues and track decisions” reflects the use of supporting mechanisms to route risk matters, document decisions, and 
provide repeatability in risk processes. “The business knows how IT fits in the enterprise risk universe and the risk portfolio 
view” is characteristic of this level because IT risk is understood in the context of broader business and enterprise risk 
exposure. This integration supports risk-informed prioritization and helps decision makers consider technology dependencies 
alongside other risk sources. “Risk management is viewed as a business issue, and both the drawbacks and benefits of risk 
are recognized” also reflects a defined, business-oriented approach: risk is considered in relation to objectives, value, 
opportunities, and potential adverse outcomes. ISACA’s CRISC framework emphasizes connecting IT risk practices to 
enterprise objectives and governance, while ISACA’s risk resources describe the importance of integrated, business-focused 
risk management. See ISACA CRISC and ISACA IT Risk Resources.

QUESTION NO: 12

A business unit proposes accepting a risk because the cost of remediation exceeds the estimated loss exposure. Which of 
the following is MOST important before the risk is accepted?

A. Confirm that residual risk is within approved risk appetite and tolerance.

B. Determine whether the remediation can be automated.

C. Remove the risk from the risk register.

D. Delay the decision until the next annual assessment.

ANSWER: A 

Explanation:

Confirm that the residual risk is within approved risk appetite and tolerance is most important because risk acceptance is a 
management decision that must be made within the enterprise’s authorized risk boundaries. A favorable cost comparison 
can inform the decision, but it does not by itself establish that the organization is willing or permitted to retain the exposure.

The risk owner should ensure the assessment is current, evaluate legal and contractual requirements, document the 
rationale, and obtain authorization at the appropriate level. These activities support an informed acceptance decision, but 
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alignment with appetite and tolerance is the key governance condition. See ISACA Glossary and COSO Enterprise Risk 
Management guidance.

QUESTION NO: 13

Mortality tables are based on what mathematical activity?

Each correct answer represents a complete solution. (Choose three.) 

A. Normal distributions

B. Probabilities

C. Impact

D. Sampling

ANSWER: A B D 

Explanation:

Mortality tables quantify the expected incidence of death in a defined population, usually by age, sex, and observation 
period. Probabilities is correct because the central measure in a life table is the conditional probability that an individual who 
has reached a specified age will die before reaching the next age or age interval. Those probabilities are then used to derive 
survival counts, life expectancy, and expected future lifetime.

Sampling is correct because mortality assumptions are estimated from observed death and exposure data. Actuaries and 
statistical agencies collect, validate, and analyze population data—or data representing the population to which a table will 
apply—to estimate death rates with appropriate reliability.

Normal distributions is correct in the intended statistical-modeling sense. Mortality-table construction uses statistical 
distributions and inference to model random variation in observed death experience, assess uncertainty, and smooth or 
graduate crude age-specific rates into usable assumptions. For large exposure counts, normal approximations can support 
estimation and confidence analysis. The Society of Actuaries describes mortality research and experience studies at 
https://www.soa.org/sections/mortality/. The U.S. Social Security Administration provides a life-table example containing age-
specific death probabilities at https://www.ssa.gov/oact/STATS/table4c6.html.

QUESTION NO: 14

Prior to selecting key performance indicators (KPIs), itis MOST important to ensure:

A. trending data is available.

B. process flowcharts are current.

C. measurement objectives are defined.

D. data collection technology is available.

ANSWER: C 

Explanation:

Measurement objectives are defined is correct because a key performance indicator has value only when it measures 
progress toward a clearly established business, process, risk, or control objective. Defining the measurement objective first 
identifies the intended decision or management action, the stakeholders who will use the information, and what successful 
performance means. This lets the organization select an indicator that is relevant, measurable, timely, and actionable rather 
than simply choosing data that happen to be readily available.

In a CRISC context, metrics should support risk-informed governance and management by showing whether activities are 
achieving intended outcomes and whether corrective action is needed. Once objectives have been defined, management 
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can establish appropriate targets or thresholds, identify reliable data sources, assign accountability for reviewing results, and 
determine reporting frequency. Clear objectives also provide the context necessary to interpret KPI results consistently over 
time and align performance monitoring with enterprise goals. ISACA’s COBIT framework emphasizes the use of goals, 
objectives, and performance management information to support governance and management decisions. Further KPI 
guidance similarly stresses that indicators must be derived from, and connected to, defined objectives. See ISACA COBIT 
resources and KPI.org’s KPI Basics.

QUESTION NO: 15

Capability maturity models are the models that are used by the enterprise to rate itself in terms of the least mature level to 
the most mature level. Which of the following capability maturity levels shows that the enterprise does not recognize the 
need to consider the risk management or the business impact from IT risk? 

A. Level 2 

B. Level 0

C. Level 3

D. Level 1

ANSWER: B 

Explanation:

Level 0 is the correct maturity level because it represents an incomplete or nonexistent process state. In this state, the 
enterprise has not recognized a need to establish, perform, or govern the relevant practices. Applied to IT risk, this means 
there is no meaningful awareness that IT-related risk should be considered in business decisions, assessed against 
business impact, or managed through defined accountabilities and processes. There is therefore no reliable basis for 
identifying risk scenarios, evaluating potential consequences, selecting risk responses, or reporting risk information to 
stakeholders.

Capability models distinguish this absence of process recognition from progressively more mature states, in which activities 
are at least performed, then managed, defined, quantitatively controlled, and optimized. The key phrase in the question is 
that the enterprise does not recognize the need to consider risk management or business impact; that is the defining 
characteristic of the Level 0 starting point. This aligns with COBIT’s process capability approach, which describes Level 0 as 
an incomplete process, and with CRISC’s focus on establishing structured IT risk management that supports enterprise 
objectives. See ISACA COBIT resources and ISACA CRISC certification.

QUESTION NO: 16

An insurance company handling sensitive and personal information from its customers receives a large volume of telephone 
requests and electronic communications daily. Which of the following

is MOST important to include in a risk awareness training session for the customer service department?

A. Archiving sensitive information

B. Understanding the incident management process

C. Identifying social engineering attacks

D. Understanding the importance of using a secure password

ANSWER: C 

Explanation:

Identifying social engineering attacks is the most important topic because customer service personnel are a high-value 
target for attackers who use telephone calls, email, text messages, and other communications to manipulate employees. In 
an insurance company, these interactions may involve policyholder personal information, account access, payment details, 
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address changes, or requests to reset credentials. An attacker can exploit a convincing pretext, urgency, authority, or 
familiarity to persuade an employee to disclose protected information or override required verification procedures.

Risk awareness training should be tailored to the threats and decisions employees encounter in their roles. For customer 
service staff, this means recognizing indicators of phishing, vishing, impersonation, unusual verification requests, pressure to 
bypass process controls, and suspicious requests to change customer records. Training should reinforce following 
established identity-verification procedures, safeguarding information during communications, and escalating suspected 
attempts promptly. This directly reduces the likelihood that a human interaction becomes the entry point for fraud, privacy 
breaches, or unauthorized access.

NIST describes awareness and training as role-based activities designed around personnel responsibilities and relevant 
risks in NIST SP 800-50. CISA also provides practical guidance on recognizing and reporting phishing-based manipulation at 
Recognize and Report Phishing.

QUESTION NO: 17

Which of the following are the principles of risk management?

Each correct answer represents a complete solution. (Choose three.) 

A. Risk management should be an integral part of the organization 

B. Risk management should be a part of decision-making

C. Risk management is the responsibility of executive management

D. Risk management should be transparent and inclusive

ANSWER: A B D 

Explanation:

“Risk management should be an integral part of the organization,” “Risk management should be a part of decision-making,” 
and “Risk management should be transparent and inclusive” are established risk-management principles. Integration means 
that risk management is embedded in the organization’s governance, strategy, planning, operational processes, and 
performance activities, rather than treated as a stand-alone exercise. This enables risk considerations to support the 
achievement of objectives throughout the enterprise.

Making risk management part of decision-making ensures that relevant uncertainty, potential consequences, and risk 
appetite are evaluated when selecting a course of action. This provides decision makers with risk-informed information that 
supports consistent choices and appropriate treatment of risk. Transparency and inclusiveness support the quality and 
credibility of risk decisions by engaging relevant stakeholders, drawing on their knowledge and perspectives, and making risk 
assumptions and processes sufficiently visible for accountability. These principles are consistent with ISO 31000’s guidance 
that risk management should be integrated, inclusive, and support decision making. ISACA’s risk framework likewise 
emphasizes embedding risk management in enterprise governance and business processes. See ISO 31000 risk 
management and ISACA guidance on managing enterprise risk.

QUESTION NO: 18

Which of the following would BEST assist in reconstructing the sequence of events following a security incident across 
multiple IT systems in the organization's network?

A. Network monitoring infrastructure

B. Centralized vulnerability management

C. Incident management process

D. Centralized log management

ANSWER: D 
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Explanation:

Centralized log management best supports reconstruction of an incident timeline across multiple systems because it collects 
event records from diverse sources—such as endpoints, servers, identity services, applications, databases, firewalls, and 
other network devices—into a common repository. Investigators can search and correlate these records using normalized 
timestamps, host identifiers, user accounts, network addresses, and event details to establish the chronology of activity and 
determine how the incident progressed through the environment. Central collection also reduces the risk that essential 
evidence is unavailable because a local device has overwritten its logs, been taken offline, or has limited retention capacity. 
Effective centralized log management includes time synchronization, appropriate retention periods, access controls, integrity 
protections, and the ability to query and correlate events. These capabilities provide the reliable, cross-system evidence 
needed for incident investigation, scoping, containment decisions, and post-incident analysis. NIST’s SP 800-92, Guide to 
Computer Security Log Management describes centralized collection, retention, and analysis as key log-management 
practices. NIST’s SP 800-61 Rev. 2, Computer Security Incident Handling Guide also identifies analysis of event data and 
evidence as essential to understanding an incident’s timeline and scope.

QUESTION NO: 19

Key risk indicators (KRIs) BEST support risk treatment when they:

A. Set performance expectations for controls.

B. Align with key business objectives.

C. Indicate that the risk is approaching predefined thresholds.

D. Articulate likelihood and impact in quantitative terms.

ANSWER: C 

Explanation:

“Indicate that the risk is approaching predefined thresholds.” is correct because a key risk indicator is a measurable signal 
used to monitor changes in risk exposure and provide early warning that management action may be needed. KRIs are most 
useful for risk treatment when their values are compared with agreed thresholds that reflect the organization’s risk appetite 
and tolerance. As an indicator nears or breaches a threshold, it provides a timely, actionable trigger to assess the situation 
and implement, adjust, or escalate a treatment response.

This threshold-based use connects monitoring directly to decision-making. Rather than simply reporting an isolated metric, 
the KRI identifies a developing condition that could cause risk exposure to become unacceptable. Risk owners and relevant 
stakeholders can then act before the exposure results in an adverse event, for example by strengthening a control, reducing 
an exposure, transferring part of the risk, or escalating the matter according to established governance procedures. ISACA 
defines KRIs as metrics used to indicate increasing risk exposure, supporting their role as forward-looking warning 
measures. See the ISACA Glossary. This approach also aligns with NIST’s risk-monitoring practice, which emphasizes 
ongoing monitoring to support timely risk responses: NIST RMF Monitor Step.

QUESTION NO: 20

Which of the following are appropriate responsibilities of a risk owner?

Each correct answer represents a complete solution. (Choose three.)

A. Ensure the risk assessment remains current

B. Approve or seek approval for an appropriate risk response

C. Monitor treatment progress and effectiveness

D. Provide independent assurance over the risk process

ANSWER: A B C 
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Explanation:

A risk owner is accountable for evaluating the risk within the relevant business context and ensuring that the risk assessment 
remains current. The risk owner is also responsible for approving or seeking approval for an appropriate risk response, 
consistent with delegated authority and enterprise risk appetite. Monitoring the progress and effectiveness of treatment 
activities is necessary to determine whether the selected response is implemented and whether residual risk remains 
acceptable.

Providing independent assurance over the risk-management process is generally the responsibility of internal audit, not the 
risk owner. Assigning this activity to the risk owner would impair the independence needed for assurance. See ISACA 
COBIT resources and The IIA Global Internal Audit Standards.

QUESTION NO: 21

A business unit is unable to fully implement the security policy on a critical business application. Which type of process 
should be in place to BEST manage the related risk?

A. Change management

B. Exception management

C. Configuration management

D. Incident management

ANSWER: B 

Explanation:

Exception management is the appropriate process because the business application has a known, necessary deviation from 
an established security policy. A formal exception process ensures this deviation is not handled informally. It requires the 
business unit to document the requirement that cannot be met, state the business justification, identify the affected 
application and assets, and assess the resulting risk. The risk owner and appropriate management authority can then make 
an informed decision to accept the residual risk for a defined period or require compensating controls that reduce the 
exposure to an acceptable level.

Effective exception management also assigns accountability, records approvals, establishes an expiration or review date, 
and tracks remediation activity where full compliance remains the intended end state. These elements are especially 
important for a critical application, because they provide governance evidence that the organization understands and 
deliberately manages the risk rather than merely tolerating noncompliance. This supports CRISC principles of risk 
ownership, risk response, and ongoing risk monitoring. ISACA describes CRISC as focused on identifying and managing IT 
and business risk at ISACA CRISC. NIST likewise describes risk acceptance as a response that should be made by an 
authorized risk executive based on an informed understanding of risk in NIST SP 800-39.

QUESTION NO: 22

What are the functions of audit and accountability control? 

Each correct answer represents a complete solution. (Choose three.)

A. Provides details on how to protect the audit logs

B. Implement effective access control

C. Implement an effective audit program

D. Provides details on how to determine what to audit

ANSWER: A C D 

Explanation:
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Audit and accountability controls establish the capability to create trustworthy evidence of system activity and use that 
evidence for oversight, investigation, and accountability. “Provides details on how to protect the audit logs” is correct 
because audit information must retain its integrity, availability, and confidentiality. Controls over access, modification, 
deletion, and retention help ensure that logs remain reliable evidence when they are reviewed or needed during an 
investigation.

“Implement an effective audit program” is correct because an audit program encompasses the lifecycle for audit information: 
generating records, reviewing and analyzing them, responding to notable findings, retaining records for an appropriate 
period, and reporting relevant results. This enables continuous security monitoring and supports organizational governance 
objectives.

“Provides details on how to determine what to audit” is also correct because the organization must identify events that are 
significant to security, operations, compliance, and incident response, then define the information that audit records need to 
capture. NIST’s Audit and Accountability control family addresses event logging, audit-record content, review and analysis, 
protection, and retention. See NIST SP 800-53 Rev. 5 and NIST control catalog.

QUESTION NO: 23

Which of the following is a PRIMARY objective of privacy impact assessments (PIAs)?

A. To identify threats introduced by business processes

B. To ensure senior management has approved the use of personal information

C. To identify risk when personal information is collected

D. To ensure compliance with data privacy laws and regulations

ANSWER: C 

Explanation:

To identify risk when personal information is collected is correct because the central purpose of a privacy impact assessment 
(PIA) is to identify and assess the potential effects that a proposed collection or other processing of personal information 
may have on individuals’ privacy. A PIA provides a structured, early-stage examination of the intended data processing: what 
information will be collected, why it is needed, how it will be used, who can access it, where it will be stored, how long it will 
be retained, and whether it will be disclosed or shared. This analysis enables the organization to recognize privacy risks 
before the activity or system is implemented and to incorporate suitable privacy protections into its design and operation. In 
risk-management terms, the PIA establishes the information needed to evaluate privacy risk and determine appropriate risk 
treatment, such as data minimization, purpose limitation, access controls, retention limits, transparency measures, or 
stronger governance. The UK Information Commissioner’s Office describes a DPIA as a process for identifying and 
minimizing data-protection risks, while the Australian OAIC explains that PIAs identify privacy impacts and assist with 
managing privacy risks. See the ICO DPIA guidance and the OAIC guide to PIAs.

QUESTION NO: 24

After recent updates to the risk register, management has requested that the overall level of residual risk be reduced. Which 
of the following is the risk practitioner's BEST course of action? 

A. Prioritize remediation plans.

B. Recommend the acceptance of low-level risk.

C. Develop new risk action plans with risk owners. 

D. Implement additional controls. 

ANSWER: C 

Explanation:
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Develop new risk action plans with risk owners. is the best course of action because lowering residual risk requires a 
deliberate risk-treatment response that is accountable, feasible, and aligned with management’s direction. Updates to the 
risk register may change risk ratings, control effectiveness assessments, ownership, dependencies, or the priority of 
treatment activities. The practitioner should therefore facilitate development or revision of action plans with the accountable 
risk owners rather than unilaterally selecting or implementing a response.

A sound action plan identifies the specific treatment approach, such as modifying controls, changing a process, transferring 
exposure, or discontinuing an activity; it also records the owner, required resources, milestones, target residual-risk level, 
and monitoring measures. Working with risk owners is essential because they understand the affected business objectives 
and are accountable for ensuring that treatment is accepted, funded, and executed. This turns management’s request into 
traceable actions that can be monitored through the risk register and reported to stakeholders. ISACA’s CRISC framework 
includes risk response as a core domain, emphasizing the development and management of risk responses in alignment 
with organizational objectives and risk appetite. See the ISACA CRISC Exam Content Outline and ISACA’s Glossary.

QUESTION NO: 25

You work as a Project Manager for Company Inc. You have to conduct the risk management activities for a project. Which of 
the following inputs will you use in the plan risk management process?

Each correct answer represents a complete solution. (Choose three.)

A. Quality management plan 

B. Schedule management plan

C. Cost management plan

D. Project scope statement

ANSWER: B C D 

Explanation:

Under the traditional PMBOK process model reflected in this question, the Plan Risk Management process uses planning 
information that helps tailor the project’s risk-management approach to its scope, schedule, and financial constraints. 
Schedule management plan is an appropriate input because it establishes the approach for developing, managing, and 
controlling the schedule; this supports decisions about the timing and frequency of risk activities and the treatment of 
schedule uncertainty. Cost management plan is also used because risk planning must be integrated with the project’s cost-
management approach, including how risk-related funding, contingency, and reporting will be addressed. Project scope 
statement provides the project description, deliverables, acceptance criteria, exclusions, assumptions, and constraints. This 
context is essential to determine the level of risk-management effort, applicable risk categories, and areas of uncertainty that 
require attention. These inputs enable a risk-management plan that is proportionate to the project and integrated with other 
planning disciplines. PMI describes risk management as a structured approach for addressing uncertainty throughout a 
project; see PMI’s project risk management overview and the PMBOK Guide and Standards.

QUESTION NO: 26

Which of the following is the MOST effective inhibitor of relevant and efficient communication? 

A. A false sense of confidence at the top on the degree of actual exposure related to IT and lack of a well-understood 
direction for risk management from the top down

B. The perception that the enterprise is trying to cover up known risk from stakeholders

C. Existence of a blame culture

D. Misalignment between real risk appetite and translation into policies

ANSWER: C 
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Explanation:

Existence of a blame culture is the most effective inhibitor because relevant, efficient risk communication depends on 
psychological safety, trust, and prompt escalation. Personnel who expect that reporting an issue will lead primarily to 
personal criticism, punishment, or reputational harm are less likely to report control deficiencies, incidents, near misses, and 
emerging threats candidly. They may delay escalation, filter important context, or communicate only information that appears 
favorable. As a result, decision makers receive incomplete or late information rather than a timely, accurate view of risk 
exposure.

For CRISC risk management, communication enables risk identification, analysis, response, and monitoring across business 
and IT stakeholders. A blame culture disrupts this information flow at its source: the people with direct knowledge of a risk 
event or control weakness. This makes it especially damaging to both relevance—whether the information accurately 
addresses the risk requiring a decision—and efficiency—whether it reaches the appropriate stakeholders in time to support 
action. Constructive accountability can coexist with a no-blame reporting environment; the essential condition is that staff can 
raise concerns openly and that management treats disclosure as valuable risk information. ISACA describes CRISC as 
focused on identifying and managing enterprise IT risk at ISACA CRISC. COBIT’s governance resources also emphasize 
reliable information flows supporting governance and management objectives: ISACA COBIT.

QUESTION NO: 27

You are the project manager of the NKJ Project for your company. The project's success or failure will have a significant 
impact on your organization's profitability for the coming year. Management has asked you to identify the risk events and 
communicate the event's probability and impact as early as possible in the project. Management wants to avoid risk events 
and needs to analyze the cost-benefits of each risk event in this project. What term is assigned to the low-level of 
stakeholder tolerance in this project? 

A. Mitigation-ready project management 

B. Risk avoidance

C. Risk utility function

D. Risk-reward mentality

ANSWER: C 

Explanation:

Risk utility function is correct because it expresses how stakeholders value outcomes when uncertainty is present and 
therefore provides a way to represent their tolerance for risk. A utility function translates potential gains and losses into the 
decision maker’s perceived value or satisfaction, rather than treating financial outcomes alone as sufficient for a decision. 
When stakeholder tolerance is low, the function reflects a strongly risk-averse preference: avoiding adverse outcomes and 
limiting variability has greater perceived value than accepting additional uncertainty for a potential benefit.

That concept is particularly applicable here because management requires early probability-and-impact communication and 
cost-benefit analysis for risk events that could materially affect profitability. The project team can use the stakeholders’ risk 
utility relationship to evaluate whether the expected benefit of retaining a risk is sufficient in light of management’s low 
willingness to accept possible loss. This supports risk-informed decisions that are aligned with business objectives, 
governance expectations, and stakeholder risk preferences. ISACA describes CRISC as focused on identifying and 
managing enterprise IT risk in support of business objectives: ISACA CRISC. NIST also defines risk tolerance as the 
acceptable level of risk or variation relative to objectives: NIST Risk Tolerance Glossary.

QUESTION NO: 28

Which of the following is MOST important to promoting a risk-aware culture?

A. Regular testing of risk controls

B. Communication of audit findings

C. Procedures for security monitoring
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D. Open communication of risk reporting

ANSWER: D 

Explanation:

Open communication of risk reporting is most important because a risk-aware culture is created when personnel throughout 
the organization understand relevant risk information, recognize their responsibility to identify and communicate concerns, 
and can escalate issues without undue barriers. Transparent, timely reporting makes risk part of routine business decision-
making rather than an isolated compliance or audit activity. It also enables leaders and risk owners to make decisions with 
an appropriate understanding of risk exposure, potential business impact, and alignment to the organization’s risk appetite 
and tolerance. In a mature risk culture, communication flows in multiple directions: leadership communicates expectations 
and risk priorities, while staff and operational teams report emerging threats, control concerns, and incidents. This supports 
informed accountability and timely risk response. ISACA’s CRISC framework includes risk monitoring and reporting as core 
activities, reflecting that effective risk governance depends on stakeholders receiving meaningful risk information and acting 
on it. COSO likewise identifies information, communication, and reporting as principles that support enterprise risk 
management and its integration into organizational practices. See the ISACA CRISC Exam Content Outline and COSO 
Enterprise Risk Management guidance.

QUESTION NO: 29

You are the project manager for TTP project. You are in the Identify Risks process. You have to create the risk register. 
Which of the following are included in the risk register?

Each correct answer represents a complete solution. (Choose two.) 

A. List of potential responses 

B. List of key stakeholders

C. List of mitigation techniques

D. List of identified risks

ANSWER: A D 

Explanation:

During risk identification, the risk register is established as the central record of uncertainty that may affect project objectives. 
A List of identified risks is essential because each discovered risk must be documented in a form that supports 
subsequent analysis, ownership, prioritization, treatment, and ongoing monitoring. The entry normally captures the risk event 
and may include its causes, triggers, and potential impacts on objectives such as cost, schedule, scope, quality, or benefits.

A List of potential responses is also appropriately captured at this early stage. Identification discussions frequently 
generate initial ideas for avoiding, mitigating, transferring, accepting, exploiting, enhancing, sharing, or otherwise addressing 
a risk. Recording these ideas preserves useful expert input and gives later response-planning activities a practical starting 
point. These entries are preliminary response possibilities, rather than finalized and approved response plans, but they are 
valuable information in the evolving register.

This approach supports the use of a risk register as a living risk-information repository, maintained throughout the project to 
enable informed risk decisions. PMI’s terminology resources describe project risk management concepts at PMI Lexicon of 
Project Management Terms, while ISACA’s risk terminology is available through the ISACA Glossary.

QUESTION NO: 30

Which of the following is a PRIMARY responsibility of a control owner?

A. Identifying trends in the risk profile

B. Selecting controls to mitigate risk
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C. Assessing levels of risk

D. Monitoring status of risk response

ANSWER: D 

Explanation:

Monitoring status of risk response is the primary responsibility because a control owner is accountable for ensuring that 
assigned controls continue to operate as designed and achieve their intended risk-treatment objective. Risk response is not 
complete merely because a control has been identified or implemented. The organization needs ongoing confirmation that 
the control is in place, operating consistently, producing appropriate evidence, and reducing exposure to a level aligned with 
management’s risk appetite and tolerance. In practice, the control owner monitors control performance, tracks remediation or 
implementation progress, identifies operating deficiencies, maintains relevant evidence, and reports or escalates exceptions 
that could prevent the risk response from being effective. This continuing oversight connects the control’s day-to-day 
operation to the organization’s broader risk-management process. ISACA’s CRISC framework emphasizes risk response, 
control implementation, control performance, and reporting as essential components of managing technology risk. The 
responsibility is therefore centered on maintaining visibility into whether the selected response remains effective over time. 
See ISACA’s CRISC Exam Content Outline and the ISACA Glossary for related risk, control, ownership, and monitoring 
terminology.

QUESTION NO: 31

Which of the following are external risk factors?

Each correct answer represents a complete solution. (Choose three.) 

A. Geopolitical situation 

B. Complexity of the enterprise

C. Market

D. Competition

ANSWER: A C D 

Explanation:

Geopolitical situation, Market, and Competition are external risk factors because each arises in the enterprise’s external 
environment and is substantially outside management’s direct control. Geopolitical conditions—including political instability, 
armed conflict, sanctions, trade restrictions, or regulatory shifts across jurisdictions—can disrupt operations, suppliers, 
workforce availability, data flows, and strategic plans. Market conditions encompass changes in economic activity, customer 
preferences, demand, interest rates, inflation, and industry trends; these can affect revenue, investment priorities, and the 
likelihood or business impact of risk scenarios. Competition is also external because competitor actions, new entrants, 
substitutes, and changing industry capabilities may pressure an enterprise to alter products, pricing, delivery timelines, or 
technology adoption. These pressures can change the organization’s risk profile and require reassessment of risk responses 
and controls. ISACA risk practice emphasizes establishing context and considering internal and external factors that affect 
enterprise objectives. NIST similarly identifies the importance of considering threat sources, vulnerabilities, impacts, and the 
operating environment during risk assessment. See ISACA IT Risk resources and NIST SP 800-30 Rev. 1.

QUESTION NO: 32

Which of the following is true for Cost Performance Index (CPI)? 

A. If the CPI > 1, it indicates better than expected performance of project

B. CPI = Earned Value (EV) * Actual Cost (AC)

C. It is used to measure performance of schedule
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D. If the CPI = 1, it indicates poor performance of project

ANSWER: A 

Explanation:

If the CPI > 1, it indicates better than expected performance of project is correct. Cost Performance Index is an earned value 
management metric that measures cost efficiency for work performed. It is calculated by dividing earned value by actual 
cost: CPI = EV / AC. Earned value represents the budgeted value of completed work, while actual cost represents the 
expenditure incurred to complete that work. Consequently, a CPI above 1.0 means that the value of completed work 
exceeds its actual cost. The project is obtaining more completed-work value for each unit of currency spent than planned, 
which is favorable cost performance and generally indicates that the work performed is under budget. CPI gives project and 
risk stakeholders a normalized indicator for monitoring cost trends, assessing forecast reliability, and identifying whether 
cost-control attention may be necessary. It should be interpreted alongside the project’s approved baseline, the quality and 
acceptance of delivered work, and other earned value measures so that apparent cost efficiency is understood in its proper 
delivery context. The Project Management Institute describes earned value management as integrating scope, schedule, 
and cost to assess project performance, while the U.S. Department of Energy identifies CPI as a core indicator of cost 
efficiency. See PMI’s earned value management overview and the U.S. Department of Energy EVMS resource.

QUESTION NO: 33

You are the project manager of GHT project. You have analyzed the risk and applied appropriate controls. In turn, you got 
residual risk as a result of this. Residual risk can be used to determine which of the following? 

A. Status of enterprise's risk 

B. Appropriate controls to be applied next

C. The area that requires more control

D. Whether the benefits of such controls outweigh the costs

ANSWER: C D 

Explanation:

Residual risk is the exposure that remains after the selected risk responses and controls have been implemented. It provides 
management with a decision-useful view of whether the remaining level of likelihood and impact is within the organization’s 
defined risk appetite and tolerance. Where residual exposure remains unacceptable, it identifies The area that requires 
more control. This supports prioritization of further treatment toward the processes, assets, or risk scenarios where 
additional control strength, coverage, or monitoring is necessary.

Residual risk also enables a proportionate business decision about Whether the benefits of such controls outweigh the 
costs. Management can estimate the reduction in risk expected from an additional control and compare that reduction with 
implementation cost, operating cost, resource demands, and any effect on business objectives. Controls should reduce risk 
to an acceptable level while remaining aligned with enterprise value and available resources. This is consistent with CRISC’s 
emphasis on evaluating risk responses and controls in relation to organizational objectives. ISACA’s CRISC exam content 
outline addresses risk response and control design: ISACA CRISC Exam Content Outline. NIST defines residual risk as risk 
remaining after controls are applied: NIST Residual Risk Glossary.

QUESTION NO: 34

Which of the following come under the management class of controls?

Each correct answer represents a complete solution. (Choose two.)

A. Risk assessment control 

B. Audit and accountability control
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C. Program management control

D. Identification and authentication control

ANSWER: A C 

Explanation:

Risk assessment control and Program management control are management-class controls under the control-class structure 
used in NIST SP 800-53 Revision 4. Management controls address activities performed primarily by an organization’s 
leadership or management function: establishing direction, making risk-informed decisions, allocating resources, defining 
responsibilities, and overseeing the security program across the enterprise.

Risk assessment control supports the identification and analysis of threats, vulnerabilities, likelihood, and potential impact. 
This information enables accountable leaders to understand the organization’s risk posture, prioritize treatment activities, 
and make informed authorization and investment decisions. It is therefore fundamentally a governance and decision-support 
activity.

Program management control addresses the organization-wide information security program rather than the operation of an 
individual system. It includes security-program planning, leadership responsibilities, strategic coordination, resource 
management, and integration with enterprise risk management. These activities establish the structure through which 
security and risk responsibilities are directed and monitored across the organization.

NIST’s Revision 4 control catalog identifies both the Risk Assessment and Program Management families as management 
controls. See NIST SP 800-53 Revision 4 and NIST’s SP 800-53 controls resource page.

QUESTION NO: 35

A cote data center went offline abruptly for several hours affecting many transactions across multiple locations. Which of the 
to" owing would provide the MOST useful information to determine mitigating controls?

A. Forensic analysis

B. Risk assessment

C. Root cause analysis

D. Business impact analysis (BlA)

ANSWER: C 

Explanation:

Root cause analysis provides the most useful information because effective mitigating controls must address the specific 
conditions that caused, or enabled, the data center outage. Following a significant availability incident, the organization 
needs to establish the actual failure mechanism, contributing technical and process conditions, affected dependencies, and 
any gaps in detection, response, recovery, or governance. This evidence enables risk owners to select controls that are 
proportionate and directly connected to the risk scenario—for example, resilient power architecture, improved environmental 
monitoring, redundant connectivity, failover capability, stronger change controls, capacity safeguards, or more rigorous 
recovery testing. Root cause analysis also distinguishes a triggering event from systemic contributing factors, which is 
essential to prevent recurrence rather than merely restoring service after the immediate disruption. The resulting findings 
should be documented, assigned to accountable owners, prioritized according to risk, and tracked through remediation and 
validation. NIST incident-handling guidance identifies post-incident analysis and lessons learned as key activities for 
improving future incident handling and security measures. ISACA’s COBIT resources likewise support continual 
improvement through performance evaluation, problem management, and control enhancement. See NIST SP 800-61 Rev. 
2 and ISACA COBIT resources.

QUESTION NO: 36
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Which of the following is the MOST important consideration for a risk practitioner when making a system implementation go-
live recommendation?

A. Availability of in-house resources

B. Completeness of system documentation

C. Variances between planned and actual cost

D. Results of end-user acceptance testing

ANSWER: D 

Explanation:

Results of end-user acceptance testing is the most important consideration because it provides direct evidence that the 
implemented system performs as intended in real business scenarios and meets the requirements agreed with the business. 
Before recommending go-live, a risk practitioner needs reliable information about residual risk: whether critical business 
processes work correctly, key controls operate as designed, data is processed accurately, and any remaining defects or 
exceptions have been assessed and formally accepted or mitigated. End-user acceptance testing is especially important 
because the users who execute the business processes validate the solution against operational needs, expected workflows, 
and defined acceptance criteria. Its results enable an informed recommendation to proceed, defer deployment, or proceed 
subject to compensating controls and documented risk acceptance. This aligns with CRISC’s focus on evaluating IT risk in 
terms of business objectives and supporting risk-based decisions by management. User acceptance testing is also a 
recognized release-readiness activity in which business users confirm that a solution is ready for production use. See 
Microsoft Learn: User acceptance testing and ISACA: CRISC certification.

QUESTION NO: 37

Which of the following should be considered when selecting a risk response?

Each correct answer represents a complete solution. (Choose three.)

A. Alignment with enterprise objectives and risk appetite

B. Expected effectiveness in reducing risk

C. Cost and resource requirements

D. Ability to eliminate all residual risk

ANSWER: A B C 

Explanation:

Alignment with enterprise objectives and risk appetite is a key consideration because a risk response must support 
business objectives while keeping residual exposure within approved boundaries. A response that is technically effective but 
inconsistent with the enterprise's strategy, obligations, or risk appetite may not be appropriate.

Expected effectiveness in reducing risk is also required. Management needs to understand whether the proposed 
treatment will reduce likelihood, impact, or both to an acceptable level. This requires consideration of the control design, 
implementation feasibility, operating environment, and any remaining residual risk.

Cost and resource requirements should be considered because risk treatment consumes funding, personnel, time, and 
operational capacity. Management should evaluate whether the expected reduction in exposure justifies the resources 
required, while recognizing that legal, regulatory, or contractual obligations may require a response regardless of cost. Risk 
response does not require that all risk be eliminated; some residual risk normally remains and must be accepted by the 
appropriate authority. See NIST SP 800-37 Rev. 2 and ISACA CRISC.

QUESTION NO: 38
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Management has implemented additional administrative and technical controls to reduce the likelihood of a high-impact risk 
in a key information system. What s the BEST way to validate the effectiveness of the control implementation?

A. Perform a risk assessment.

B. Perform an audit.

C. Perform a penetration test.

D. Perform a vulnerability scan.

ANSWER: B 

Explanation:

Perform an audit. is the best way to validate the effectiveness of the implemented controls because an audit provides 
independent, structured assurance that controls are appropriately designed, implemented, and operating as intended. Since 
the controls include both administrative and technical measures, validation must evaluate more than a technical system 
condition. It should assess relevant policies, procedures, assigned responsibilities, approvals, evidence of operation, system 
configurations, access settings, logs, monitoring, and the consistency of control performance over time.

An audit can use examination of documentation and records, interviews with responsible personnel, observation of 
processes, and testing of control activities. This produces evidence that management can use to determine whether the 
likelihood of the identified high-impact risk has been reduced to an acceptable level. The scope can also be tailored to the 
key information system and the specific risk scenario, while retaining sufficient independence and rigor to provide reliable 
assurance.

This approach aligns with ISACA COBIT’s emphasis on monitoring, evaluating, and assessing performance and 
conformance, including obtaining assurance over governance and management practices. It is also consistent with the 
control-assessment methods in NIST guidance, which call for examination, interviews, and tests to determine control 
effectiveness. See ISACA COBIT resources and NIST SP 800-53A Rev. 5.

QUESTION NO: 39

Which of the following are the principles of access controls?

Each correct answer represents a complete solution. (Choose three.)

A. Confidentiality 

B. Availability

C. Reliability

D. Integrity

ANSWER: A B D 

Explanation:

Confidentiality, Availability, and Integrity are the core information-security objectives that access controls are designed to 
preserve. Confidentiality is achieved by ensuring that information is disclosed only to authorized individuals, processes, and 
systems. Access-control measures such as identity verification, authorization decisions, least-privilege permissions, and 
segregation of duties limit access to sensitive information according to a legitimate business need.

Availability is supported by access-control design when authorized users can obtain reliable, timely access to systems and 
information needed to perform business activities. This includes administering access appropriately, protecting privileged 
accounts, and applying control mechanisms in a manner that does not unnecessarily impede legitimate operations. Integrity 
is preserved by restricting who may create, change, approve, or delete information and system configurations. Appropriate 
access rights, approval workflows, and logging of privileged activity help ensure data remains accurate, complete, and 
protected from unauthorized modification.
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These objectives provide a practical basis for assessing whether logical or physical access-control processes sufficiently 
protect information assets and support organizational risk management. NIST defines these security objectives in its 
Confidentiality glossary entry and describes their role together in FIPS Publication 199.

QUESTION NO: 40

Which of the following is MOST important for a risk practitioner to update when a software upgrade renders an existing key 
control ineffective?

A. Audit engagement letter

B. Risk profile

C. IT risk register

D. Change control documentation

ANSWER: C 

Explanation:

IT risk register is the most important record to update because the software upgrade has changed the effectiveness of a 
control that was reducing a documented risk. The risk register provides the operational record of risk scenarios, existing 
controls, control status, owners, assessments, treatment decisions, and monitoring activities. Once the key control is 
ineffective, the relevant risk entry must be reassessed to reflect the resulting change in residual risk, including any revised 
likelihood, impact, risk rating, and response actions.

Maintaining this record enables risk owners and management to make timely, risk-informed decisions, such as implementing 
a compensating control, remediating the upgraded software configuration, accepting the temporarily increased exposure, or 
escalating the matter when risk exceeds established tolerance. It also creates traceability between the technology change, 
the control deficiency, the updated risk assessment, and the assigned remediation accountability. This is consistent with 
continuous risk monitoring: risk information must be kept current when changes in systems or controls affect the 
organization’s risk posture. ISACA describes CRISC as focused on identifying and managing IT risk and implementing 
appropriate controls; see ISACA CRISC. NIST similarly emphasizes monitoring controls and assessing their effectiveness as 
part of ongoing risk management in NIST SP 800-37 Rev. 2.

QUESTION NO: 41

Which of the following are the security plans adopted by the organization?

Each correct answer represents a complete solution. (Choose three.)

A. Business continuity plan 

B. Backup plan

C. Disaster recovery plan

D. Project management plan

ANSWER: A B C 

Explanation:

Business continuity plan, Backup plan, and Disaster recovery plan are complementary organizational plans that protect the 
availability and resilience of business services and information assets. A business continuity plan establishes how essential 
business processes, personnel, facilities, communications, and third-party dependencies will continue at an acceptable level 
through a disruption. It is business-focused and is driven by impact analysis, recovery priorities, and continuity strategies.

A backup plan defines the safeguards needed to make recoverable copies of data, configurations, and, where appropriate, 
systems. It addresses backup scope, frequency, retention, protection of backup media or repositories, offsite or isolated 
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storage, and restoration testing. These provisions ensure that reliable recovery data is available when systems or 
information are corrupted, lost, or compromised.

A disaster recovery plan provides the technical procedures, roles, recovery sequence, and recovery-site arrangements 
required to restore IT services after a major interruption. It operationalizes recovery of infrastructure, applications, networks, 
and data in support of the broader continuity objectives. NIST identifies continuity planning, backup, and system recovery as 
essential contingency-planning capabilities; see NIST SP 800-34 Rev. 1. Additional continuity-planning guidance is available 
from Ready.gov.

QUESTION NO: 42

Which of the following is true for risk management frameworks, standards and practices?

Each correct answer represents a part of the solution. (Choose three.) 

A. They act as a guide to focus efforts of variant teams. 

B. They result in increase in cost of training, operation and performance improvement.

C. They provide a systematic view of "things to be considered" that could harm clients or an enterprise.

D. They assist in achieving business objectives quickly and easily.

ANSWER: A C D 

Explanation:

Risk management frameworks, standards, and practices establish a repeatable, enterprise-wide foundation for identifying, 
assessing, treating, monitoring, and communicating risk. They act as a guide to focus efforts of variant teams because a 
common framework gives business, technology, security, compliance, and assurance functions shared terminology, defined 
responsibilities, and consistent risk processes. This alignment helps teams make risk-informed decisions in support of 
common enterprise goals.

They also provide a systematic view of "things to be considered" that could harm clients or an enterprise. A structured 
framework prompts consideration of risk sources, events, consequences, likelihood, controls, ownership, and risk appetite. 
This supports more complete and consistent analysis than isolated or purely ad hoc assessments.

They assist in achieving business objectives quickly and easily by reducing uncertainty in decision-making, clarifying 
priorities, and enabling risks to be managed within agreed tolerance levels. The intent is not to guarantee outcomes, but to 
make objective pursuit more efficient and informed through disciplined governance and management practices. ISACA 
describes COBIT as supporting enterprise value creation through an appropriate balance of benefits realization, risk 
optimization, and resource optimization: ISACA COBIT resources. ISO 31000 likewise emphasizes integrated, structured, 
and comprehensive risk management: ISO 31000 Risk Management.

QUESTION NO: 43

A risk practitioner shares the results of a vulnerability assessment for a critical business application with the business 
manager. Which of the following is the NEXT step?

A. Develop a risk action plan to address the findings.

B. Evaluate the impact of the vulnerabilities to the business application.

C. Escalate the findings to senior management and internal audit.

D. Conduct a penetration test to validate the vulnerabilities from the findings.

ANSWER: B 

Explanation:
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Evaluate the impact of the vulnerabilities to the business application. A vulnerability assessment identifies technical 
weaknesses and provides evidence that a threat may be able to exploit them, but the findings do not independently establish 
the level of enterprise risk. The next risk-management activity is to work with the business manager, who understands the 
application’s business purpose, dependencies, critical processes, information sensitivity, recovery requirements, and 
applicable obligations, to determine the potential consequences of exploitation. This analysis translates technical 
vulnerability information into business terms, such as disruption of services, financial loss, compromise of sensitive 
information, impaired integrity of records, regulatory exposure, or failure to meet strategic objectives. Assessing impact 
supplies a key input to evaluating risk magnitude and prioritizing findings according to business risk appetite and tolerance. 
The organization can then make an informed risk-response decision and, where treatment is warranted, define an 
appropriate action plan. This follows the CRISC focus on assessing IT risk in the context of enterprise objectives and 
supports the risk-assessment process described in ISACA’s CRISC certification overview. It is also consistent with NIST SP 
800-30 Rev. 1, which identifies impact determination as an essential element of risk assessment before risk-response 
actions are selected.

QUESTION NO: 44

Which of the following role carriers will decide the Key Risk Indicator of the enterprise? Each correct answer represents a 
part of the solution. Choose two. 

A. Business leaders 

B. Senior management

C. Human resource

D. Chief financial officer

ANSWER: A B 

Explanation:

Business leaders and Senior management should decide the enterprise’s key risk indicators because KRIs must be 
meaningful in relation to business objectives, material risk scenarios, risk appetite, and management decision-making. 
Business leaders contribute knowledge of the processes, services, dependencies, and operational conditions that could 
prevent their areas from achieving intended outcomes. This context enables them to identify indicators that provide timely 
warning of increasing exposure or weakening controls. Senior management provides the enterprise-wide governance 
perspective: it ensures that selected KRIs reflect strategic priorities, align with risk appetite and tolerance, receive 
appropriate ownership, and are escalated to the right level when thresholds are exceeded. Together, these roles ensure that 
an indicator is not simply an available operational metric, but an actionable measure of risk that supports oversight and 
decisions. ISACA describes KRIs as metrics used to signal changes in risk exposure and emphasizes their relationship to 
organizational objectives and risk management. See ISACA Journal: Key Risk Indicators—The Canary in the Coal Mine and 
ISACA CRISC.

QUESTION NO: 45

Which of the following events refer to loss of integrity?

Each correct answer represents a complete solution. (Choose three.)

A. Someone sees company's secret formula

B. Someone makes unauthorized changes to a Web site

C. An e-mail message is modified in transit

D. A virus infects a file

ANSWER: B C D 

Explanation:
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Integrity is the assurance that information remains accurate, complete, valid, and protected from unauthorized modification 
throughout its life cycle. “Someone makes unauthorized changes to a Web site” is a loss of integrity because the site’s 
approved content, code, or configuration has been altered, so users can no longer rely on it as an authentic representation 
of the organization. “An e-mail message is modified in transit” is an integrity event because the message that arrives differs 
from the one the sender created; its content and potentially its meaning have been changed without authorization. “A virus 
infects a file” also represents loss of integrity because malware commonly changes file contents, executable instructions, 
metadata, or behavior, undermining confidence that the file remains in its intended state. These events directly concern 
unauthorized alteration rather than merely disclosure or unavailability. Integrity controls such as hashes, digital signatures, 
file-integrity monitoring, authenticated transmission, controlled change management, and malware protection help detect or 
prevent these conditions. NIST defines integrity as guarding against improper information modification or destruction, 
including assurance of information nonrepudiation and authenticity. See the NIST definition of integrity and ISACA’s IT risk 
resources.

QUESTION NO: 46

Which of the following is the BEST way to prevent the loss of highly sensitive data when disposing of storage media?

A. Data anonymization

B. Physical destruction

C. Degaussing

D. Data deletion

ANSWER: B 

Explanation:

Physical destruction is the best choice for storage media containing highly sensitive data because it provides the greatest 
assurance that the information cannot be recovered after the asset leaves organizational control. Effective destruction 
renders the media or its data-bearing components unusable and unrecoverable, eliminating residual data risks associated 
with disposal, resale, recycling, or theft. Depending on the medium, appropriate techniques can include shredding, 
pulverizing, disintegrating, melting, or incinerating, performed in a manner that prevents reconstruction of the storage 
components.

This approach is particularly appropriate where the confidentiality impact of disclosure is severe and retaining the media for 
reuse is not required. It also avoids relying on assumptions that a given sanitization technique will address all physical 
characteristics of a device, such as inaccessible areas or device-specific storage behavior. Organizations should use 
documented disposal procedures, maintain custody through destruction, and obtain destruction evidence from approved 
service providers when applicable. NIST identifies destruction as a media-sanitization method intended to make recovery 
infeasible and requires organizations to sanitize media before disposal or release. See NIST SP 800-88 Rev. 1, Guidelines 
for Media Sanitization and NIST SP 800-53 MP-6, Media Sanitization.

QUESTION NO: 47

An organization has made a decision to purchase a new IT system. During which phase of the system development life cycle 
(SDLC) will identified risk MOST likely lead to architecture and design tradeoffs? 

A. Acquisition 

B. Implementation

C. Initiation

D. Operation and maintenance

ANSWER: A 

Explanation:
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Acquisition is correct because, once the organization has decided to purchase a system, this is the phase in which risk 
information can materially shape the solution before it is committed and deployed. The organization translates business and 
risk needs into procurement requirements, evaluates candidate products or suppliers, and determines how the selected 
solution will fit within the enterprise architecture. Identified risks may require tradeoffs involving security capabilities, 
resilience, integration methods, performance, cost, implementation complexity, and usability. For example, risks involving 
unauthorized access, sensitive-data exposure, or service disruption can affect requirements for identity integration, 
encryption, audit logging, network segmentation, backup capabilities, and supplier support commitments. These needs may 
influence both the product selection and the target architecture used to deploy it. Addressing risk at acquisition is particularly 
valuable because requirements, contractual terms, and architecture choices can still be adjusted at comparatively low cost. 
ISACA’s risk guidance emphasizes integrating risk considerations into business and technology decisions so that controls 
and risk responses are built into the solution lifecycle. NIST likewise describes the development/acquisition stage as the 
point at which security requirements and architectural considerations are incorporated into system development or 
procurement. See NIST SP 800-64 Rev. 2 and ISACA risk-management guidance.

QUESTION NO: 48

Which of the following is the GREATEST risk associated with an environment that lacks documentation of the architecture?

A. Unknown vulnerabilities

B. Legacy technology systems

C. Network isolation

D. Overlapping threats

ANSWER: A 

Explanation:

Unknown vulnerabilities is the greatest risk because architecture documentation provides the baseline understanding 
needed to identify technology assets, interfaces, dependencies, data flows, trust boundaries, and control points. When this 
information is absent, the organization cannot reliably determine where vulnerabilities may exist or understand the potential 
propagation of a weakness through interconnected systems. This creates material blind spots during risk identification, 
vulnerability assessment, control design, change assessment, and incident response planning. A documented architecture 
also enables risk owners to evaluate the scope and business impact of technical exposures, assign accountability for 
systems and controls, and prioritize remediation according to risk. In CRISC practice, risk identification must be based on a 
sufficiently complete understanding of the enterprise environment and its supporting information systems. Missing 
architectural knowledge undermines that understanding and can leave significant exposures undiscovered until they are 
exploited or cause an operational failure. NIST likewise identifies maintaining an inventory of systems and understanding 
dependencies and data flows as foundational activities for managing cybersecurity risk. See ISACA’s CRISC credential 
overview and the NIST Cybersecurity Framework.

QUESTION NO: 49

Prudent business practice requires that risk appetite not exceed:

A. inherent risk.

B. risk tolerance.

C. risk capacity.

D. residual risk.

ANSWER: C 

Explanation:
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Risk capacity is correct because it is the maximum level of risk an enterprise can absorb and still remain viable, meet its 
obligations, and achieve its strategic objectives. It reflects the organization’s underlying ability to withstand adverse 
outcomes, considering such factors as financial resources, capital, liquidity, operational resilience, legal and regulatory 
constraints, and stakeholder commitments. Risk appetite, in contrast, expresses the amount and type of risk the organization 
is willing to accept or pursue in pursuit of value. That willingness must be set within the organization’s objective ability to 
sustain losses or disruption. If stated appetite exceeded capacity, governance bodies would be authorizing exposure beyond 
the enterprise’s survivable limits, which is inconsistent with prudent risk management. In CRISC terms, the board and senior 
management should use risk capacity as an outer boundary when establishing appetite, then translate the appetite into 
measurable tolerances and thresholds for business activities and controls. This alignment helps ensure that risk-taking 
supports objectives without threatening organizational sustainability. ISACA describes risk governance resources and 
practices at ISACA IT Risk Resources. The ISO 31000 framework also emphasizes managing risk in the organization’s 
context to support the achievement of objectives; see ISO 31000 Risk Management.

QUESTION NO: 50

Which of the following conditions may indicate that an existing control is becoming ineffective?

Each correct answer represents a complete solution. (Choose three.)

A. An increasing number of control exceptions

B. Repeated failures identified through control testing

C. A growing backlog of overdue remediation actions

D. An increase in the number of security policies published

ANSWER: A B C 

Explanation:

An increasing number of control exceptions may indicate ineffective operation because exceptions show that required 
control activities are not being completed, are being bypassed, or are not functioning as expected. A sustained adverse trend 
can increase residual risk.

Repeated failures identified through control testing are a direct indication that the control may not be operating as 
intended. Testing results should be evaluated for the nature, frequency, and business impact of deficiencies, followed by 
remediation or reassessment where necessary.

A growing backlog of overdue remediation actions can also indicate declining control effectiveness. Unresolved 
deficiencies may leave known vulnerabilities or process weaknesses exposed for longer than management intended. The 
number of policies published during a period does not, by itself, demonstrate whether an existing control is effective. 
Continuous monitoring should use meaningful indicators of control operation and risk exposure. See NIST SP 800-137 and 
NIST SP 800-53A Rev. 5.

QUESTION NO: 51

What are the various outputs of risk response? 

A. Risk Priority Number

B. Residual risk

C. Risk register updates

D. Project management plan and Project document updates

E. Risk-related contract decisions

ANSWER: B C E 
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Explanation:

Risk response results in a documented decision about how the enterprise will address risk and in an updated view of the risk 
remaining after that decision. Residual risk is therefore an essential output: no treatment normally eliminates all uncertainty, 
so management must understand the exposure that remains and determine whether it is within risk appetite and tolerance. 
Risk register updates are also a key output because the register records the selected treatment strategy, accountable risk 
owner, planned actions, target dates, status, and the revised inherent and residual risk assessments. This documentation 
supports governance oversight and ongoing monitoring. Risk-related contract decisions can be an output when the 
selected response is risk transfer or sharing. For example, a contract may allocate liability to a supplier, require insurance, 
establish service-level commitments, or impose security and notification obligations. Such decisions make the chosen 
treatment operational and provide evidence of accountability. These outputs are consistent with ISACA’s view that a risk 
response must be formally owned, implemented, and monitored, rather than merely identified. ISACA discusses the need for 
management to select, document, and track appropriate responses in its Risk Response Considerations for Audit Reports. 
NIST likewise describes risk responses as accepting, avoiding, mitigating, sharing, or transferring risk, with residual risk 
requiring authorization and ongoing attention in SP 800-37 Rev. 2.

QUESTION NO: 52

When reporting on the performance of an organization's control environment, including which of the following would BEST 
inform stakeholders' risk decision- naking?

A. Spend to date on mitigating control implementation

B. A report of deficiencies noted during controls testing

C. The audit plan for the upcoming period

D. A status report of control deployment

ANSWER: B 

Explanation:

A report of deficiencies noted during controls testing best informs stakeholder risk decision-making because it provides 
direct, evidence-based information about whether controls are designed appropriately and operating effectively. Control 
deficiencies identify gaps that may leave risk scenarios insufficiently treated, allowing decision makers to understand the 
organization’s current residual risk exposure rather than relying solely on implementation activity or financial progress. This 
information is actionable: stakeholders can determine whether remediation should be prioritized, whether additional risk 
treatment is necessary, whether a risk can be accepted within established appetite and tolerance levels, and where 
assurance or management attention should be focused. Effective risk reporting connects control performance to the potential 
impact on business objectives, enabling accountable risk owners and governance bodies to make timely, informed decisions. 
Ongoing monitoring and reporting of control effectiveness are central to a mature risk management process and support 
transparent governance over risk response. ISACA describes CRISC as focused on identifying and managing enterprise IT 
risk and implementing and maintaining appropriate controls; see ISACA’s CRISC credential overview. Related governance 
and management guidance, including performance monitoring and assurance concepts, is available through ISACA’s COBIT 
resources.

QUESTION NO: 53

A root because analysis indicates a major service disruption due to a lack of competency of newly hired IT system 
administrators Who should be accountable for resolving the situation?

A. HR training director

B. Business process owner

C. HR recruitment manager

D. Chief information officer (CIO)

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F720
https://www.isaca.org/resources/isaca-journal/issues/2017/volume-1/risk-response-considerations-for-audit-reports
https://csrc.nist.gov/pubs/sp/800/37/r2/final
https://www.isaca.org/credentialing/crisc
https://www.isaca.org/resources/cobit
https://www.isaca.org/resources/cobit


dumpsarena.co | Demo Exam - Page 30 of 101

ANSWER: D 

Explanation:

Chief information officer (CIO) is correct because the CIO is accountable for ensuring that the IT function has the people, 
skills, operating practices, and resources needed to deliver reliable technology services. A major disruption attributable to 
administrators’ lack of competency is an IT capability and operational-risk issue requiring accountable executive oversight. 
The resolution should address the immediate service recovery as well as the underlying capability gap through appropriate 
role definitions, competency requirements, onboarding, access and supervision practices, training, and performance 
management. The CIO is positioned to direct these changes across IT operations and to ensure that residual risk is 
evaluated and communicated to relevant stakeholders. This reflects the COBIT governance and management objective 
concerning managed human resources, which emphasizes maintaining sufficient, competent, and motivated personnel to 
support enterprise objectives. It also aligns with CRISC’s focus on assigning risk ownership and implementing risk responses 
through accountable management roles. ISACA’s COBIT resources describe governance and management practices for 
enterprise information and technology, while the CRISC certification overview identifies IT risk management and risk 
response as core professional areas.

QUESTION NO: 54

Which of the following controls are BEST strengthened by a clear organizational code of ethics?

A. Detective controls

B. Administrative controls

C. Technical controls

D. Preventive controls

ANSWER: B 

Explanation:

Administrative controls are BEST strengthened by a clear organizational code of ethics. A code of ethics is a management-
directed governance instrument that establishes expected behavior, integrity, accountability, and decision-making principles 
for personnel at every level of the organization. These expectations directly reinforce the human and procedural elements of 
the control environment: policies, standards, assigned responsibilities, training, management oversight, reporting channels, 
and disciplinary processes. In risk management, clear ethical expectations help individuals recognize conflicts of interest, 
handle sensitive information appropriately, raise concerns without undue hesitation, and make decisions consistent with the 
organization’s risk appetite and obligations. This creates a stronger foundation for consistent control operation because 
employees understand not only what procedures require, but also the behavioral principles that should guide judgment when 
procedures do not address every situation. ISACA’s Code of Professional Ethics demonstrates the role of defined ethical 
principles in establishing professional responsibilities and conduct. NIST also characterizes administrative controls as 
management-oriented safeguards, including policy, procedures, and accountability mechanisms; see its Administrative 
Controls glossary entry. Therefore, an organizational ethics code most directly enhances administrative controls and the 
overall control culture.

QUESTION NO: 55

Which of the following is the BEST key performance indicator (KPI) to measure the effectiveness of an organization's 
cybersecurity program?

A. Average time to contain security incidents

B. Percentage of systems being monitored

C. Number of false positives reported

D. Number of personnel dedicated to security monitoring
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ANSWER: A 

Explanation:

Average time to contain security incidents is the best KPI because it measures a meaningful operational outcome: how 
quickly the organization limits the spread and business impact of an actual cybersecurity event. Containment is a central 
incident-response activity, including actions such as isolating affected endpoints, disabling compromised accounts, blocking 
malicious connections, or segmenting impacted systems. Reducing the time required to take those actions decreases the 
opportunity for an attacker to move laterally, exfiltrate information, disrupt services, or increase recovery costs.

As a KPI, this measure provides management with evidence about the effectiveness of detection, escalation, decision-
making, response playbooks, technical controls, and coordination across the cybersecurity program. It therefore connects 
program performance to reduced exposure and improved operational resilience, rather than merely measuring the presence 
of resources or control coverage. Trend analysis of containment time, with consistent incident severity criteria, can identify 
whether response capabilities are improving and support risk-informed investment decisions. NIST identifies containment as 
a key phase of incident handling and emphasizes using lessons learned and metrics to improve incident-response capability. 
See NIST SP 800-61 Rev. 2 and the NIST Cybersecurity Framework.

QUESTION NO: 56

You are the risk professional of your enterprise. You have performed cost and benefit analysis of control that you have 
adopted. What are all the benefits of performing cost and benefit analysis of control? Each correct answer represents a 
complete solution. (Choose three.) 

A. It helps in determination of the cost of protecting what is important 

B. It helps in taking risk response decisions

C. It helps in providing a monetary impact view of risk

D. It helps making smart choices based on potential risk mitigation costs and losses

ANSWER: A C D 

Explanation:

Cost-benefit analysis of a control supports an enterprise’s assessment of whether the anticipated reduction in risk exposure 
is commensurate with the financial, operational, and resource commitment required to implement and maintain that control. 
“It helps in determination of the cost of protecting what is important” is a core benefit because the analysis identifies the 
investment required to safeguard assets, processes, information, and services with business value. This enables 
stakeholders to understand the cost of protection in relation to the importance of what is being protected.

“It helps in providing a monetary impact view of risk” is also a key benefit. Estimating potential loss exposure and the 
expected value of risk reduction translates risk into terms that executives can compare with budgets, investment alternatives, 
and organizational priorities. “It helps making smart choices based on potential risk mitigation costs and losses” follows 
directly: decision makers can prioritize controls whose expected benefit, such as avoided losses or reduced disruption, 
justifies their total lifecycle cost. This is consistent with CRISC’s emphasis on aligning risk management with business 
objectives and with NIST’s guidance to consider impacts, likelihood, and organizational resources when assessing and 
responding to risk. See ISACA CRISC and NIST SP 800-30 Rev. 1.

QUESTION NO: 57

When confirming whether implemented controls are operating effectively, which of the following is MOST important to 
review?

A. Results of benchmarking studies

B. Results of risk assessments

C. Number of emergency change requests
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D. Maturity model

ANSWER: B 

Explanation:

Results of risk assessments are most important because control effectiveness is meaningful only in relation to the specific 
risks the control is intended to treat. A control may be implemented and consistently performed, but its operation is effective 
only if it reduces the likelihood and/or impact of the relevant risk scenario to a level that management considers acceptable. 
Risk-assessment results identify the applicable threat events, vulnerabilities, business impacts, risk owners, and evaluated 
residual risk. Reviewing these results enables the organization to determine whether the control remains appropriately 
designed for the risk environment and whether its actual operation supports the selected risk response and risk appetite.

This reflects CRISC’s risk-based perspective: controls are not assessed in isolation; they are evaluated according to their 
contribution to managing enterprise risk and maintaining residual risk within tolerance. Changes in systems, processes, 
threats, or business objectives can alter the risk context and therefore alter the conclusion about whether an operating 
control remains effective. ISACA identifies IT risk assessment, risk response, and risk monitoring as central CRISC practices 
in its CRISC Exam Content Outline. Similarly, NIST’s control-assessment guidance focuses on determining whether controls 
are implemented correctly, operating as intended, and producing the desired outcome with respect to security and privacy 
requirements and risk in NIST SP 800-53A Rev. 5.

QUESTION NO: 58

Which of the following parameters would affect the prioritization of the risk responses and development of the risk response 
plan? Each correct answer represents a complete solution. (Choose three.) 

A. Importance of the risk 

B. Time required to mitigate risk.

C. Effectiveness of the response

D. Cost of the response to reduce risk within tolerance levels

ANSWER: A C D 

Explanation:

Importance of the risk, effectiveness of the response, and cost of the response to reduce risk within tolerance levels are the 
key parameters for prioritizing risk treatment. Importance establishes the business urgency of treatment by considering the 
risk’s potential effect on enterprise objectives, as well as its relationship to risk appetite and tolerance. Risks with greater 
exposure or more significant business consequences generally warrant earlier attention and more robust response planning.

Effectiveness of the response is necessary because the selected treatment must realistically reduce the likelihood, impact, or 
overall exposure to the intended residual-risk level. A response plan should identify actions that meaningfully address the 
relevant risk drivers and can be monitored for achievement of the desired outcome. Cost is equally material: risk treatment 
should be proportionate to the risk and economically supportable. Decision makers should assess whether the expenditure 
and resources required will reduce risk within approved tolerance levels, enabling a defensible business case for 
implementation. Together, these factors support a risk-based, value-conscious sequence of response activities and 
allocation of resources. ISACA’s CRISC outline includes risk response as a core risk-management capability; NIST similarly 
emphasizes selecting and implementing risk responses consistent with organizational priorities, constraints, and risk 
tolerance. See ISACA CRISC Exam Content Outline and NIST SP 800-39.

QUESTION NO: 59

Which of the following is the BEST indication that an organization ' s IT asset life cycle is poorly managed?

A. Increased hardware maintenance costs

B. Sensitive data found on discarded devices
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C. Lack of asset labeling

D. Inadequate employee training

ANSWER: B 

Explanation:

Sensitive data found on discarded devices is the best indication because it is direct, observable evidence that a critical IT 
asset life-cycle control has failed at end of life. Sound asset life-cycle management requires an organization to maintain 
accountability for assets from acquisition through assignment, operation, retirement, and final disposition. At disposal, the 
organization must identify information-bearing assets, apply a sanitization method appropriate to the data sensitivity and 
media type, verify that the process was completed, and retain appropriate disposition records. Finding sensitive data after a 
device has been discarded demonstrates that these connected controls were not effectively designed, implemented, or 
monitored. The exposure is immediate: an unauthorized party could recover confidential business information, personal data, 
credentials, or regulated records from the device. This finding therefore provides stronger assurance evidence of deficient 
life-cycle management than a general operational symptom, because it shows that an asset has exited organizational control 
without protection of its information. NIST’s media-sanitization guidance describes sanitization as a risk-based process that 
must occur before media are released for reuse or disposal. ISACA’s asset-management guidance likewise treats 
ownership, inventory, and secure disposal as integral controls across the asset life cycle. See NIST SP 800-88 Rev. 1, 
Guidelines for Media Sanitization and ISACA Journal: IT Asset Management.

QUESTION NO: 60

What are the requirements of effectively communicating risk analysis results to the relevant stakeholders? Each correct 
answer represents a part of the solution. (Choose three.) 

A. The results should be reported in terms and formats that are useful to support business decisions 

B. Communicate only the negative risk impacts of events in order to drive response decisions

C. Communicate the risk-return context clearly

D. Provide decision makers with an understanding of worst-case and most probable scenarios

ANSWER: A C D 

Explanation:

Effective risk communication converts analysis into information stakeholders can use to make risk-aware business decisions. 
The results should be reported in terms and formats that are useful to support business decisions because the 
communication must be tailored to the recipient’s responsibilities, decision authority and business objectives. For example, 
executive stakeholders generally need a clear view of business exposure, strategic implications and required decisions 
rather than detailed technical assessment artifacts.

Communicate the risk-return context clearly because risk decisions involve balancing expected benefits, costs, opportunities 
and potential adverse outcomes. Presenting that context enables stakeholders to evaluate whether the level of risk is within 
appetite and whether a proposed treatment is proportionate to the value sought. Provide decision makers with an 
understanding of worst-case and most probable scenarios because scenario-based reporting conveys both the credible 
severity of exposure and the expected outcome. This supports informed prioritization, contingency planning and selection of 
an appropriate risk response. These practices reflect ISACA’s focus on communicating risk in business terms and NIST 
guidance that risk assessment results should be communicated in a form useful for decision making. See ISACA’s CRISC 
certification overview and NIST SP 800-30 Rev. 1.

QUESTION NO: 61

Which of the following aspects are included in the Internal Environment Framework of COSO ERM? Each correct answer 
represents a complete solution. (Choose three.) 

A. Enterprise's integrity and ethical values 
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B. Enterprise's working environment

C. Enterprise's human resource standards

D. Enterprise's risk appetite

ANSWER: A C D 

Explanation:

COSO ERM’s Internal Environment establishes the organization’s risk-management foundation: the tone, governance 
expectations, and people-management practices that determine how risk is understood and addressed across the 
enterprise. Enterprise's integrity and ethical values is included because ethical conduct and integrity shape risk culture, 
influence behavior, and support consistent decisions by the board, management, and personnel. Enterprise's human 
resource standards is also an Internal Environment element because practices for recruiting, developing, evaluating, 
compensating, and holding personnel accountable help ensure the organization has competent people who understand their 
risk-related responsibilities. Enterprise's risk appetite belongs in this framework because it articulates the amount and type 
of risk the organization is prepared to accept in pursuing objectives. This provides an essential boundary for strategic 
choices, risk assessment, and risk responses. Collectively, these aspects establish the conditions in which enterprise risk 
management operates, before risks are identified, assessed, and treated in operational processes. COSO’s ERM materials 
describe ERM as integrating risk considerations with strategy and performance; ISACA’s CRISC credential likewise 
emphasizes governance and organizational risk practices. See COSO ERM Guidance and ISACA CRISC certification 
information.

QUESTION NO: 62

What are the steps that are involved in articulating risks? Each correct answer represents a complete solution. (Choose 
three.) 

A. Identify business opportunities.

B. Identify the response

C. Communicate risk analysis results and report risk management activities and the state of compliance.

D. Interpret independent risk assessment findings.

ANSWER: A C D 

Explanation:

Risk articulation converts risk information into clear, business-relevant insight that stakeholders can use to make informed 
decisions. Identify business opportunities. is part of this activity because a complete view of risk considers both threats 
and opportunities: communicating the potential value enabled by a risk-aware decision helps ensure that risk discussions 
support enterprise objectives rather than focusing only on loss avoidance.

Communicate risk analysis results and report risk management activities and the state of compliance. is essential 
because the results of assessment, the progress and effectiveness of risk treatment, and the organization’s compliance 
posture must be presented in a timely, understandable form to the appropriate decision makers. This creates the visibility 
needed for governance, accountability, and prioritization.

Interpret independent risk assessment findings. supports objective risk communication. Independent reviews can identify 
exposures, control concerns, and assurance observations that require business context before they are escalated or acted 
on. Interpreting those findings allows risk practitioners to express their significance in relation to organizational objectives, 
risk appetite, and decision-making needs. These practices align with CRISC’s emphasis on communicating technology-risk 
information and supporting risk-based decisions. See ISACA’s CRISC certification overview and its IT risk resources.

QUESTION NO: 63

Which of the following is the MOST common concern associated with outsourcing to a service provider?
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A. Lack of technical expertise

B. Combining incompatible duties

C. Unauthorized data usage

D. Denial of service attacks

ANSWER: C 

Explanation:

Unauthorized data usage is the most common concern because outsourcing generally requires the enterprise to permit an 
external party to access, store, transmit, process, or otherwise handle information and technology resources. This may 
include customer data, confidential business records, intellectual property, credentials, transaction data, and production 
systems. Although a provider performs the outsourced activity, the enterprise remains accountable for meeting its legal, 
regulatory, contractual, privacy, and business obligations. Therefore, management must ensure that the provider uses 
information only for authorized purposes and applies safeguards consistent with the enterprise’s risk appetite and 
information-classification requirements.

Effective third-party risk management addresses this exposure before and throughout the service relationship. Important 
governance measures include due diligence, clearly defined data-handling obligations, confidentiality provisions, security 
requirements, incident-notification terms, subcontractor controls, audit rights, and ongoing monitoring of provider 
performance. ISACA’s COBIT framework emphasizes that governance and management responsibilities for information and 
technology remain with the enterprise even when services are externally sourced. NIST guidance likewise identifies external 
access to organizational data and systems as a central supply-chain and service-provider risk that requires appropriate 
controls. See ISACA COBIT resources and NIST SP 800-161 Rev. 1.

QUESTION NO: 64

The PRIMARY objective for requiring an independent review of an organization's IT risk management process should be to:

A. assess gaps in IT risk management operations and strategic focus.

B. confirm that IT risk assessment results are expressed as business impact.

C. verify implemented controls to reduce the likelihood of threat materialization.

D. ensure IT risk management is focused on mitigating potential risk.

ANSWER: A 

Explanation:

assess gaps in IT risk management operations and strategic focus. is correct because an independent review provides 
objective assurance about the effectiveness and maturity of the IT risk management process as a whole. Its primary value is 
not merely validating one risk-assessment output or testing a particular set of controls. Rather, the reviewer evaluates 
whether risk management activities are governed appropriately, consistently performed, sufficiently resourced, monitored, 
and integrated with enterprise objectives, decision-making, and risk appetite.

Assessing gaps at both operational and strategic levels enables management and the board to understand whether current 
practices support the organization’s intended risk outcomes. Operational gaps can affect such activities as risk identification, 
analysis, treatment, reporting, and monitoring. Strategic gaps may indicate that IT risk information is not adequately aligned 
to business priorities, governance structures, or enterprise risk management. Because the reviewer is independent of the 
process owner, the resulting assessment offers more credible assurance and a clearer basis for remediation and continual 
improvement.

This approach aligns with ISACA’s emphasis on risk governance, business alignment, and the ongoing evaluation of IT risk 
practices. See ISACA IT Risk resources and the ISACA COBIT resources.
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QUESTION NO: 65

Jeff works as a Project Manager for www.company.com Inc. He and his team members are involved in the identify risk 
process. Which of the following tools & techniques will Jeff use in the identify risk process?

Each correct answer represents a complete solution. (Choose three.)

A. Information gathering technique 

B. Documentation reviews

C. Checklist analysis

D. Risk categorization

ANSWER: A B C 

Explanation:

Information gathering technique, Documentation reviews, and Checklist analysis are established methods for identifying 
project risks. Information gathering techniques draw on the knowledge of project participants, stakeholders, and subject-
matter experts through activities such as brainstorming, interviews, Delphi techniques, and facilitated workshops. These 
approaches help expose uncertainty, dependencies, assumptions, and emerging threats or opportunities that may not be 
evident in project records alone.

Documentation reviews identify potential risk sources by examining available project information, including the project 
charter, scope and requirements documentation, schedules, estimates, assumptions logs, procurement documents, 
contracts, and lessons learned from previous work. Reviewing these materials helps the project team recognize ambiguity, 
incomplete information, conflicting requirements, and dependencies that could affect project objectives.

Checklist analysis supports a systematic and repeatable review of known risk sources. Checklists can be based on historical 
project data, organizational process assets, risk breakdown structures, and prior lessons learned. They prompt the team to 
consider common categories of uncertainty while ensuring that relevant known risks are not overlooked. These practices 
reflect structured risk-identification principles: collecting stakeholder insight, examining evidence, and using prior 
organizational knowledge. See PMI’s PMBOK Guide and Standards and NIST SP 800-30 Rev. 1.

QUESTION NO: 66

While developing obscure risk scenarios, what are the requirements of the enterprise?

Each correct answer represents a part of the solution. (Choose two.) 

A. Have capability to cure the risk events 

B. Have capability to recognize an observed event as something wrong

C. Have sufficient number of analyst

D. Be in a position that it can observe anything going wrong

ANSWER: B D 

Explanation:

Obscure risk scenarios concern conditions that may be rare, emerging, ambiguous, or not represented well by prior 
incidents. The enterprise must therefore first “Be in a position that it can observe anything going wrong.” This means 
maintaining sufficient situational awareness across relevant business processes, technology, external dependencies, and 
the threat environment. Monitoring, reporting channels, intelligence sources, process knowledge, and stakeholder 
engagement provide the observations from which weak signals and unusual conditions can be identified.

The enterprise must also “Have capability to recognize an observed event as something wrong.” Raw observations become 
useful risk-scenario inputs only when personnel and processes can interpret deviations, identify potentially adverse 
conditions, relate them to assets and business objectives, and determine that additional analysis is warranted. Recognition is 
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especially important for obscure scenarios because the organization may not have an established incident pattern or 
historical loss data to make the significance immediately obvious.

Together, observation and recognition enable an enterprise to identify and articulate credible risk scenarios before they 
become realized losses. This supports CRISC’s focus on identifying, assessing, and communicating technology risk in 
business context. ISACA describes CRISC as a credential centered on IT risk management and governance: ISACA CRISC. 
Structured risk assessment similarly starts with identifying threat events and relevant conditions, as described in NIST SP 
800-30 Rev. 1.

QUESTION NO: 67

You are the project manager of GHT project. A stakeholder of this project requested a change request in this project. What 
are your responsibilities as the project manager that you should do in order to approve this change request?

Each correct answer represents a complete solution. (Choose two.) 

A. Archive copies of all change requests in the project file. 

B. Evaluate the change request on behalf of the sponsor

C. Judge the impact of each change request on project activities, schedule and budget.

D. Formally accept the updated project plan

ANSWER: A C 

Explanation:

“Archive copies of all change requests in the project file.” is a project manager responsibility because disciplined change 
control requires a complete, traceable record of requested changes and their disposition. Maintaining the change log and 
associated records supports governance, accountability, auditability, and subsequent review of decisions. The record should 
identify the request, its assessment, approval status, and any resulting updates to baselines or project documents.

“Judge the impact of each change request on project activities, schedule and budget.” is also essential before a change can 
proceed through approval. The project manager coordinates analysis of the proposed change’s consequences for scope, 
planned work, milestones, costs, resources, risks, quality, and relevant project baselines. This impact information enables 
the authorized decision maker or change-control body to make a risk-informed approval decision. After approval, the project 
manager ensures that the authorized change is incorporated into the relevant plans and communicated to affected 
stakeholders. These activities reflect integrated change control and the governance focus on evaluating changes before 
committing organizational resources. See PMI’s PMBOK Guide and Standards and ISACA’s CRISC certification overview.

QUESTION NO: 68

Which of the following is the MOST important success factor when introducing risk management in an organization?

A. Implementing a risk register

B. Establishing executive management support

C. Defining a risk mitigation strategy and plan

D. Assigning risk ownership

ANSWER: B 

Explanation:

Establishing executive management support is the most important success factor because effective risk management must 
be embedded throughout the enterprise and aligned to strategic objectives, rather than treated as an isolated operational 
exercise. Executive management provides the visible sponsorship needed to establish risk governance, communicate the 
importance of risk-aware decisions, allocate adequate people and funding, and resolve conflicts between business priorities 
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and risk treatment activities. Leadership also enables the organization to define and approve risk appetite and risk tolerance 
in a way that reflects its mission, stakeholder expectations, and capacity to absorb loss. This direction gives risk practitioners 
and business managers a common basis for identifying, assessing, responding to, monitoring, and reporting risk. Strong 
executive support is especially important during initial adoption because it creates accountability and drives consistent 
participation across organizational units. ISACA’s COBIT framework identifies risk optimization as a governance objective 
and emphasizes that governing bodies and management must ensure enterprise objectives are achieved while risk is 
optimized. ISO 31000 likewise identifies leadership and commitment as necessary for integrating risk management into all 
organizational activities and decision-making. See ISACA COBIT resources and ISO 31000 Risk Management.

QUESTION NO: 69

An organization has made a decision to purchase a new IT system. During when phase of the system development life cycle 
(SDLC) will identified risk MOST likely lead to architecture and design trade-offs?

A. Acquisition

B. Implementation

C. Initiation

D. Operation and maintenance

ANSWER: A 

Explanation:

Acquisition is correct. Once the organization has decided to purchase rather than build a system, risk information must be 
applied while defining the required solution and evaluating available products, suppliers, hosting models, interfaces, and 
contractual commitments. At this point, identified risk can directly affect architectural and design choices, such as the 
required authentication model, encryption capabilities, network segmentation, availability design, data-location requirements, 
integration approach, logging, vendor support arrangements, and the extent of compensating controls. These decisions 
commonly require balancing risk reduction against cost, functionality, implementation effort, performance, and operational 
complexity. The acquisition lifecycle activity is therefore the point at which risk appetite and control requirements are 
translated into specifications and selection criteria that shape the system before it is committed and deployed. NIST 
guidance on security in the system development life cycle describes incorporating security requirements and controls into 
acquisition and development activities early enough to influence the system design. This supports making informed, risk-
based trade-offs before procurement commitments constrain the available choices. See NIST SP 800-64 Rev. 2, Security 
Considerations in the System Development Life Cycle and ISACA, IT Risk Management: A Practical Approach.

QUESTION NO: 70

When formulating a social media policy to address information leakage, which of the following is the MOST important 
concern to address? 

A. Using social media to maintain contact with business associates 

B. Using social media for personal purposes during working hours 

C. Sharing company information on social media 

D. Sharing personal information on social media

ANSWER: C 

Explanation:

Sharing company information on social media is the most important concern because it directly addresses the risk event 
identified in the question: information leakage. Social-media platforms are public or broadly accessible communications 
channels, and posts, comments, images, videos, direct messages, and links can disclose sensitive organizational 
information intentionally or inadvertently. A policy designed to manage this risk should establish clear requirements for 
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handling nonpublic information, including confidential business plans, intellectual property, customer and employee data, 
security details, financial information, and incident-related information. It should also specify approval and escalation 
requirements for official organizational communications, identify who is authorized to speak on the organization’s behalf, and 
educate personnel on recognizing content that may expose information when combined with other publicly available details. 
This focus supports risk management by reducing the likelihood of unauthorized disclosure and the resulting confidentiality, 
regulatory, contractual, reputational, and competitive impacts. NIST’s security and privacy control catalog addresses controls 
for managing publicly accessible information and preventing inappropriate public release of nonpublic data; see NIST SP 
800-53 Rev. 5. ISACA also discusses social media as a source of governance, privacy, and security risk requiring defined 
policies and controls in Social Media Risks and Controls.

QUESTION NO: 71

An organization's recovery team is attempting to recover critical data backups following a major flood in its data center. 
However, key team members do not know exactly what steps should be taken to address this crisis. Which of the following is 
the MOST likely cause of this situation?

A. Failure to test the disaster recovery plan (DRP)

B. Lack of well-documented business impact analysis (BIA)

C. Lack of annual updates to the disaster recovery plan (DRP)

D. Significant changes in management personnel

ANSWER: A 

Explanation:

Failure to test the disaster recovery plan (DRP) is the most likely cause because recovery personnel must practice their 
assigned responsibilities before an actual disruption occurs. A documented plan alone does not establish operational 
readiness: team members need exercises to become familiar with activation criteria, recovery sequencing, escalation paths, 
communications, dependencies, and the specific procedures for restoring critical backup data. Testing also validates that 
procedures can be followed in realistic conditions and identifies gaps in instructions, roles, access, tooling, and coordination 
that could delay recovery during a flood or other major incident.

Regular exercises—such as walkthroughs, tabletop exercises, simulations, and technical recovery tests—give the 
organization evidence that recovery capabilities are executable and that personnel understand what actions to take. When 
key members are unsure of the required steps in a live crisis, this is a direct indicator that the DRP has not been sufficiently 
tested and rehearsed. NIST states that contingency-plan testing evaluates plan effectiveness and prepares personnel to 
carry out recovery responsibilities; see NIST SP 800-34 Rev. 1. ISACA likewise identifies testing as a key element of 
business continuity and disaster recovery capability; see ISACA Journal guidance on business continuity and disaster 
recovery planning.

QUESTION NO: 72

An organization has recently hired a large number of part-time employees. During the annual audit, it was discovered that 
many user IDs and passwords were documented in procedure manuals for use by the part-time employees. This situation 
would be considered:

A. a risk

B. an incident

C. a threat

D. a vulnerability

ANSWER: D 

Explanation:
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an vulnerability is the correct classification because the documented user IDs and passwords represent a weakness in the 
organization’s access-control practices. A vulnerability is a deficiency or condition that could be exploited by a threat source, 
potentially resulting in unauthorized access, disclosure, alteration, or activity that cannot be reliably attributed to an 
individual. Placing credentials in procedure manuals makes them accessible beyond an appropriately controlled, individually 
assigned authentication process. It also undermines accountability, since actions performed through a credential recorded 
for broad use cannot be confidently tied to one authorized person.

In risk terminology, the condition identified by the audit is the control weakness itself, rather than a realized adverse event. 
The weakness increases the likelihood and potential impact of inappropriate access if the manuals are viewed, copied, 
retained by former personnel, or otherwise used outside authorized purposes. NIST defines a vulnerability as a weakness in 
a system, its procedures, internal controls, or implementation that could be exploited or triggered by a threat source. This 
scenario directly fits that definition. See the NIST Computer Security Resource Center definition of vulnerability and the 
ISACA Glossary.

QUESTION NO: 73

When of the following provides the MOST tenable evidence that a business process control is effective?

A. Demonstration that the control is operating as designed

B. A successful walk-through of the associated risk assessment

C. Management attestation that the control is operating effectively

D. Automated data indicating that risk has been reduced

ANSWER: A 

Explanation:

Demonstration that the control is operating as designed provides the strongest evidence because it directly supports an 
evaluation of operating effectiveness. A business process control is effective when it is not only appropriately designed to 
address the relevant risk, but is also performed in practice as intended, by the appropriate people or system, at the required 
frequency, and with evidence of execution. Observing the control in operation, inspecting its records or system evidence, 
and, where appropriate, reperforming it enables an assessor to obtain evidence that is objective, relevant, and capable of 
independent evaluation. This evidence can show the actual control activity, the inputs used, the responsible party or 
automated configuration, the resulting output, and whether the activity occurred consistently within the period being 
assessed. In a CRISC context, this directly informs whether the control is achieving its intended risk-response objective and 
supports a defensible conclusion about residual risk. ISACA describes controls as measures that manage risk and help 
achieve objectives; effective assurance depends on evidence that those measures function in the operating environment. 
See ISACA’s Glossary and its COBIT resources for governance, risk, and control concepts.

QUESTION NO: 74

In which of the following risk management capability maturity levels does the enterprise takes major business decisions 
considering the probability of loss and the probability of reward? Each correct answer represents a complete solution. 
(Choose two.) 

A. Level 0 

B. Level 2

C. Level 5

D. Level 4

ANSWER: C D 

Explanation:
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Level 4 and Level 5 represent the mature end of a risk-management capability model, in which risk information is used to 
support material enterprise decisions rather than being limited to operational control or compliance activities. At Level 4, risk 
practices are managed, measured, and integrated sufficiently for decision makers to evaluate uncertainty consistently. This 
supports an explicit assessment of the likelihood and potential magnitude of adverse outcomes alongside the likelihood and 
expected value of business opportunities. At Level 5, the enterprise further optimizes and continually improves this 
capability, making risk-aware, value-focused decision making part of its culture and strategic management approach. In both 
cases, considering probability of loss together with probability of reward reflects a balanced risk-and-value perspective: 
management can make informed choices within the enterprise’s risk appetite while pursuing objectives and benefits. This is 
consistent with ISACA’s CRISC focus on enabling risk-informed decisions and with COBIT’s governance objective of 
optimizing risk while delivering value. See ISACA’s CRISC certification overview and its COBIT resources.

QUESTION NO: 75

Which of the following are the common mistakes while implementing KRIs?

Each correct answer represents a complete solution. (Choose three.) 

A. Choosing KRIs that are difficult to measure 

B. Choosing KRIs that has high correlation with the risk

C. Choosing KRIs that are incomplete or inaccurate due to unclear specifications

D. Choosing KRIs that are not linked to specific risk

ANSWER: A C D 

Explanation:

“Choosing KRIs that are difficult to measure,” “Choosing KRIs that are incomplete or inaccurate due to unclear 
specifications,” and “Choosing KRIs that are not linked to specific risk” are common implementation mistakes because they 
undermine the usefulness of risk monitoring. A key risk indicator must be feasible to collect consistently, using reliable data 
and a repeatable calculation method. When measurement is impractical, the indicator may not be updated often enough to 
provide timely warning of changing exposure.

Clear specifications are equally essential. A usable KRI has a defined purpose, data source, calculation method, reporting 
frequency, threshold or trigger level, and accountable owner. Without these details, different stakeholders can interpret or 
calculate the indicator differently, reducing confidence in the resulting risk information. Finally, each KRI should be explicitly 
connected to a defined risk scenario or risk statement. This linkage enables management to understand what exposure is 
changing, assess it against risk appetite or tolerance, and take appropriate action. These characteristics support the risk-
monitoring and decision-making objectives described in ISACA risk guidance, including ISACA IT Risk resources and The 
Risk IT Framework.

QUESTION NO: 76

What should be considered while developing obscure risk scenarios?

Each correct answer represents a part of the solution. (Choose two.) 

A. Visibility 

B. Controls

C. Assessment methods

D. Recognition

ANSWER: A D 

Explanation:
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Visibility and Recognition are essential considerations when developing obscure risk scenarios because such scenarios 
concern events that are difficult to foresee, may have little or no historical precedent, and can initially present only weak or 
fragmented indicators. Visibility is the organization’s ability to obtain relevant information from internal and external sources, 
including operational reporting, emerging threat intelligence, changes in the business environment, stakeholder 
observations, and exception monitoring. Adequate visibility gives risk practitioners the raw signals needed to identify 
circumstances that could develop into an unusual but consequential risk event.

Recognition is the ability to interpret those signals in their business and risk context. It requires informed judgment, 
understanding of enterprise objectives and dependencies, and awareness of how apparently isolated developments could 
combine to create a material impact. When visibility and recognition are used together, the enterprise is better able to 
construct plausible scenarios beyond routine or historically documented events, supporting more complete risk identification 
and analysis. This is consistent with ISACA’s risk guidance emphasizing scenario-based risk analysis and the consideration 
of relevant risk factors, events, and impacts. See ISACA’s Risk IT Framework discussion and the ISACA glossary.

QUESTION NO: 77

A risk practitioner observed that a high number of policy exceptions were approved by senior management. Which of the 
following is the risk practitioner's BEST course of action to determine root cause? 

A. Perform control testing. 

B. Review policy change history. 

C. Review the risk profile. 

D. Interview the control owner.

ANSWER: D 

Explanation:

Interview the control owner. is the best action because root-cause determination requires an understanding of the 
operational circumstances that lead personnel to request policy exceptions. The control owner is accountable for the 
control’s design and operation and can provide the most relevant context on the exception requests, including recurring 
business processes, affected populations, implementation constraints, compensating controls, and whether the policy 
requirement remains practical and aligned with the organization’s risk environment. This discussion enables the risk 
practitioner to identify patterns and distinguish among potential underlying causes, such as a control-design gap, an 
operational implementation issue, insufficient resources, an unclear requirement, or a business process that has changed 
without a corresponding policy update. It also supports a fact-based assessment of whether the accepted exceptions 
indicate a persistent risk exposure requiring treatment or a need to revise control requirements. CRISC risk analysis and 
response activities emphasize engaging appropriate stakeholders to understand risk scenarios, evaluate controls, and 
support informed risk decisions. ISACA’s CRISC content outline is available at ISACA CRISC Exam Content Outline. NIST 
also identifies control owners as parties with responsibilities for controls and their implementation in NIST SP 800-53 Rev. 5.

QUESTION NO: 78

Which of the following is MOST important to review when evaluating the ongoing effectiveness of the IT risk register?

A. The costs associated with mitigation options

B. The status of identified risk scenarios

C. The cost-benefit analysis of each risk response

D. The timeframes for risk response actions

ANSWER: B 

Explanation:
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The status of identified risk scenarios is most important because the fundamental purpose of an IT risk register is to provide 
decision-makers with a current, reliable view of risk exposure. Ongoing effectiveness depends on whether recorded 
scenarios continue to accurately reflect changing business objectives, technology, threats, vulnerabilities, control conditions, 
ownership, likelihood, impact and residual risk. Reviewing scenario status confirms that risks are actively monitored, 
reassessed when relevant conditions change, and progressed through the appropriate response or acceptance process. It 
also enables timely reporting and escalation when exposure exceeds risk appetite or agreed treatment is not producing the 
intended outcome. A register may contain sound initial analyses, estimates and action plans, but it ceases to be an effective 
risk-management tool if its underlying scenarios are outdated or no longer represent the organization’s current exposure. 
This review therefore provides the clearest overall indication that the register remains actionable and supports informed 
governance decisions. ISACA’s CRISC content outline emphasizes continuous IT risk identification, analysis, response, 
monitoring and reporting as connected activities that require current risk information: ISACA CRISC Exam Content Outline. 
Similarly, NIST describes continuous monitoring as maintaining ongoing awareness of security and privacy risk, including 
changes affecting risk status: NIST SP 800-37 Rev. 2.

QUESTION NO: 79

Which of the following is the BEST control to prevent unauthorized access to an organization's critical assets?

A. Data loss prevention (DLP)

B. Intrusion detection system (IDS)

C. Multi-factor authentication (MFA)

D. Intrusion prevention system (IPS)

ANSWER: C 

Explanation:

Multi-factor authentication (MFA) is the best control because it is a preventive access control that verifies a user’s identity 
before granting access to critical assets. It requires authentication using multiple independent factor types, such as 
something the user knows (for example, a password), something the user possesses (such as a hardware security key or 
authenticator application), or something the user is (a biometric characteristic). Consequently, compromise of a password 
alone is substantially less likely to result in successful unauthorized access.

From a CRISC risk-management perspective, MFA directly reduces the likelihood of a credential-based access event at the 
point where the risk materializes: the authentication decision. This is particularly important for critical systems, privileged 
accounts, remote access, and access to sensitive information, where stolen, reused, guessed, or phished credentials are 
common attack paths. MFA should be implemented as part of an identity and access management program, with factor 
choices and enforcement appropriate to the asset’s sensitivity and the access context. NIST’s digital identity guidance 
describes authentication assurance and multi-factor authentication requirements: NIST SP 800-63B, Digital Identity 
Guidelines. CISA also identifies MFA as a foundational measure for protecting accounts and systems from unauthorized 
access: CISA: Turn On MFA.

QUESTION NO: 80

Which of the following should be initiated when a high number of noncompliant conditions are observed during review of a 
control procedure?

A. Disciplinary action

B. A control self-assessment

C. A review of the awareness program

D. Root cause analysis

ANSWER: D 
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Explanation:

Root cause analysis should be initiated when a review identifies a high volume of noncompliant conditions. The 
concentration of exceptions suggests that the issue may extend beyond individual instances and could reflect an underlying 
weakness in the control’s design, implementation, operation, ownership, or supporting process. Root cause analysis 
provides a disciplined way to determine the condition or sequence of conditions that led to the control failures, rather than 
limiting remediation to the symptoms observed during the review.

In a CRISC-aligned risk management process, identifying the underlying cause enables the risk owner and control owner to 
select corrective actions that are proportionate, sustainable, and targeted to the actual source of exposure. The analysis may 
establish whether remediation should address process design, assigned responsibilities, system configuration, training, 
procedures, monitoring, or governance. It also produces evidence that management has understood the control issue 
sufficiently to track remediation and validate that the treatment reduces the likelihood of recurrence. ISACA’s glossary 
provides relevant governance, risk, and control terminology at ISACA Glossary. NIST describes a root cause as an 
underlying cause that, if addressed, prevents recurrence, supporting the use of this approach for widespread control 
exceptions: NIST Root Cause glossary entry.

QUESTION NO: 81

A trusted third party service provider has determined that the risk of a client’s systems being hacked is low. Which of the 
following would be the client’s BEST course of action?

A. Perform an independent audit of the third party.

B. Accept the risk based on the third party’s risk assessment.

C. Perform their own risk assessment.

D. Implement additional controls to address the risk.

ANSWER: C 

Explanation:

Perform their own risk assessment is the best course of action because the client retains accountability for risks affecting its 
systems, information, operations, and business objectives. A trusted third party’s conclusion that hacking risk is low can be 
valuable evidence, but it should be treated as an input to the client’s decision-making rather than as the decision itself. The 
provider may have used a scope, assumptions, threat model, evidence set, and risk-rating criteria that do not fully reflect the 
client’s environment. The client must assess risk in relation to its own critical assets, data classification, business processes, 
legal and regulatory duties, threat exposure, and established risk appetite and tolerance.

Conducting its own assessment enables the client to evaluate both likelihood and business impact, identify any gaps in the 
third party’s analysis, determine the residual risk, and make an accountable treatment or acceptance decision through its 
governance process. This is consistent with ISACA’s third-party risk guidance, which emphasizes continuing organizational 
responsibility for managing risks associated with external parties. NIST also describes risk assessment as a context-
dependent organizational activity that considers threats, vulnerabilities, likelihood, impact, and mission or business 
objectives. See ISACA Journal: Managing Third-Party Risk and NIST SP 800-30 Rev. 1.

QUESTION NO: 82

Which of the following should be the FIRST consideration when a business unit wants to use personal information for a 
purpose other than for which it was originally collected?

A. Informed consent

B. Cross border controls

C. Business impact analysis (BIA)

D. Data breach protection
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ANSWER: A 

Explanation:

Informed consent is the first consideration because a proposed use of personal information beyond the purpose originally 
communicated to an individual directly implicates the privacy principles of purpose limitation, transparency, and lawful 
processing. Before the business unit proceeds with the new use, it must determine whether individuals were adequately 
informed about that purpose and whether consent is required and valid for the further processing. Valid consent must be 
freely given, specific, informed, and unambiguous; it also must be documented and capable of being withdrawn where 
applicable. This assessment establishes whether the organization has an appropriate basis to process the information for the 
changed purpose and helps prevent regulatory, legal, and reputational exposure. In a risk-management context, confirming 
the individual’s awareness and authorization for the new use is an essential governance control before operationalizing the 
activity. Privacy frameworks recognize that personal data should not be used for purposes other than those specified at 
collection unless the individual consents or another lawful authority permits the use. The OECD Privacy Guidelines address 
use limitation, while GDPR Article 6 defines the lawful bases for processing, including consent. See the OECD Privacy 
Guidelines and GDPR Article 6.

QUESTION NO: 83

Which stakeholders are PRIMARILY responsible for determining enterprise IT risk appetite?

A. Audit and compliance management

B. The chief information officer (CIO) and the chief financial officer (CFO)

C. Enterprise risk management and business process owners

D. Executive management and the board of directors

ANSWER: D 

Explanation:

Executive management and the board of directors are primarily responsible for determining enterprise IT risk appetite 
because risk appetite is an enterprise governance decision: it defines the amount and type of uncertainty the organization is 
willing to accept while pursuing its strategic objectives. The board, or its delegated governance body, provides oversight and 
sets or approves the overall boundaries for risk taking in accordance with stakeholder needs, organizational purpose, and 
accountability requirements. Executive management then establishes the policies, priorities, resources, and operating 
practices needed to implement that direction across business and IT functions.

IT risk appetite cannot be determined solely as a technical, audit, compliance, finance, or process-owner activity. Decisions 
about tolerated disruption, data exposure, regulatory consequences, investment tradeoffs, and resilience affect enterprise 
value and objectives. Therefore, they require the authority and enterprise-wide perspective held by the board and executive 
leadership. In COBIT, governance evaluates stakeholder needs, directs the enterprise through agreed priorities and 
decisions, and monitors performance and conformance; this is consistent with governing risk appetite and ensuring its 
implementation. ISACA also emphasizes that effective risk governance connects risk decisions to business objectives and 
senior accountability. See ISACA COBIT resources and ISACA Journal: How to Communicate Risk Using a Heat Map.

QUESTION NO: 84

You are the project manager of the GHT project. You are accessing data for further analysis. You have chosen such a data 
extraction method in which management monitors its own controls. Which of the following data extraction methods you are 
using here? 

A. Extracting data directly from the source systems after system owner approval 

B. Extracting data from the system custodian (IT) after system owner approval

C. Extracting data from risk register

D. Extracting data from lesson learned register
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E. Conducting a control self-assessment (CSA)

ANSWER: E 

Explanation:

Conducting a control self-assessment (CSA) is correct because it is a structured technique through which management and 
relevant process owners evaluate the design and operating effectiveness of the controls for which they are responsible. The 
defining feature in the question is that management monitors its own controls. A CSA obtains assessment information 
directly from those who operate and own the business process, typically using questionnaires, facilitated workshops, 
interviews, or documented attestations. It therefore supports management accountability while giving the risk professional or 
project manager information for further analysis, including identification of control gaps, residual risk, and action plans.

In a CRISC context, this approach supports ongoing risk and control monitoring by making control ownership explicit and by 
providing a repeatable means to assess whether controls continue to address relevant risk scenarios. The resulting 
information can be incorporated into risk reporting and used to prioritize remediation or additional validation activities. ISACA 
describes COBIT as a framework for governance and management of enterprise information and technology, including 
accountability for management objectives and controls. See ISACA COBIT resources and the Institute of Internal Auditors’ 
overview of internal control and assurance practices.

QUESTION NO: 85

The software version of an enterprise's critical business application has reached end-of-life and is no longer supported by 
the vendor, IT has decided to develop an in-house replacement application Which of the following should be the PRIMARY 
concern''

A. Enterprise risk management (ERM) has not approved the decision

B. The system documentation is not available

C. The board of directors has not approved the decision

D. The business process owner is not an active participant

ANSWER: D 

Explanation:

The business process owner is not an active participant is the primary concern because the replacement of a critical 
business application must be driven by accountable business ownership, not solely by an IT implementation decision. The 
business process owner understands the process objectives, required outcomes, critical workflows, information 
requirements, regulatory obligations, embedded controls, and service-level needs that the replacement must support. Their 
active involvement is necessary to define and prioritize requirements, validate that risk and control requirements are 
incorporated into the solution design, approve user acceptance criteria, and confirm that the implemented application 
enables the intended business process.

For a critical application, insufficient business-process ownership can result in a solution that is technically delivered but 
does not meet operational needs or preserve essential controls. It can also leave key decisions about process changes, risk 
acceptance, and residual risk without appropriate accountability. ISACA’s COBIT framework emphasizes stakeholder 
engagement, alignment with enterprise objectives, value delivery, and risk optimization. These outcomes depend on ongoing 
participation by those accountable for the business process supported by technology. See ISACA’s COBIT resources and its 
guidance on enterprise risk management and governance of information and technology.

QUESTION NO: 86

Which of the following is the PRIMARY purpose of a risk register?

A. To assign control ownership of risk

B. To identify opportunities to transfer risk
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C. To provide a centralized view of risk

D. To mitigate organizational risk

ANSWER: C 

Explanation:

To provide a centralized view of risk is correct because a risk register is the authoritative, structured record used to capture 
and maintain information about identified risks within an enterprise, program, process, or project. Its primary value is 
visibility: it brings together each risk’s description, source, assessment results, risk owner, treatment decision, planned 
actions, current status, and relevant review information. This consolidated record enables risk practitioners and management 
to understand the risk profile consistently, prioritize risks according to established criteria, monitor whether responses remain 
on track, and make informed governance decisions. In CRISC-aligned practice, the register supports the risk management 
life cycle by preserving risk information from identification and analysis through response, monitoring, and reporting. It also 
supports clear accountability because the responsible parties and action status can be recorded alongside the risk. A 
register does not itself change the level of risk; rather, it supplies reliable, accessible information that supports decisions and 
actions intended to manage risk. NIST defines a risk register as a repository of risk information, while ISACA’s CRISC 
framework centers on governing, assessing, responding to, and reporting information risk. See the NIST definition of a risk 
register and ISACA’s CRISC overview.

QUESTION NO: 87

You are the project manager of GHT project. A risk event has occurred in your project and you have identified it. Which of 
the following tasks you would do in reaction to risk event occurrence? Each correct answer represents a part of the solution. 
(Choose three.) 

A. Monitor risk 

B. Maintain and initiate incident response plans

C. Update risk register

D. Communicate lessons learned from risk events

ANSWER: A B D 

Explanation:

“Monitor risk,” “Maintain and initiate incident response plans,” and “Communicate lessons learned from risk events” are 
appropriate activities once a risk event has materialized. Monitoring remains essential after occurrence because the project 
manager must continually evaluate the event’s actual impact, changing exposure, response effectiveness, and any need for 
escalation. This provides the information needed to coordinate recovery and make timely risk-informed decisions.

Maintaining and initiating incident response plans ensures that the organization moves promptly from risk planning to an 
organized operational response. Defined procedures, roles, communications, containment, recovery, and escalation 
activities help reduce disruption and support consistent treatment of the realized event. Finally, communicating lessons 
learned captures the event’s causes, impacts, control performance, and response outcomes. Sharing that knowledge 
improves future risk scenarios, response readiness, and organizational resilience. These actions support CRISC’s emphasis 
on managing IT risk throughout its life cycle and on ensuring that risk responses are monitored and improved. See ISACA’s 
CRISC certification information and NIST’s incident-response lifecycle guidance in SP 800-61 Revision 2.

QUESTION NO: 88

Which of the following poses the GREATEST risk to an organization's operations during a major it transformation?

A. Lack of robust awareness programs

B. infrequent risk assessments of key controls
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C. Rapid changes in IT procedures

D. Unavailability of critical IT systems

ANSWER: D 

Explanation:

Unavailability of critical IT systems poses the greatest operational risk because it can immediately prevent the enterprise 
from delivering its essential products, services, and internal business processes. Major IT transformations commonly involve 
system migrations, integration changes, infrastructure modernization, data conversion, and cutover activities. A disruption to 
a critical service during any of these activities can halt transaction processing, interrupt customer access, impair 
communications, delay operational decisions, and prevent the organization from meeting contractual or regulatory 
obligations.

In CRISC terms, this condition has a direct and potentially high impact on enterprise objectives, particularly operational 
resilience and value delivery. The significance is not limited to a technical failure: unavailability can rapidly become a 
business continuity event affecting multiple business units and external stakeholders. Transformation governance therefore 
needs to identify critical services, define availability requirements, assess dependencies, establish tested rollback and 
recovery procedures, and ensure continuity plans support the transition. ISACA defines risk through the combination of the 
likelihood of an event and its impact on objectives, while NIST contingency-planning guidance emphasizes maintaining or 
recovering essential information-system operations following a disruption. See the ISACA Glossary and NIST SP 800-34 
Rev. 1.

QUESTION NO: 89

Following the implementation of an Internet of Things (IoT) solution, a risk practitioner identifies new risk factors with impact 
to existing controls. Which of the following is MOST important to include in a report to stakeholders?

A. Business managers' concerns

B. Risk strategies of peer organizations

C. Changes to residual risk

D. Identified vulnerabilities

ANSWER: C 

Explanation:

Changes to residual risk are the most important item to report because they express the organization’s remaining exposure 
after the effect of existing controls has been considered. The newly identified IoT risk factors may alter the likelihood or 
business impact of risk events, reduce control effectiveness, or create control gaps. Stakeholders need this consolidated, 
business-relevant view to determine whether the resulting exposure remains within approved risk appetite and tolerance. It 
enables accountable management to make an informed risk response decision, such as accepting the revised exposure, 
prioritizing remediation, funding additional controls, modifying the IoT deployment, or escalating the matter through 
governance channels. Reporting residual-risk changes also supports ongoing risk monitoring by showing whether the 
organization’s risk profile has materially changed following implementation. This is consistent with CRISC’s emphasis on 
communicating risk information in a way that supports business decision-making and risk response. ISACA describes CRISC 
as focused on identifying and managing IT and enterprise risk and implementing appropriate controls: ISACA CRISC 
certification. NIST likewise frames IoT cybersecurity activities within organizational risk-management processes, where risk 
must be assessed and communicated to decision makers: NIST Cybersecurity for IoT Program.

QUESTION NO: 90

An organization ' s business gap analysis reveals the need for a robust IT risk strategy. Which of the following should be the 
risk practitioner ' s PRIMARY consideration when participating in development of the new strategy?

A. Scale of technology
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B. Risk indicators

C. Risk culture

D. Proposed risk budget

ANSWER: C 

Explanation:

Risk culture is the primary consideration because an effective IT risk strategy must be workable within the organization’s 
established values, behaviors, decision-making practices, and attitudes toward risk. A practitioner should understand how 
leaders and staff identify, communicate, escalate, own, and accept risk before defining strategic risk-management 
approaches. This determines whether the strategy will gain meaningful stakeholder support and be incorporated into 
business and IT decisions rather than exist only as a documented framework.

Risk culture also provides essential context for defining risk appetite and tolerance, assigning accountability, designing 
escalation paths, and establishing practical reporting expectations. A strategy that reflects the enterprise’s culture can 
promote consistent risk-informed decisions across business units, technology teams, and leadership. ISACA emphasizes 
that risk governance and management should align information and technology risk practices with enterprise objectives and 
stakeholder expectations. Similarly, ISO 31000 identifies human and cultural factors, leadership, and integration as core 
elements of effective risk management. Accordingly, understanding the organization’s risk culture should guide development 
of the IT risk strategy from the outset. See ISACA’s IT Risk Resources and the ISO 31000 risk-management overview.

QUESTION NO: 91

An organization has outsourced a critical process involving highly regulated data to a third party with servers located in a 
foreign country. Who is accountable for the confidentiality of this data?

A. Third-party data custodian

B. Data custodian

C. Regional office executive

D. Data owner

ANSWER: D 

Explanation:

Data owner is correct because accountability for the confidentiality of information remains with the enterprise role that has 
the authority to classify the data, establish its protection requirements, and accept risk on behalf of the organization. 
Outsourcing processing or storage—including storage in a foreign jurisdiction—may assign operational handling duties to a 
provider, but it does not transfer the organization’s ultimate accountability for protecting regulated information. The data 
owner must ensure that confidentiality requirements are defined and reflected in the third-party arrangement, including 
access restrictions, encryption expectations, data-location and cross-border transfer requirements, incident notification, 
monitoring, audit rights, retention, and secure disposal. This accountability is particularly important for highly regulated data 
because the organization must ensure that its use of a service provider continues to meet applicable legal, regulatory, 
contractual, and internal policy obligations. The provider can be responsible for performing agreed controls, but the data 
owner retains the governance responsibility to ensure the information receives protection appropriate to its classification and 
sensitivity. NIST describes an information owner as the official with statutory, management, or operational authority for 
specified information and responsibility for establishing rules for its appropriate use and protection. See the NIST CSRC 
definition of information owner and the ISACA glossary.

QUESTION NO: 92

You work as a project manager for TechSoft Inc. You are working with the project stakeholders on the qualitative risk 
analysis process in your project. You have used all the tools to the qualitative risk analysis process in your project. Which of 
the following techniques is NOT used as a tool in qualitative risk analysis process? 
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A. Risk Urgency Assessment 

B. Risk Reassessment

C. Risk Data Quality Assessment

D. Risk Categorization

ANSWER: B 

Explanation:

Risk Reassessment is the correct answer because it is an ongoing monitoring activity, rather than a technique for 
performing qualitative risk analysis. Qualitative analysis evaluates identified risks to establish their relative priority for further 
analysis or response. The assessment commonly considers characteristics including probability, impact, urgency, the quality 
and reliability of available risk data, and risk category. This allows the project team to focus limited resources on the risks 
requiring the most immediate management attention.

Risk reassessment occurs throughout the project life cycle as the risk environment, project assumptions, controls, and 
response effectiveness change. It involves revisiting known risks, assessing whether their probability or impact has changed, 
identifying emerging risks, and determining whether planned responses remain appropriate. Therefore, it supports 
continuous risk review and the maintenance of a current risk register instead of the initial qualitative prioritization activity. 
This distinction is consistent with project risk management practice, which separates analysis of risk attributes from ongoing 
monitoring, review, and communication. See PMI’s PMBOK Guide and Standards and ISACA’s guidance on enterprise risk 
management and the risk practitioner.

QUESTION NO: 93

Which of the following is the MOST critical consideration when awarding a project to a third-party service provider whose 
servers are located offshore?

A. Difficulty of monitoring compliance due to geographical distance

B. Delays in incident communication

C. Cost implications due to installation of network intrusion detection systems (IDSs)

D. Potential impact on data governance

ANSWER: D 

Explanation:

Potential impact on data governance is the most critical consideration because using offshore servers can materially affect 
the organization’s ability to retain accountability and control over information throughout its lifecycle. The location where data 
is stored or processed can subject it to different jurisdictional requirements for privacy, government access, data residency, 
cross-border transfers, retention, breach notification, and legal discovery. These obligations must be understood before the 
provider is selected and incorporated into the risk assessment, contract, and ongoing oversight model.

Effective data governance establishes who owns data, which classifications and handling requirements apply, who may 
access it, where it may reside, how it is protected, and when it must be retained or securely disposed of. A third party does 
not remove the organization’s responsibility for these outcomes. Therefore, the arrangement should include enforceable 
provisions for data-location transparency, encryption, access management and logging, subcontractor governance, incident 
notification, audit and assurance rights, and return or deletion of data at contract termination. ISACA’s privacy resources 
discuss organizational accountability for protecting personal information, while the European Commission explains the 
specific safeguards needed for international data transfers. See ISACA Privacy Resources and European Commission: 
International Data Transfers.

QUESTION NO: 94
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Which of the following BEST measures the operational effectiveness of risk management capabilities? 

A. Capability maturity models (CMMs) 

B. Metric thresholds

C. Key risk indicators (KRIs)

D. Key performance indicators (KPIs)

ANSWER: D 

Explanation:

Key performance indicators (KPIs) best measure the operational effectiveness of risk management capabilities because they 
assess whether defined risk-management activities and processes are achieving their intended performance objectives. 
Operational effectiveness concerns how reliably and efficiently a capability functions in practice—for example, whether risk 
assessments are completed according to schedule, risk treatment plans are implemented within agreed time frames, control-
monitoring activities occur at the required frequency, and remediation actions meet established service-level targets. KPIs 
turn these expected outcomes into measurable, repeatable performance data that management can monitor over time and 
use to drive improvement.

Effective KPI design starts with clear objectives, accountable owners, defined data sources, measurement frequency, 
targets, and escalation criteria. This allows leaders to determine not merely that a risk management capability exists, but that 
it is being performed consistently and producing the expected operational results. In COBIT, performance management uses 
goals and metrics to monitor the achievement of governance and management objectives, supporting a structured evaluation 
of process performance. NIST likewise recognizes measures as a means of evaluating the implementation and effectiveness 
of security program activities. See ISACA COBIT resources and NIST SP 800-55 Rev. 1.

QUESTION NO: 95

What are the key control activities to be done to ensure business alignment? Each correct answer represents a part of the 
solution. (Choose two.) 

A. Define the business requirements for the management of data by IT 

B. Conduct IT continuity tests on a regular basis or when there are major changes in the IT infrastructure

C. Periodically identify critical data that affect business operations

D. Establish an independent test task force that keeps track of all events

ANSWER: A C 

Explanation:

“Define the business requirements for the management of data by IT” is a key business-alignment activity because 
enterprise stakeholders must establish how information supports business processes, decisions, regulatory obligations, and 
risk tolerance. These requirements provide the basis for IT to implement appropriate data ownership, classification, quality, 
availability, retention, protection, and lifecycle controls. When requirements are business-led, data-management practices 
and related IT investments can be prioritized according to enterprise value and risk rather than technology preferences 
alone.

“Periodically identify critical data that affect business operations” is equally essential because the criticality of information can 
change as business services, products, dependencies, regulations, and threat conditions evolve. Maintaining an up-to-date 
view of critical data enables management to align protection, recovery, access, monitoring, and resilience requirements with 
the consequences of disrupted or compromised business operations. Together, these activities translate stakeholder needs 
into actionable information-management controls and support ongoing alignment between business objectives and IT 
capabilities. This reflects COBIT’s emphasis on using stakeholder needs and enterprise goals to drive governance and 
management objectives, and CRISC’s focus on managing information-system risk in support of business objectives. See 
ISACA COBIT resources and ISACA CRISC certification information.
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QUESTION NO: 96

Which of the following risk impacts should be the PRIMARY consideration for determining recovery priorities in a disaster 
recovery situation? s

A. Recovery resource availability

B. Data security

C. Recovery costs

D. Business disruption

ANSWER: D 

Explanation:

Business disruption is the primary consideration because disaster recovery priorities must be aligned to the effect that an 
outage has on the organization’s ability to deliver its critical products, services, and mission-essential processes. A business 
impact analysis establishes this basis before an incident occurs by identifying process criticality, supporting technology and 
information dependencies, maximum tolerable downtime, and recovery time objectives. During a disaster, those findings 
enable the organization to restore the capabilities whose unavailability would cause the most significant interruption to 
operations first.

This is a risk-based decision: the priority is driven by the consequence of a continued business outage, including potentially 
material operational, customer, legal, regulatory, financial, and reputational effects. The recovery sequence should therefore 
support timely resumption of the most important business activities, rather than be determined principally by implementation 
considerations. NIST contingency-planning guidance describes recovery priorities in terms of system support for 
organizational missions and business processes, and business impact analysis guidance explains that disruption 
consequences inform recovery strategy selection. See NIST SP 800-34 Rev. 1, Contingency Planning Guide for Federal 
Information Systems and Ready.gov Business Impact Analysis guidance.

QUESTION NO: 97

Which of the following BEST enables the integration of IT risk management across an organization?

A. Enterprise risk management (ERM) framework

B. Enterprise-wide risk awareness training

C. Risk management policies

D. Robust risk reporting practices

ANSWER: A 

Explanation:

Enterprise risk management (ERM) framework is the best answer because it provides the enterprise-level structure for 
integrating IT risk management with business strategy, governance, decision-making, and performance management. IT risk 
is most effectively managed when it is not treated as a separate technical discipline, but is evaluated using common 
enterprise risk terminology, criteria, ownership, reporting, and escalation processes. An ERM framework enables this 
consistency across business units and risk domains, allowing IT-related exposures to be compared, prioritized, and 
addressed according to their potential effect on organizational objectives and risk appetite. It also clarifies accountability 
among the board, executive management, business owners, risk functions, and IT stakeholders. This enterprise perspective 
is central to CRISC: risk professionals identify, assess, respond to, communicate, and monitor technology risk in a manner 
aligned with organizational objectives. COSO describes ERM as integrating risk considerations with strategy and 
performance, which directly supports the organization-wide integration asked for here. ISACA likewise positions CRISC as a 
credential focused on governing IT risk and building resilient enterprises. See ISACA CRISC and COSO Enterprise Risk 
Management guidance.
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QUESTION NO: 98

Which of the following steps ensure effective communication of the risk analysis results to relevant stakeholders? Each 
correct answer represents a complete solution. (Choose three.) 

A. The results should be reported in terms and formats that are useful to support business decisions 

B. Provide decision makers with an understanding of worst-case and most probable scenarios,due diligence exposures and 
significant reputation, legal or regulatory considerations

C. Communicate the negative impacts of the events only, it needs more consideration

D. Communicate the risk-return context clearly

ANSWER: A B D 

Explanation:

Effective communication of risk analysis results enables stakeholders to make informed, timely business decisions. The 
results should be reported in terms and formats that are useful to support business decisions because risk information must 
be meaningful to its intended audience. Reporting should translate technical exposures into business-relevant information, 
such as affected objectives, likelihood, potential impact, risk ownership and the need for a decision or response.

Provide decision makers with an understanding of worst-case and most probable scenarios, due diligence exposures and 
significant reputation, legal or regulatory considerations because these perspectives give decision makers sufficient context 
to evaluate the organization’s exposure. Scenario-based communication helps stakeholders understand both credible 
expected outcomes and severe but plausible consequences, while legal, regulatory and reputational considerations support 
governance and accountability.

Communicate the risk-return context clearly because risk decisions involve balancing potential business value against 
uncertainty and possible loss. Clear risk-return communication helps leaders determine whether to accept, avoid, mitigate, 
transfer or otherwise manage a risk in alignment with risk appetite and organizational objectives. This supports CRISC’s 
emphasis on reporting risk in business terms and ensuring that risk information supports management action. See ISACA’s 
CRISC certification overview and NIST SP 800-30 Rev. 1.

QUESTION NO: 99

An external data source has released an advisory about a critical vulnerability affecting a widely used software application. 
Which of the following should the risk practitioner do FIRST?

A. Advise application owners to patch affected software

B. Determine organizational exposure

C. Notify senior management of the critical vulnerability

D. Review the incident response plan

ANSWER: B 

Explanation:

Determine organizational exposure is the appropriate first action because a critical vulnerability advisory does not, by itself, 
establish that the enterprise is at risk. The risk practitioner must first determine whether the affected application, versions, 
components, or dependencies are present in the environment and identify the systems, services, data, and business 
processes that may be affected. This creates the essential context for assessing the vulnerability’s likelihood of exploitation 
and potential business impact.

Exposure determination should include validating the asset inventory, identifying internet-facing or otherwise reachable 
instances, checking relevant configurations and compensating controls, and determining whether credible exploitation 
information applies to the organization’s deployment. This information enables informed risk-based prioritization and a 

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F720
https://www.isaca.org/credentialing/crisc
https://www.isaca.org/credentialing/crisc
https://csrc.nist.gov/pubs/sp/800/30/r1/final


dumpsarena.co | Demo Exam - Page 54 of 101

proportionate response. It also provides the factual basis needed for accountable owners to make remediation decisions and 
for management communications to accurately reflect the enterprise’s actual risk posture.

NIST patch-management guidance emphasizes maintaining awareness of affected assets and prioritizing actions according 
to organizational risk and asset criticality. CISA’s SSVC framework likewise uses exploitation status, technical impact, and 
mission impact to support vulnerability-response decisions. See NIST SP 800-40 Rev. 4 and CISA SSVC Guide.

QUESTION NO: 100

You are the project manager of HJT project. Important confidential files of your project are stored on a computer. Keeping 
the unauthorized access of this computer in mind, you have placed a hidden CCTV in the room, even on having protection 
password. Which kind of control CCTV is? 

A. Technical control 

B. Physical control

C. Administrative control

D. Management control

ANSWER: B 

Explanation:

Physical control is correct because closed-circuit television (CCTV) protects information assets by helping secure and 
monitor the physical location in which those assets reside. Here, the confidential files are on a computer, and the CCTV 
camera is installed in the room to observe activity around that computer. Its primary purpose is to deter, detect, and support 
investigation of unauthorized physical access, tampering, or removal of equipment. The existence of a password does not 
change the CCTV’s classification: the password is a logical or technical access control, while the camera addresses risks 
associated with the physical environment.

In risk management, controls may be categorized by their nature and method of operation. Physical controls include 
safeguards that protect facilities, hardware, and other tangible assets, such as locks, guards, badges, fences, environmental 
sensors, and surveillance cameras. CCTV may also contribute detective evidence through recorded footage, but its 
functional role does not alter its classification as a physical control. NIST’s Physical and Environmental Protection control 
family includes requirements for monitoring physical access, which directly reflects the security objective supported by 
surveillance. See NIST SP 800-53 Rev. 5 and NIST Control Catalog: Physical and Environmental Protection.

QUESTION NO: 101

Which of the following BEST enables effective risk reporting to the board of directors?

A. Presenting case studies of breaches from other similar organizations

B. Mapping risk scenarios to findings identified by internal audit

C. Communicating in terms that correlate to corporate objectives and business value

D. Reporting key metrics that indicate the efficiency and effectiveness of risk governance

ANSWER: C 

Explanation:

Communicating in terms that correlate to corporate objectives and business value best enables effective board-level risk 
reporting because the board’s risk-oversight role is inherently strategic. Directors need information that shows how risk may 
affect the achievement of enterprise objectives, the preservation and creation of value, strategic initiatives, stakeholder 
confidence, financial performance, resilience, and legal or regulatory commitments. This business-focused framing turns risk 
information into decision-useful insight, allowing the board to evaluate priorities, challenge management’s assumptions, 
oversee whether exposure is within risk appetite, and make appropriate trade-off decisions.
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Risk reporting should therefore connect risk scenarios and their potential impacts to the outcomes the organization is trying 
to achieve rather than present risk primarily as technical detail. Clear linkage to objectives also enables meaningful 
aggregation and comparison of risks across business units, processes, and technology domains. It supports a common 
language between management and directors, who are accountable for governance and organizational direction. ISACA’s 
CRISC framework emphasizes governance, risk-based decision-making, and aligning risk management with enterprise 
objectives. COSO likewise describes enterprise risk management as integrated with strategy-setting and performance. See 
ISACA CRISC and COSO ERM Guidance.

QUESTION NO: 102

What are the PRIMARY requirements for developing risk scenarios?

Each correct answer represents a part of the solution. (Choose two.) 

A. Potential threats and vulnerabilities that could lead to loss events

B. Determination of the value of an asset at risk

C. Determination of actors that has potential to generate risk

D. Determination of threat type

ANSWER: A B 

Explanation:

Risk scenarios must establish both the causal pathway to a potential loss and the business significance of that loss. 
Potential threats and vulnerabilities that could lead to loss events provides the causal basis: it identifies plausible 
circumstances in which a threat could exploit a weakness and create an adverse event. This enables the organization to 
assess likelihood in a meaningful, evidence-based manner rather than treating risk as an abstract possibility.

Determination of the value of an asset at risk provides the business context needed to evaluate the consequences of the 
scenario. The asset may be information, a technology component, a service, or a business process. Understanding its 
value—including its contribution to operations, regulatory obligations, customer commitments, and organizational 
objectives—allows the potential impact of a loss event to be estimated and compared with other risks. Together, these inputs 
connect a credible loss event to the value that could be affected, supporting risk analysis, prioritization, and treatment 
decisions. This is consistent with ISACA’s business-focused IT risk approach and NIST risk-assessment guidance, which 
considers threat sources, vulnerabilities, likelihood, and impact. See ISACA IT Risk resources and NIST SP 800-30 Revision 
1.

QUESTION NO: 103

Which of the following will BEST help to ensure new IT policies address the enterprise's requirements?

A. involve IT leadership in the policy development process

B. Require business users to sign acknowledgment of the poises

C. involve business owners in the pokey development process

D. Provide policy owners with greater enforcement authority

ANSWER: C 

Explanation:

Involving business owners in the policy development process best ensures that new IT policies address enterprise 
requirements because business owners are accountable for business processes, outcomes, and the risks that could prevent 
those outcomes. They can translate enterprise objectives, customer commitments, legal or regulatory obligations, 
operational dependencies, and risk appetite into practical policy requirements. Their participation also helps ensure the 
policy is usable within real business workflows and has appropriate ownership across the enterprise. This is a core 
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governance principle: IT policies are not solely technical documents; they are governance mechanisms that should support 
stakeholder needs and enterprise goals. Early engagement with business owners enables requirements to be identified 
before policy approval, promotes agreement on responsibilities and acceptable risk, and improves adoption after 
implementation. COBIT emphasizes a governance system tailored to enterprise context and stakeholder needs, including 
alignment between business and IT objectives. ISACA’s COBIT resources are available at 
https://www.isaca.org/resources/cobit. Related guidance from NIST also recognizes that organizational policies establish 
management direction and must reflect organizational requirements; see NIST SP 800-12 Rev. 1.

QUESTION NO: 104

Which of the following should be the PRIMARY objective of a risk awareness training program? 

A. To promote awareness of the risk governance function.

B. To clarify fundamental risk management principles.

C. To enable risk-based decision making.

D. To ensure sufficient resources are available.

ANSWER: C 

Explanation:

The primary objective of a risk awareness training program is “To enable risk-based decision making.” Risk awareness is 
valuable when it equips personnel—including business owners, process owners, technology teams, and management—to 
recognize relevant uncertainty, understand the potential effect on enterprise objectives, and incorporate that understanding 
into their decisions. Training should make risk management practical and embedded in everyday work, rather than limiting it 
to a governance or compliance activity.

In the CRISC context, risk-aware individuals are better able to identify emerging issues, recognize when controls may be 
ineffective, assess whether a proposed action is consistent with risk appetite, and escalate risk information through 
appropriate channels. This improves the quality and timeliness of decisions involving investments, operational changes, 
technology implementations, exceptions, and risk treatment. Awareness of governance structures and fundamental 
principles supports this outcome, but the intended business result is better decisions that appropriately balance opportunity, 
risk exposure, controls, and enterprise objectives.

ISACA’s CRISC framework emphasizes IT risk governance and risk response in support of informed business decision-
making. ISO 31000 likewise describes risk management as supporting decisions through structured consideration of 
uncertainty and its effects. See the ISACA CRISC Exam Content Outline and ISO 31000 risk management overview.

QUESTION NO: 105

Which of the following reflects an optimal risk management strategy?

A. Maintain risk within risk tolerance levels.

B. Focus resources in areas of high risk tolerance.

C. Minimize residual risk in areas of low risk tolerance.

D. Operate within the risk capacity.

ANSWER: A 

Explanation:

Maintain risk within risk tolerance levels is the optimal strategy because risk management is intended to support informed 
achievement of enterprise objectives, not to eliminate every possible exposure. Risk tolerance translates the organization’s 
risk appetite into practical, measurable boundaries for particular objectives, processes, assets, or categories of risk. Keeping 
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residual risk within those approved boundaries ensures that management’s risk decisions remain aligned with governance 
direction while allowing the organization to pursue value-producing activities.

Where assessments show that exposure is approaching or exceeding a tolerance threshold, management can select and 
implement an appropriate risk response, such as mitigating the likelihood or impact, transferring part of the exposure, 
avoiding the activity, or formally accepting the risk when authorized. When residual exposure is within tolerance, it may be 
accepted and monitored, with periodic reassessment as business objectives, threats, controls, and operating conditions 
change. This risk-based allocation of attention and investment enables resources to be directed proportionately and 
consistently. ISACA describes appetite and tolerance as essential concepts for setting boundaries around acceptable risk-
taking; NIST likewise emphasizes managing risk according to organizational risk assumptions, constraints, and priorities. 
See ISACA’s discussion of risk appetite and risk tolerance and NIST SP 800-39.

QUESTION NO: 106

Which of the following are true for quantitative analysis?

Each correct answer represents a complete solution. (Choose three.) 

A. Determines risk factors in terms of high/medium/low. 

B. Produces statistically reliable results

C. Allows discovery of which phenomena are likely to be genuine and which are merely chance occurrences

D. Allows data to be classified and counted

ANSWER: B C D 

Explanation:

Quantitative analysis uses numerical, measurable data and mathematical or statistical methods to evaluate relationships, 
likelihood, and impact. Therefore, “Produces statistically reliable results” is a valid characteristic because quantitative 
techniques use defined measures, calculations, probability, sampling, and statistical testing to generate results that can be 
evaluated for reliability and reproducibility. “Allows discovery of which phenomena are likely to be genuine and which are 
merely chance occurrences” is also correct because statistical inference enables analysts to assess whether observed 
patterns or differences are likely to reflect a meaningful effect rather than random variation. “Allows data to be classified and 
counted” is correct because quantitative analysis requires observations to be structured into variables or categories that can 
be measured, enumerated, compared, and analyzed. In a risk context, this supports expressing factors such as event 
frequency, probability, loss magnitude, and exposure in numerical terms, enabling calculations of risk estimates and 
comparison of treatment alternatives. NIST describes quantitative risk assessment as using numerical values and analysis 
methods to characterize risk and uncertainty. ISACA’s CRISC framework similarly emphasizes risk-based decision-making 
supported by meaningful risk information. See NIST SP 800-30 Rev. 1 and ISACA CRISC.

QUESTION NO: 107

The only output of qualitative risk analysis is risk register updates. When the project manager updates the risk register he will 
need to include several pieces of information including all of the following except for which one? 

A. Trends in qualitative risk analysis 

B. Risk probability-impact matrix

C. Risks grouped by categories

D. Watchlist of low-priority risks

ANSWER: B 

Explanation:
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Risk probability-impact matrix is correct because it is an assessment mechanism used during qualitative risk analysis, 
rather than information produced for inclusion in the risk register. The matrix establishes the organization’s or project’s 
criteria for rating risk probability and impact and combines those ratings to assign a relative priority, such as high, medium, or 
low. It provides a consistent basis for evaluating individual risks and deciding which ones need greater management 
attention.

Once the matrix has been applied, the resulting risk prioritization is recorded in the risk register along with related qualitative-
analysis results. The matrix itself remains part of the risk-management methodology, evaluation criteria, or supporting risk-
management documentation. This distinction matters because the register is the project’s evolving record of identified risks 
and their current assessment, while the probability-impact matrix is the repeatable tool that enables those assessments. 
ISACA risk guidance similarly emphasizes defining risk criteria so that risk analysis is performed consistently and supports 
risk-informed decisions. See ISACA’s enterprise risk management overview and PMI’s standards and publications.

QUESTION NO: 108

What is a risk practitioner's BEST approach to monitor and measure how quickly an exposure to a specific risk can affect the 
organization?

A. Create an asset valuation report.

B. Create key performance indicators (KPls).

C. Create key risk indicators (KRIs).

D. Create a risk volatility report.

ANSWER: C 

Explanation:

Create key risk indicators (KRIs). KRIs are measurable metrics used to provide an early warning that risk exposure is 
changing and may be approaching or exceeding the organization’s defined tolerance. For a specific risk scenario, the 
practitioner identifies leading or lagging measurements that meaningfully reflect the conditions driving that risk, establishes 
baselines and thresholds, and monitors changes over time. Trend analysis and threshold breaches help indicate not only 
that exposure is increasing, but also its velocity—how rapidly the organization may be affected and how urgently 
management should respond.

Effective KRIs are explicitly linked to business objectives, risk appetite, and a defined risk owner. They provide decision-
useful reporting that supports timely escalation and risk treatment before the exposure creates an unacceptable business 
impact. For example, a rapidly rising number of critical unpatched vulnerabilities, attempted account compromises, or 
supplier service failures can signal increasing exposure and prompt action at pre-established trigger levels. This aligns with 
ISACA risk-management practice: indicators enable ongoing risk monitoring and communication to ensure risk remains 
within accepted limits. ISACA describes key risk indicators in its Glossary, and discusses practical measurement and 
reporting approaches in its ISACA Journal guidance on measuring and reporting information and technology risk.

QUESTION NO: 109

Which of the following BEST supports an accurate asset inventory system?

A. Asset management metrics are aligned to industry benchmarks.

B. The asset management team is involved in the budgetary planning process.

C. Organizational information risk controls are continuously monitored.

D. There are defined processes in place for onboarding assets.

ANSWER: D 

Explanation:
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There are defined processes in place for onboarding assets best supports an accurate asset inventory because it 
establishes a repeatable control at the point each asset enters the organization’s environment. An effective onboarding 
process requires assets to be identified and recorded before use, with essential attributes such as the asset owner, 
custodian, classification, location, configuration details, and business purpose captured consistently. It also defines 
accountability for updating the inventory as the asset is deployed and integrated with related processes, such as vulnerability 
management, configuration management, and risk assessment. This timely, standardized capture of asset data reduces the 
risk of unknown, unowned, or unmanaged hardware, software, cloud services, and information assets. Accurate asset 
visibility is fundamental to risk management because an organization cannot reliably assess risk, apply controls, or assign 
treatment responsibility for assets it has not identified. NIST’s Cybersecurity Framework includes asset management 
practices to inventory managed hardware, software, services, and systems, while CIS Control 1 calls for an accurate, 
detailed, and up-to-date inventory of enterprise assets. Formal onboarding operationalizes these objectives by making 
inventory recording a required lifecycle activity. See the NIST Cybersecurity Framework and CIS Control 1: Inventory and 
Control of Enterprise Assets.

QUESTION NO: 110

When outsourcing a business process to a cloud service provider, it is MOST important to understand that:

A. a risk owner must be designated within the cloud service provider.

B. service accountability remains with the cloud service provider.

C. insurance could be acquired for the risk associated with the outsourced process.

D. accountability for the risk will remain with the organization.

ANSWER: D 

Explanation:

Accountability for the risk will remain with the organization. Outsourcing to a cloud service provider can delegate the 
performance of services and operation of specified controls, but it does not transfer the organization’s ultimate accountability 
for business outcomes, legal and regulatory obligations, customer commitments, or risk-management decisions. The 
organization remains responsible for determining whether use of the provider is consistent with its risk appetite, conducting 
due diligence, defining security and service requirements, establishing contractual obligations, reviewing assurance 
evidence, and monitoring the provider throughout the arrangement. This accountability is particularly important because a 
provider failure, data exposure, service interruption, or compliance breach can affect the organization even where the 
immediate operational cause lies with the provider. Effective governance therefore requires clear assignment of retained 
responsibilities, ongoing third-party risk oversight, escalation processes, and viable contingency or exit arrangements. 
ISACA’s risk terminology distinguishes accountability from activities performed by another party, and NIST’s cloud guidance 
emphasizes that cloud consumers retain important security and risk-management responsibilities under the shared-
responsibility model. See the ISACA Glossary and NIST SP 800-146: Cloud Computing Synopsis and Recommendations.

QUESTION NO: 111

Which of the following is the PRIMARY responsibility of a control owner?

A. To make risk-based decisions and own losses

B. To ensure implemented controls mitigate risk

C. To approve deviations from controls

D. To design controls that will eliminate risk

ANSWER: B 

Explanation:
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To ensure implemented controls mitigate risk is the primary responsibility of a control owner. A control owner is accountable 
for ensuring that an assigned control is appropriately implemented, operates consistently, and remains effective in managing 
the risk it was intended to address. This responsibility continues throughout the control life cycle: maintaining control 
procedures, retaining evidence of performance, monitoring for failures or changes in the underlying risk environment, 
participating in testing or assurance activities, and ensuring deficiencies are addressed. The key outcome is not simply that a 
control exists, but that it reduces risk to a level consistent with organizational risk appetite and applicable business 
objectives. In CRISC practice, control ownership therefore connects day-to-day control operation with the organization’s risk 
response. Where a control is no longer effective because of process, technology, regulatory, or threat changes, the owner 
helps ensure that it is updated or that remediation is initiated. ISACA’s terminology recognizes controls as measures that 
modify risk, while CRISC emphasizes the ongoing governance, design, implementation, monitoring, and maintenance of risk-
based controls. See the ISACA Glossary and the ISACA CRISC certification overview.

QUESTION NO: 112

Which of the following statements are true for risk communication? Each correct answer represents a complete solution. 
(Choose three.) 

A. It requires a practical and deliberate scheduling approach to identify stakeholders, actions, and concerns. 

B. It helps in allocating the information concerning risk among the decision-makers.

C. It requires investigation and interconnectivity of procedural, legal, social, political, and economic factors.

D. It defines the issue of what a stakeholder does, not just what it says.

ANSWER: A C D 

Explanation:

Risk communication is a continuous, purposeful exchange that enables stakeholders to understand risk, make informed 
decisions, and act consistently with the enterprise’s risk appetite and objectives. “It requires a practical and deliberate 
scheduling approach to identify stakeholders, actions, and concerns.” is correct because communication must be planned: 
the risk owner and practitioners need to identify the appropriate audiences, determine when information is needed for 
decisions or escalation, and address concerns that could affect understanding or action.

“It requires investigation and interconnectivity of procedural, legal, social, political, and economic factors.” is correct because 
risk communication must place technical risk information in its business and external context. Stakeholder interpretation of 
risk is shaped by applicable requirements, operating processes, organizational priorities, and wider impacts; communicating 
these connections supports meaningful risk-informed decisions.

“It defines the issue of what a stakeholder does, not just what it says.” is correct because effective communication is 
evidenced through accountability, decisions, escalation, acceptance, treatment, and other observable response actions. 
NIST recognizes communication and information sharing as integral to risk-management activities, while CRISC emphasizes 
connecting IT risk to enterprise decision-making. See NIST SP 800-30 Rev. 1 and ISACA CRISC.

QUESTION NO: 113

Which of the following events should result in an update 1o the risk register?

A. Threshold levels for a key performance indicator (KPI) have been changed

B. A project for implementing automated controls has been completed

C. An internal audit of risk management processes has been initiated

D. Senior management has requested more frequent updates on the risk profile

ANSWER: B 

Explanation:
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A project for implementing automated controls has been completed should result in an update to the risk register because it 
represents a material change in the control environment and in the status of the documented risk response. The register 
should record that the planned treatment activity has been completed, identify the controls now operating, and prompt the 
risk owner to reassess the risk’s likelihood, impact, and resulting residual risk. This update ensures that management’s view 
of exposure reflects the organization’s current—not planned—control capability.

Risk registers are living records used to support governance decisions, accountability, and ongoing risk monitoring. 
Completing an automation project may reduce the probability of error, improve the consistency or timeliness of control 
execution, and alter the evidence available to demonstrate control operation. The risk owner should therefore validate 
whether the implemented controls operate as designed and determine whether the residual risk remains within the 
organization’s established risk appetite or tolerance. ISACA defines risk management as a continuing process of identifying, 
assessing, and responding to risk, while the NIST Risk Management Framework emphasizes ongoing monitoring of controls 
and changes to risk posture. See the ISACA Glossary and NIST Risk Management Framework.

QUESTION NO: 114

Which of the following is MOST likely to result in a major change to the overall risk profile of the organization?

A. Changes in internal and external risk factors

B. Changes in internal and external auditors

C. Changes in risk appetite and risk tolerance

D. Changes in vulnerability assessment and penetration testing

ANSWER: A 

Explanation:

Changes in internal and external risk factors are most likely to result in a major change to the organization’s overall risk 
profile because the risk profile represents the aggregate nature, level, and distribution of risks affecting enterprise objectives. 
Material changes to the business environment can directly change both the likelihood and impact of risk scenarios. Internal 
examples include a significant technology transformation, acquisition, new product or service, altered business process, loss 
of key personnel, or a change in reliance on third parties. External examples include emerging cyber threats, major 
regulatory developments, economic instability, geopolitical events, or disruption in a critical supplier ecosystem.

CRISC risk management is based on maintaining risk awareness as organizational objectives, assets, processes, threats, 
and vulnerabilities evolve. When these underlying factors change, inherent risk and residual risk may change substantially, 
potentially requiring reassessment of risk ownership, treatment plans, controls, monitoring metrics, and reporting priorities. A 
risk profile therefore must be reviewed and updated in response to significant changes in the internal or external 
environment. ISACA describes CRISC as focused on identifying and managing IT risk in support of enterprise objectives; 
see ISACA’s CRISC certification overview. Relevant ISACA terminology concerning risk and risk management is also 
available in the ISACA Glossary.

QUESTION NO: 115

Which of the following guidelines should be followed for effective risk management?

Each correct answer represents a complete solution. (Choose three.) 

A. Promote and support consistent performance in risk management 

B. Promote fair and open communication

C. Focus on enterprise's objective

D. Balance the costs and benefits of managing risk

ANSWER: B C D 
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Explanation:

Effective risk management must support the enterprise’s ability to achieve its objectives, make informed decisions, and use 
resources responsibly. “Promote fair and open communication” is essential because risk information, including risk 
scenarios, ownership, treatment decisions, and residual exposure, must be communicated clearly and promptly to the 
stakeholders accountable for decisions. This promotes informed risk awareness across the enterprise. “Focus on 
enterprise's objective” is correct because risk management is business-driven: risk is assessed in relation to the potential 
effect on enterprise strategy, objectives, value delivery, and stakeholder expectations. A risk practice that is not connected to 
these objectives cannot reliably prioritize what matters most. “Balance the costs and benefits of managing risk” reflects the 
need for proportionate risk responses. Controls, mitigation, monitoring, and assurance activities should be selected based on 
the value of the expected risk reduction relative to their financial, operational, and opportunity costs. ISACA’s Risk IT 
guidance emphasizes connecting IT risk with business objectives, communicating risk effectively, and making risk-aware 
decisions that balance value and cost. See ISACA’s IT Risk resources and ISO 31000 risk-management overview.

QUESTION NO: 116

Which of the following assets are the examples of intangible assets of an enterprise?

Each correct answer represents a complete solution. (Choose two.) 

A. Customer trust 

B. Information

C. People

D. Infrastructure

ANSWER: A B 

Explanation:

Customer trust and Information are intangible assets because each has enterprise value without having an inherent 
physical form. Customer trust represents the confidence customers place in an organization’s reliability, integrity, products, 
and handling of their interests. This relationship-based value can materially affect customer retention, revenue, market 
position, and the organization’s ability to achieve strategic objectives. It therefore requires consideration when identifying 
assets and evaluating the business impact of risk events.

Information is also an intangible enterprise asset. Although information may be recorded on physical devices or paper, its 
value is in the content itself: for example, customer data, intellectual property, financial records, business plans, operational 
knowledge, and analytics. Information risk management protects this value by addressing confidentiality, integrity, and 
availability in alignment with enterprise objectives and risk appetite. ISACA’s risk and governance approach recognizes that 
assets extend beyond physical property to anything of value that enables the enterprise to meet its goals. NIST likewise 
defines an information asset as information of value to an organization that should be protected. See the ISACA Glossary 
and the NIST CSRC definition of information asset.

QUESTION NO: 117

You are the project manager of GHT project. You have initiated the project and conducted the feasibility study. What result 
would you get after conducting feasibility study? 

Each correct answer represents a complete solution. (Choose two.)

A. Recommend alternatives and course of action 

B. Risk response plan

C. Project management plan

D. Results of criteria analyzed, like costs, benefits, risk, resources required and organizational impact
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ANSWER: A D 

Explanation:

A feasibility study provides decision-quality information on whether an initiative is viable and should proceed. Its results 
include an analysis of relevant evaluation criteria—such as projected costs, anticipated benefits, material risks, resource 
requirements, and organizational impacts. This analysis supplies the factual basis for assessing practicality, affordability, 
expected value, and alignment with business needs before the organization commits substantial funding or implementation 
resources. The study also identifies and evaluates feasible solution approaches, allowing decision makers to compare 
options and select an appropriate course of action. A recommendation is therefore a key feasibility-study output because it 
translates the analysis into a clear proposal, such as proceeding with a preferred alternative, performing further analysis, or 
not proceeding. In CRISC-aligned risk practice, this early assessment supports informed, risk-aware investment and 
governance decisions by making uncertainty, expected value, and constraints visible to stakeholders. ISACA’s COBIT 
framework emphasizes governance decisions that optimize value while balancing benefits, risk, and resource use. PMI 
likewise describes the business case as an input to project authorization that considers business need, benefits, costs, risks, 
and alternatives. See ISACA COBIT resources and PMI’s business-case guidance.

QUESTION NO: 118

A new regulatory requirement imposes severe fines for data leakage involving customers' personally identifiable information 
(PII). The risk practitioner has recommended avoiding the risk. Which of the following actions would BEST align with this 
recommendation? 

A. Implement strong encryption for PII.

B. Modify business processes to stop collecting PII. 

C. Move PII to a highly secured outsourced site. 

D. Reduce retention periods for PII data.

ANSWER: B 

Explanation:

Modify business processes to stop collecting PII. is the best alignment with risk avoidance because it eliminates the business 
activity that creates the relevant exposure: collecting and retaining customers’ personally identifiable information. In risk 
management, avoidance is selected when an organization decides not to undertake, continue, or enable an activity whose 
risk exceeds its appetite or whose potential consequences are unacceptable. Here, ceasing collection of PII removes the 
organization’s need to store and process that information for the affected process, thereby eliminating the data-leakage 
scenario and the associated regulatory-fine exposure for that data set. This is distinct from measures that continue the 
activity while changing the likelihood, impact, location, or duration of the exposure. The action must therefore address the 
source of the risk rather than its safeguards or handling arrangements. The approach also reflects the privacy principle of 
data minimization: organizations should limit personal-data collection to information necessary for a legitimate, defined 
purpose. Where the process can be redesigned so PII is not needed, stopping collection is both an avoidance response and 
a privacy-by-design outcome. ISACA’s risk terminology and guidance are available in the ISACA Glossary. For an 
authoritative privacy-data-minimization reference, see Article 5 of the GDPR.

QUESTION NO: 119

Which of the following would BEST provide early warning of a high-risk condition?

A. Risk assessment

B. Key risk indicator (KRI)

C. Risk register

D. Key performance indicator (KPI)

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F720
https://www.isaca.org/resources/cobit
https://www.pmi.org/learning/library/business-case-project-management-6118
https://www.isaca.org/resources/glossary
https://eur-lex.europa.eu/eli/reg/2016/679/oj


dumpsarena.co | Demo Exam - Page 64 of 101

ANSWER: B 

Explanation:

Key risk indicator (KRI) is the best answer because KRIs are specifically selected metrics that provide an early signal of 
changing risk exposure. A KRI is linked to a defined risk scenario and is monitored against established thresholds, risk 
appetite, or tolerance levels. A worsening trend or threshold breach alerts risk owners and management that the likelihood or 
potential impact of a high-risk condition may be increasing, allowing them to investigate and take preventive or mitigating 
action before the risk event occurs.

For example, an increase in unpatched critical vulnerabilities, repeated failed privileged-access attempts, or a growing 
number of overdue high-risk audit findings may serve as a KRI. The metric is useful not merely because it measures activity, 
but because its movement indicates an emerging condition requiring attention and supports timely escalation through the 
organization’s risk management process. ISACA defines a KRI as a metric capable of showing that an organization is 
subject to, or has a high probability of being subject to, a risk that exceeds its defined risk appetite. This early-warning 
function directly addresses the question. See the ISACA Glossary and ISACA’s IT Risk resources.

QUESTION NO: 120

Which of the following is the BEST way to determine whether new controls mitigate security gaps in a business system?

A. Complete an offsite business continuity exercise.

B. Conduct a compliance check against standards.

C. Perform a vulnerability assessment.

D. Measure the change in inherent risk.

ANSWER: C 

Explanation:

Perform a vulnerability assessment is the best way to establish whether newly implemented controls have reduced the 
security gaps in the business system. The assessment examines the system after the controls are in place to identify 
residual technical weaknesses, such as unpatched software, insecure configurations, excessive access permissions, 
exposed services, or other conditions that could still be exploited. This produces objective evidence about the remaining 
exposure and helps determine whether the controls are operating effectively enough to address the specific security risks 
they were intended to mitigate.

From a risk and control perspective, effective control validation requires evaluating the actual system environment rather 
than relying only on the existence of a documented control. A vulnerability assessment can be targeted to the previously 
identified gaps and repeated over time, enabling the organization to compare results and determine whether the risk 
treatment has reduced vulnerabilities to an acceptable level. NIST describes security-control assessment as determining 
whether controls are implemented correctly, operating as intended, and producing the desired outcome in NIST SP 800-53A. 
NIST also provides guidance on technical testing and vulnerability assessment methods in NIST SP 800-115.

QUESTION NO: 121

Which of the following is the BEST way to address a board ' s concern about the organization ' s current cybersecurity 
posture?

A. Increase the frequency of vulnerability testing.

B. Assess security capabilities against an industry framework

C. Update security risk scenarios.

D. Create a new security risk officer role.
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ANSWER: B 

Explanation:

Assess security capabilities against an industry framework is the best way to address the board’s concern because it 
produces a structured, objective view of cybersecurity posture that supports governance and risk-based decision-making. A 
recognized framework provides a common language for management and the board to evaluate whether security capabilities 
are sufficient for the organization’s objectives, risk appetite, regulatory obligations, and threat environment. It enables the 
organization to establish a current-state baseline, identify capability or maturity gaps, prioritize remediation investments, 
assign accountability, and track improvement over time. This gives the board meaningful oversight information rather than 
isolated operational metrics. For example, the NIST Cybersecurity Framework is designed to help organizations understand, 
assess, prioritize, and communicate cybersecurity risk management outcomes across governance and technical 
stakeholders. COBIT similarly supports governance by connecting enterprise objectives, risk, controls, performance, and 
assurance. A framework-based assessment therefore translates the broad question of “how secure are we?” into a 
repeatable and defensible evaluation of relevant controls and capabilities, with results that can be reported in business and 
risk terms. See the NIST Cybersecurity Framework and ISACA’s COBIT resources.

QUESTION NO: 122

Which of the following come under the phases of risk identification and evaluation?

Each correct answer represents a complete solution. (Choose three.) 

A. Maintain a risk profile 

B. Collecting data

C. Analyzing risk

D. Applying controls

ANSWER: A B C 

Explanation:

“Maintain a risk profile,” “Collecting data,” and “Analyzing risk” are integral activities within risk identification and evaluation. 
Effective identification begins by collecting relevant, reliable information about business objectives, processes, technology 
assets, threat sources, vulnerabilities, existing controls, incidents, dependencies, and the operating environment. This 
information provides the factual basis for defining meaningful risk scenarios rather than relying on assumptions.

Analyzing risk then evaluates those scenarios in terms of potential impact, likelihood, velocity or timing where applicable, and 
the adequacy of current controls. The resulting assessment helps management understand the relative significance of risks 
and supports informed prioritization and decision-making. A risk profile captures this evaluated information in a structured, 
usable record, including risk ownership, status, exposure, related objectives, and treatment information. Maintaining the 
profile is essential because business conditions, threats, systems, and controls change over time; the profile must therefore 
remain current to support ongoing risk monitoring and reporting.

These activities align with CRISC’s emphasis on identifying, assessing, and communicating technology risk. ISACA 
describes CRISC as focused on IT risk management and control assurance: ISACA CRISC. Comparable risk-assessment 
guidance is available in NIST SP 800-30 Rev. 1.

QUESTION NO: 123

Qualitative risk assessment uses which of the following terms for evaluating risk level?

Each correct answer represents a part of the solution. (Choose two.) 

A. Impact 

B. Annual rate of occurrence
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C. Probability

D. Single loss expectancy

ANSWER: A C 

Explanation:

Qualitative risk assessment evaluates and prioritizes risk using descriptive judgments rather than numerical loss 
calculations. Impact represents the magnitude of adverse consequences should a threat event occur. Depending on the 
assessment scope, this can include effects on strategic objectives, operations, finances, legal or regulatory compliance, 
customers, and reputation. Organizations commonly express impact using scales such as low, moderate, and high, with 
defined criteria for each rating.

Probability represents the assessed chance that the event or condition will occur. It is likewise commonly evaluated through 
qualitative scales, informed by such factors as the threat environment, control effectiveness, prior events, exposure, and 
expert judgment. Assessors combine probability and impact—often in a risk matrix—to establish an overall risk rating and 
determine the priority of treatment or response. This is consistent with ISACA risk-management practice and NIST guidance, 
which frames risk determination around likelihood and impact. See ISACA Journal: Performing a Risk Assessment and NIST 
SP 800-30 Rev. 1.

QUESTION NO: 124

Which of the following are important characteristics of an effective control objective?

Each correct answer represents a complete solution. (Choose three.)

A. Alignment to a defined risk

B. Clear and measurable expected outcomes

C. Assignment to an accountable owner

D. Selection of a preferred technology product

ANSWER: A B C 

Explanation:

Alignment to a defined risk is important because a control objective should address a specific risk scenario or risk 
condition. This establishes why the control is needed and enables management to evaluate whether the control contributes 
to reducing the relevant likelihood or impact.

Clear and measurable expected outcomes are necessary because control performance and effectiveness must be 
capable of assessment. A well-defined objective allows control owners, risk owners, and assurance functions to determine 
whether the control is operating as intended and producing the expected result.

Assignment to an accountable owner is also essential. An identified owner is responsible for operating or overseeing the 
control, addressing exceptions, maintaining evidence, and escalating significant deficiencies. A control objective should not 
merely describe a technology feature or a general management aspiration; it should define the intended risk-reduction 
outcome. NIST control assessment guidance emphasizes evaluating whether controls are implemented correctly, operating 
as intended, and achieving desired outcomes. See NIST SP 800-53A Rev. 5 and ISACA COBIT resources.

QUESTION NO: 125

Which of the following IS processes provide indirect information?

Each correct answer represents a complete solution. (Choose three.) 

A. Post-implementation reviews of program changes
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B. Security log monitoring

C. Problem management

D. Recovery testing

ANSWER: A B C 

Explanation:

Post-implementation reviews of program changes, Security log monitoring, and Problem management provide indirect 
information because they generate operational evidence from which an organization can infer the performance and 
effectiveness of related controls and processes. Post-implementation reviews examine outcomes after a change has been 
introduced, such as whether expected results were achieved and whether issues emerged in production. This information 
supports an assessment of the broader change, testing, approval, and release-management processes. Security log 
monitoring provides records of events, exceptions, authentication activity, and potentially anomalous behavior. Trends and 
patterns in those records can indicate whether access, monitoring, and incident-response controls are functioning as 
intended. Problem management supplies indirect information through recurring incident patterns, root-cause analyses, 
known errors, and corrective actions. These outputs can reveal underlying weaknesses or control gaps in areas such as 
operations, configuration, capacity, and change management. In a CRISC context, this type of evidence is important for 
ongoing risk monitoring because it helps risk practitioners identify control-performance indicators and emerging risk 
conditions without directly testing every underlying control activity. ISACA describes CRISC’s focus on IT risk identification, 
assessment, response, and monitoring at ISACA CRISC. COBIT resources also describe governance and management 
objectives that support monitoring and assurance activities: ISACA COBIT.

QUESTION NO: 126

Which of the following issues found during the review of a newly created disaster recovery plan (DRP) should be of MOST 
concern?

A. Some critical business applications are not included in the plan

B. Several recovery activities will be outsourced

C. The plan is not based on an internationally recognized framework

D. The chief information security officer (CISO) has not approved the plan

ANSWER: A 

Explanation:

Some critical business applications are not included in the plan is the issue of greatest concern because a disaster recovery 
plan must enable restoration of the technology services that support the organization’s most important business processes. 
Recovery scope should be derived from a business impact analysis, which identifies critical processes, their supporting 
applications and infrastructure, and the recovery time and recovery point objectives required to limit disruption to an 
acceptable level. Omitting a critical application creates a direct gap between the organization’s recovery capability and its 
business needs. During an actual disruption, that omission can prevent restoration of an essential service even if the 
documented recovery procedures for included systems are effective. The resulting impact may include prolonged operational 
interruption, financial loss, unmet contractual commitments, regulatory exposure, or harm to customers and stakeholders. A 
newly developed plan should be maintained, tested, and approved through appropriate governance, but complete coverage 
of critical applications is fundamental to whether the plan can achieve its recovery objective at all. NIST contingency-
planning guidance specifically calls for recovery strategies and procedures to be based on system criticality and mission or 
business-process requirements. See NIST SP 800-34 Rev. 1 and ISACA CRISC certification.

QUESTION NO: 127

Which of the following s MOST likely to deter an employee from engaging in inappropriate use of company owned IT 
systems?
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A. A centralized computer security response team

B. Regular performance reviews and management check-ins

C. Code of ethics training for all employees

D. Communication of employee activity monitoring

ANSWER: D 

Explanation:

Communication of employee activity monitoring is most likely to deter inappropriate use because deterrence relies on an 
employee’s awareness that actions on company-owned systems can be observed, recorded, attributed, and acted upon. 
Clearly communicating monitoring practices—through acceptable-use policies, onboarding, periodic training, and system 
login banners—creates accountability before misuse occurs. This directly influences behavior by increasing the perceived 
likelihood that policy violations will be detected and linked to the responsible individual. For effective governance, the 
communication should state the organization’s authorized-use expectations, the fact that monitoring may occur, and the 
consequences of violations, while remaining consistent with applicable privacy, labor, and legal requirements. Audit and 
accountability capabilities provide the evidence needed to reconstruct user activity; communicating their use makes these 
capabilities a meaningful behavioral deterrent rather than solely a detective control. NIST’s audit and accountability control 
family identifies the importance of generating, reviewing, retaining, and reporting audit information to support accountability. 
ISACA also recognizes that policies and standards must be communicated so that personnel understand their 
responsibilities and expected conduct. See the NIST SP 800-53 AU-2 Audit Events control and ISACA’s guidance on 
effective information security policies.

QUESTION NO: 128

You are the project manager of GHT project. You and your team have developed risk responses for those risks with the 
highest threat to or best opportunity for the project objectives. What are the immediate steps you should follow, after 
planning for risk response process? Each correct answer represents a complete solution. (Choose three.) 

A. Updating Project management plan and Project document 

B. Applying controls

C. Updating Risk register

D. Prepare Risk-related contracts

ANSWER: A C D 

Explanation:

Updating Project management plan and Project document is an immediate result of planning risk responses because 
selected response strategies can require changes to planned scope, schedule, cost, resources, quality activities, 
assumptions, and management approaches. Recording those decisions in the relevant management plan components and 
project documents ensures the approved approach is integrated into how the project will be directed and monitored.

Updating Risk register is essential because the register must document the agreed response strategy, response owner, 
triggers, residual risk, secondary risks, contingency actions, and any required reserves for each material risk. This creates 
the traceable record needed to implement the response and evaluate its effectiveness throughout the project.

Prepare Risk-related contracts is appropriate where the chosen strategy involves a third party—for example, transferring 
exposure through insurance, allocating liability, outsourcing work, or sharing an opportunity. The contractual arrangement 
formally establishes the external party’s responsibilities, risk allocation, and any required terms for the response. These 
artifacts make risk-response planning actionable rather than merely analytical. See PMI’s PMBOK Guide and Standards and 
ISACA’s CRISC certification overview for related risk-management concepts.

QUESTION NO: 129
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What are the requirements for creating risk scenarios? Each correct answer represents a part of the solution. (Choose 
three.) 

A. Determination of cause and effect

B. Determination of the value of business process at risk

C. Potential threats and vulnerabilities that could cause loss

D. Determination of the value of an asset

ANSWER: B C D 

Explanation:

Risk scenarios make an enterprise risk concrete by describing a plausible condition or event and connecting it to business 
consequences. Determination of the value of business process at risk is required because the scenario must be 
expressed in terms meaningful to the enterprise: the importance of the process, its objectives, and the consequences of 
disruption, compromise, or failure. Potential threats and vulnerabilities that could cause loss provide the causal context 
for the scenario. Identifying relevant threat events and exploitable weaknesses enables an appropriate assessment of the 
likelihood that a loss event could occur. Determination of the value of an asset is also needed because assets support 
business processes and their value or criticality helps establish the potential scale of impact if confidentiality, integrity, 
availability, or other required properties are affected. Together, these inputs connect valuable business activities and 
supporting assets with realistic loss-producing conditions, allowing risk practitioners to evaluate exposure and prioritize 
treatment. This is consistent with CRISC’s focus on identifying and assessing IT risk in relation to enterprise objectives and 
with NIST risk-assessment guidance addressing threat sources, vulnerabilities, assets, and adverse impacts. See ISACA 
CRISC and NIST SP 800-30 Rev. 1.

QUESTION NO: 130

Which of the following information should be included in a risk report to the board of directors?

Each correct answer represents a complete solution. (Choose three.)

A. Material risk exposure compared with risk appetite

B. Emerging risk trends and significant changes in the risk profile

C. Status of significant risk treatment activities

D. Detailed records of all daily security log events

ANSWER: A B C 

Explanation:

Material risk exposure compared with risk appetite should be included because the board requires a clear view of 
whether the enterprise's current risk position is within the boundaries it has approved. Reporting should focus on the risks 
most likely to affect strategic objectives and enterprise value.

Emerging risk trends and significant changes in the risk profile are also important because the board needs timely 
insight into conditions that may alter the organization's exposure. This includes changes in the external environment, 
technology dependencies, regulatory obligations, and threat activity.

Status of significant risk treatment activities enables the board to oversee whether management is addressing material 
exposures in a timely and effective manner. Detailed operational log records are generally not appropriate for board 
reporting unless they are needed to explain a material issue. Board-level reports should be concise, business-focused, and 
decision-oriented. See ISACA COBIT resources and COSO Enterprise Risk Management guidance.

QUESTION NO: 131
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A risk assessment has revealed that the probability of a successful cybersecurity attack is increasing. The potential loss 
could exceed the organization's risk Appetite Which of the following would be the MOST effective course of action?

A. Purchase cybersecurity insurance.

B. Re-evaluate the organization's risk appetite.

C. Review cybersecurity incident response procedures

D. Outsource the cybersecurity function.

ANSWER: A 

Explanation:

Purchase cybersecurity insurance. is the most effective available response because the assessment indicates that the 
organization’s exposure may exceed its established risk appetite. Risk appetite defines the amount and type of risk an 
organization is prepared to accept in pursuing its objectives. When anticipated loss is beyond that boundary, risk 
management should select and authorize a response that reduces the exposure to an acceptable level. Cybersecurity 
insurance is a risk-transfer or risk-sharing mechanism: subject to policy terms, limits, exclusions, and retention, it transfers 
part of the financial consequence of a cyber event to an insurer. This can address costs such as incident-response services, 
legal counsel, notification, regulatory defense, third-party claims, and business interruption. Insurance does not eliminate the 
threat or replace appropriate security controls, but it directly reduces the organization’s retained financial loss and is 
therefore particularly applicable where the stated concern is loss beyond appetite. The decision should be supported by a 
coverage assessment to verify that policy limits, exclusions, insured events, and deductibles align with the assessed 
scenario. ISACA describes CRISC as focused on identifying and managing IT and enterprise risk: ISACA CRISC. NIST 
recognizes risk transfer/sharing as a risk-response approach in NIST SP 800-39.

QUESTION NO: 132

Which of the following BEST enables senior management to make risk treatment decisions in line with the organization ' s 
risk appetite?

A. Quantitative risk analysis

B. Industry risk benchmarks

C. Risk scenarios

D. Risk remediation plans

ANSWER: A 

Explanation:

Quantitative risk analysis best enables senior management to make risk treatment decisions that align with risk appetite 
because it expresses risk exposure in measurable business terms. By estimating likelihood and impact, such as financial 
loss, service disruption, regulatory exposure, or ranges of probable loss, management can compare inherent and residual 
risk against approved appetite statements and risk-tolerance thresholds. This creates a clear decision basis for determining 
whether a risk should be accepted, mitigated, transferred, or avoided.

Quantification also supports a meaningful comparison of treatment alternatives. Senior management can assess the 
expected reduction in exposure from a control or other treatment against its implementation and operating cost, enabling 
prioritization of investments where they provide the greatest reduction of risk outside appetite. The analysis need not imply 
false precision; ranges, assumptions, confidence levels, and sensitivity analysis can be used to communicate uncertainty 
while still providing decision-useful measures. This approach directly supports the CRISC emphasis on evaluating risk and 
selecting responses consistent with enterprise objectives and risk appetite. ISACA identifies risk analysis and risk response 
as core CRISC capabilities in its CRISC Exam Content Outline. NIST likewise describes risk assessment as determining 
likelihood and impact to support risk response decisions in SP 800-30 Rev. 1.

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F720
https://www.isaca.org/credentialing/crisc
https://csrc.nist.gov/pubs/sp/800/39/final
https://www.isaca.org/credentialing/crisc/crisc-exam-content-outline
https://csrc.nist.gov/pubs/sp/800/30/r1/final


dumpsarena.co | Demo Exam - Page 71 of 101

QUESTION NO: 133

Which of the following provides the MOST reliable information to ensure a newly acquired company has appropriate IT 
controls in place? 

A. Vulnerability assessment 

B. Information system audit 

C. Penetration testing 

D. IT risk assessment

ANSWER: B 

Explanation:

Information system audit provides the most reliable information because it delivers independent, evidence-based assurance 
on the acquired organization’s IT control environment. In an acquisition, decision makers need more than an indication of 
technical exposures or a general view of risk; they need a structured evaluation of whether relevant controls are suitably 
designed, have been implemented, and are operating effectively. An information systems audit evaluates control practices 
across areas relevant to integration and ongoing oversight, such as IT governance, identity and access management, 
system changes, operations, security, resilience, and compliance. The audit process uses defined criteria, testing, 
documentation review, interviews, and corroborating evidence, enabling management to rely on its conclusions when 
identifying remediation priorities and determining whether controls meet the acquiring organization’s requirements. ISACA 
describes IT audit as a discipline focused on assurance regarding IT-related controls, governance, and risk management; 
see its guidance on the IT audit function. Likewise, NIST SP 800-53A explains that control assessments determine whether 
controls are implemented correctly, operating as intended, and achieving desired outcomes. This makes an information 
system audit the strongest basis for assurance that appropriate IT controls are in place.

QUESTION NO: 134

Which of the following activities BEST facilitates effective risk management throughout the organization?

A. Reviewing risk-related process documentation

B. Conducting periodic risk assessments

C. Performing a business impact analysis (BIA)

D. Performing frequent audits

ANSWER: B 

Explanation:

Conducting periodic risk assessments best facilitates effective risk management throughout the organization because risk 
exposure is dynamic rather than static. Changes in business objectives, technology, threat activity, third-party relationships, 
regulatory obligations, and control performance can all alter the likelihood or impact of risk. A recurring assessment process 
enables risk owners and management to identify and analyze these changes, evaluate whether risk remains within appetite 
and tolerance, and make timely decisions on treatment, acceptance, transfer, or avoidance.

Periodic assessments also promote an enterprise-wide and repeatable view of risk. They connect risk information to 
business processes and objectives, support consistent prioritization of risk responses, and provide current information for 
governance and management reporting. This makes risk management an ongoing management discipline rather than a one-
time exercise performed only when a major event occurs. ISACA describes CRISC as focused on identifying, assessing, 
responding to, and reporting IT risk in support of enterprise objectives: ISACA CRISC. Similarly, the NIST Risk Management 
Framework emphasizes continuous monitoring and ongoing risk assessment to maintain awareness of changing risk 
conditions: NIST Risk Management Framework.
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QUESTION NO: 135

After conducting a risk assessment for regulatory compliance, an organization has identified only one possible mitigating 
control. The cost of the control has been determined to be higher than the penalty of noncompliance. Which of the following 
would be the risk practitioner ' s BEST recommendation?

A. Accept the risk with management sign-off.

B. Ignore the risk until the regulatory body conducts a compliance check.

C. Mitigate the risk with the identified control.

D. Transfer the risk by buying insurance.

ANSWER: C 

Explanation:

Mitigate the risk with the identified control. is the best recommendation because the risk arises from a regulatory 
compliance obligation, not merely from a financial exposure that can be evaluated solely by comparing a control’s cost with a 
stated penalty. Regulatory requirements establish mandatory conditions for operating; an organization must meet applicable 
obligations even when the direct cost of compliance exceeds the anticipated monetary sanction. The full exposure can also 
include enforcement action, loss of licenses or approvals, operational restrictions, litigation, reputational harm, and inability to 
continue regulated activities. A risk practitioner should therefore recommend implementation of the available mitigating 
control and ensure the resulting compliance status and residual risk are reported through appropriate governance channels. 
Cost-benefit analysis remains important when selecting among feasible controls, but it does not authorize a business to 
disregard a binding legal or regulatory requirement. ISACA describes compliance risk as the risk associated with failure to 
comply with laws, regulations, and contractual obligations in its ISACA Glossary. NIST similarly recognizes that 
organizations must manage risk within applicable legal and regulatory constraints; see NIST SP 800-39.

QUESTION NO: 136

Which of the following are attributes of an effective key risk indicator (KRI)?

Each correct answer represents a complete solution. (Choose three.)

A. Linked to a defined risk scenario

B. Defined thresholds and escalation criteria

C. Timely measurement and reporting

D. Measures only completed control activities

ANSWER: A B C 

Explanation:

An effective KRI is linked to a defined risk scenario because its purpose is to provide meaningful information about a 
particular source of exposure or change in risk conditions. It also has defined thresholds and escalation criteria so that risk 
owners understand when action, reassessment, or reporting is required. Timely measurement and reporting are necessary 
because a delayed indicator may not provide sufficient warning for management to respond before the exposure becomes 
material.

A measure of completed control activities may be a KPI or key control indicator rather than a KRI when it reports process 
output without indicating a change in risk exposure. KRIs should be actionable and aligned with the enterprise’s risk appetite 
and monitoring objectives. See ISACA Glossary and NIST SP 800-137.

QUESTION NO: 137
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The MOST effective way to increase the likelihood that risk responses will be implemented is to:

A. review progress reports

B. create an action plan

C. perform regular audits

D. assign ownership

ANSWER: D 

Explanation:

Assign ownership is the most effective measure because a risk response requires clear accountability to move from a 
documented decision into completed action. Designating a specific risk owner, manager, or accountable role establishes 
who is responsible for coordinating the response, obtaining needed resources, managing dependencies, addressing 
implementation barriers, monitoring milestones, and communicating status. This accountability makes it much more likely 
that the response will receive sustained attention and be delivered within the required time frame. It also provides a clear 
escalation point if progress is delayed or the planned treatment no longer aligns with the organization’s risk appetite or 
business objectives. ISACA’s risk-management approach emphasizes defined roles and accountability as core elements of 
risk governance, ensuring that risk decisions are owned, acted upon, and monitored. Similarly, the NIST Risk Management 
Framework identifies defined organizational roles and responsibilities as necessary for implementing and maintaining risk-
management activities. Once an owner is assigned, that owner can use action plans, progress reporting, and assurance 
activities to support execution, but ownership is the essential mechanism that drives accountability for implementation. See 
ISACA’s CRISC certification overview and NIST’s Risk Management Framework.

QUESTION NO: 138

You work as a project manager for SoftTech Inc. You are working with the project stakeholders to begin the qualitative risk 
analysis process. Which of the following inputs will be needed for the qualitative risk analysis process in your project?

Each correct answer represents a complete solution. (Choose three.)

A. Project scope statement 

B. Cost management plan

C. Risk register

D. Organizational process assets

ANSWER: A C D 

Explanation:

Project scope statement, Risk register, and Organizational process assets are inputs to the traditional PMBOK 
qualitative risk analysis process. The project scope statement establishes the project’s objectives, deliverables, boundaries, 
assumptions, and constraints. This context enables the project team and stakeholders to assess the significance of a risk’s 
potential effect on project outcomes consistently. The risk register is central to the activity because it contains the risks 
previously identified and documented; qualitative analysis evaluates these risks according to their probability, impact, and 
other relevant characteristics in order to prioritize risk responses and further analysis. Organizational process assets provide 
the organization’s established risk-management knowledge, including prior project information, lessons learned, risk 
categories, probability and impact scales, scoring matrices, and templates. Using these assets supports repeatable, 
organization-aligned risk ratings rather than relying solely on individual judgment. This approach helps focus management 
attention and resources on the risks with the greatest relative importance to the project. PMI describes risk management as 
the process of identifying and assessing uncertainty that can affect project objectives: PMI: Project Risk Management. 
ISACA likewise emphasizes using structured, repeatable practices and relevant organizational context to evaluate and 
manage risk: ISACA: Risk Management Basics.
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QUESTION NO: 139

Which of the following are true for threats?

Each correct answer represents a complete solution. (Choose three.) 

A. They can become more imminent as time goes by, or it can diminish 

B. They can result in risks from external sources

C. They are possibility

D. They are real

E. They will arise and stay in place until they are properly dealt.

ANSWER: A B D 

Explanation:

“They can become more imminent as time goes by, or it can diminish,” “They can result in risks from external sources,” and 
“They are real” correctly reflect the dynamic, scenario-based treatment of threats in information-risk management. A threat is 
a credible potential cause of an unwanted incident: it may be a threat actor, an event, an environmental condition, or another 
source capable of adversely affecting an asset or objective. Its relevance is not fixed. Changes in attacker capability and 
intent, technology, exposure, business operations, geopolitical conditions, and the effectiveness of safeguards can increase 
or reduce its immediacy over time.

Threats may originate outside the organization, including malicious actors, third parties, suppliers, natural hazards, and 
changes in the regulatory or market environment. Those external sources can initiate threat events that create risk when 
they affect assets, processes, or objectives. A threat is also a real or credible source of potential harm considered within a 
risk scenario; assessing it enables the enterprise to determine likelihood, impact, and suitable risk treatment. ISACA’s 
terminology describes threat-related concepts within enterprise risk management, while NIST defines a threat as 
circumstances or events with the potential to adversely affect operations or assets. See the ISACA Glossary and NIST 
Threat Glossary.

QUESTION NO: 140

A risk practitioner has established that a particular control is working as desired, but the annual cost of maintenance has 
increased and now exceeds the expected annual loss exposure. The result is that the control is:

A. mature

B. ineffective.

C. optimized.

D. inefficient.

ANSWER: D 

Explanation:

The control is inefficient. It is operating effectively because it is working as desired; therefore, it is achieving its defined 
control objective. However, effective operation alone does not establish that a control represents an appropriate use of 
organizational resources. A risk practitioner must also assess whether the cost of implementing and maintaining a control is 
justified by the reduction in risk that it provides.

Expected annual loss exposure represents the estimated yearly financial impact of the risk in the absence of the control. 
When the annual maintenance cost exceeds that exposure, the organization is paying more to sustain the control than the 
loss it expects to avoid. The control may continue to reduce risk, but its risk-treatment economics are no longer sound. This 
is an efficiency issue: the desired result is being produced, but at a cost disproportionate to the value of the risk reduction.

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F720
https://www.isaca.org/resources/glossary
https://csrc.nist.gov/glossary/term/threat
https://csrc.nist.gov/glossary/term/threat


dumpsarena.co | Demo Exam - Page 75 of 101

Risk management should support informed, cost-aware decisions that align risk responses with business objectives and 
available resources. The practitioner should reassess the treatment approach, such as by identifying a lower-cost control, 
changing the control’s design or frequency, or formally accepting the exposure where it is within risk appetite. ISACA risk 
terminology is available in the ISACA Glossary; related risk-based control-selection guidance appears in NIST SP 800-53 
Rev. 5.

QUESTION NO: 141

IT management has asked for a consolidated view into the organization’s risk profile to enable project prioritization and 
resource allocation. Which of the following materials would be MOST helpful?

A. List of key risk indicators

B. Internal audit reports

C. IT risk register

D. List of approved projects

ANSWER: C 

Explanation:

IT risk register is the most helpful material because it provides management with a consolidated, decision-oriented record of 
the organization’s identified IT risks. A well-maintained register captures each risk’s description, affected business assets or 
processes, assigned owner, likelihood, business impact, inherent and residual risk ratings, control status, planned treatment, 
due dates, and current progress. This structured information enables management to compare risks consistently across 
projects, technologies, and business areas.

For project prioritization and resource allocation, management needs to identify the risks that most materially threaten 
enterprise objectives, exceed established risk appetite, or need timely remediation. The IT risk register supports this by 
connecting the severity and status of risks to accountable treatment activities and required investments. It can therefore be 
aggregated into risk reports or dashboards that show the overall risk profile and highlight where staff, budget, or project 
capacity should be directed. This is consistent with risk-management practice in which risk information is documented, 
monitored, and communicated to support informed decisions. NIST defines a risk register as a repository for risk information 
at NIST CSRC’s Risk Register glossary entry. Related ISACA terminology and risk-management concepts are available 
through the ISACA Glossary.

QUESTION NO: 142

Which of the following parameters are considered for the selection of risk indicators?

Each correct answer represents a part of the solution. (Choose three.) 

A. Size and complexity of the enterprise 

B. Type of market in which the enterprise operates

C. Risk appetite and risk tolerance

D. Strategy focus of the enterprise

ANSWER: A B D 

Explanation:

Risk indicators should be selected in a way that makes them meaningful to the enterprise’s specific risk context and useful 
for management decision-making. Size and complexity of the enterprise is a key consideration because a larger or more 
complex organization has more processes, technologies, business units, locations, interdependencies, and potential sources 
of exposure. Indicators therefore need an appropriate level of breadth and granularity to provide timely warning of changing 
risk conditions.
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Type of market in which the enterprise operates also shapes indicator selection. The external environment—including 
industry practices, regulatory obligations, economic conditions, customer expectations, competitive pressures, and the 
relevant threat landscape—determines which events and trends are important signals of risk. Indicators must reflect these 
contextual factors to remain actionable.

Strategy focus of the enterprise is equally important because risk monitoring must support the achievement of enterprise 
objectives. For example, strategic priorities involving growth, digital transformation, resilience, or market expansion require 
indicators that show whether associated risk exposures are increasing or approaching unacceptable levels. This objective-
driven approach helps ensure risk information supports governance and management action. ISACA describes CRISC as 
focused on identifying and managing IT and business risk in alignment with enterprise objectives: ISACA CRISC. Related 
guidance on using measures to support information-security performance and risk monitoring is available in NIST SP 800-55 
Rev. 1.

QUESTION NO: 143

Where should a risk practitioner document the current state and desired future state of organizational risk?

A. Risk register

B. Risk action plan

C. Risk management strategy

D. Business continuity plan (BCP)

ANSWER: C 

Explanation:

Risk management strategy is correct because it establishes the organization’s overall direction for managing risk, including 
its present risk-management maturity or posture and the intended target state. It provides the enterprise-level context that 
connects business objectives, governance expectations, risk appetite, risk tolerance, accountabilities, and the priorities for 
improving risk practices. Comparing the current state with a desired future state enables leadership to define a risk-
management roadmap, identify capability gaps, and direct investment or treatment efforts toward outcomes that support 
organizational objectives.

This strategic documentation is broader than a record of individual risk scenarios or a plan for implementing particular 
treatments. It sets the principles and long-term approach through which risk decisions are made consistently across the 
enterprise. NIST describes risk management strategy as the organization-wide approach that establishes how risk is framed 
and informs risk-based decisions, including assumptions, priorities, constraints, and risk tolerance. This is consistent with 
CRISC’s emphasis on governing and managing information and technology risk in alignment with enterprise objectives. See 
NIST SP 800-39, Managing Information Security Risk and ISACA CRISC certification.

QUESTION NO: 144

Which of the following are the MOST important risk components that must be communicated among all the stakeholders? 

Each correct answer represents a part of the solution. (Choose three.) 

A. Various risk response used in the project

B. Expectations from risk management

C. Current risk management capability

D. Status of risk with regard to IT risk

ANSWER: B C D 

Explanation:

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F720
https://www.isaca.org/credentialing/crisc
https://csrc.nist.gov/pubs/sp/800/55/r1/final
https://csrc.nist.gov/pubs/sp/800/55/r1/final
https://csrc.nist.gov/pubs/sp/800/39/final
https://www.isaca.org/credentialing/crisc


dumpsarena.co | Demo Exam - Page 77 of 101

Expectations from risk management, Current risk management capability, and Status of risk with regard to IT risk 
are the essential stakeholder communication components because they provide the shared understanding needed for 
effective risk governance. Expectations from risk management establish what leadership and business stakeholders require 
from the risk function, including accountability, risk appetite and tolerance alignment, escalation, reporting, and informed 
decision-making. Communicating these expectations supports a consistent risk-aware culture across the enterprise.

Current risk management capability communicates whether the organization has the people, processes, information, tools, 
and governance mechanisms needed to manage risk effectively. This enables stakeholders to understand maturity, resource 
needs, capability gaps, and priorities for improvement. Status of risk with regard to IT risk provides decision-makers with 
timely visibility into current exposure, significant risk scenarios, control and treatment progress, key indicators, and changes 
that may affect business objectives. Together, these communications allow stakeholders to direct, monitor, and adjust risk 
management activities in a manner aligned with enterprise goals. This reflects CRISC’s emphasis on risk governance, 
assessment, response, monitoring, and reporting. See ISACA’s CRISC certification overview and ISACA IT risk resources.

QUESTION NO: 145

Which of the following is the BEST measure of the effectiveness of an employee deprovisioning process?

A. Number of days taken to remove access after staff separation dates

B. Number of days taken for IT to remove access after receipt of HR instructions

C. Number of termination requests processed per reporting period

D. Number of days taken for HR to provide instructions to IT after staff separation dates

ANSWER: A 

Explanation:

Number of days taken to remove access after staff separation dates is the best measure because it assesses the outcome 
that matters most: the duration for which a former employee may retain access after the organization’s authority to grant that 
access has ended. The separation date establishes the point at which residual logical or physical access becomes a material 
risk. Measuring elapsed time from that event through complete access revocation captures the performance of the 
deprovisioning process end to end, including notification, workflow, approvals, and execution across relevant systems. It is 
therefore a meaningful control-performance metric and key risk indicator: a shorter, consistently measured interval reduces 
the opportunity for unauthorized use of accounts, sensitive data, facilities, or services by separated personnel. NIST 
account-management controls require organizations to disable accounts within an organization-defined time period when 
users are terminated or no longer require access, supporting measurement against the termination event itself. This metric 
also permits management to establish a risk-based target, monitor trends and exceptions, and investigate cases where 
removal exceeded the acceptable window. See NIST SP 800-53 Rev. 5, Account Management and ISACA guidance on 
identity and access management.

QUESTION NO: 146

Which of the following should be considered to ensure that risk responses that are adopted are cost-effective and are 
aligned with business objectives?

Each correct answer represents a part of the solution. (Choose three.) 

A. Identify the risk in business terms 

B. Recognize the business risk appetite

C. Adopt only pre-defined risk responses of business

D. Follow an integrated approach in business

ANSWER: A B D 
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Explanation:

“Identify the risk in business terms,” “Recognize the business risk appetite,” and “Follow an integrated approach in business” 
are the key considerations for selecting risk responses that provide value and support enterprise objectives. Risk must be 
expressed in business terms—such as effects on revenue, customer trust, regulatory obligations, operational continuity, or 
strategic outcomes—so decision makers can evaluate the anticipated benefit of treatment against its implementation and 
operating cost. This establishes the business case for a response rather than treating risk as solely a technical issue.

Risk appetite defines the amount and type of risk the enterprise is prepared to accept in pursuit of its objectives. A 
proportionate response seeks to bring exposure within that approved tolerance; it does not attempt to eliminate every risk 
regardless of cost. An integrated business approach further ensures that the selected response accounts for business 
processes, ownership, interdependencies, resources, existing controls, and strategic priorities. Together, these 
considerations support informed treatment choices across avoidance, mitigation, transfer, or acceptance and help ensure 
residual risk is aligned with management expectations. This reflects CRISC’s focus on connecting IT risk management to 
enterprise value and COBIT’s enterprise-governance principle of aligning objectives and optimizing risk. See ISACA CRISC 
and ISACA COBIT resources.

QUESTION NO: 147

The MOST effective approach to prioritize risk scenarios is by:

A. assessing impact to the strategic plan

B. soliciting input from risk management experts

C. aligning with industry best practices

D. evaluating the cost of risk response

ANSWER: A 

Explanation:

Assessing impact to the strategic plan is the most effective approach because risk prioritization must be grounded in the 
potential effect of a risk scenario on enterprise objectives and value creation. Strategic plans establish the organization’s 
intended outcomes, critical initiatives, resource commitments, and performance targets. A scenario that could materially 
disrupt a strategic initiative, prevent an important business objective from being achieved, or undermine expected benefits 
should receive attention commensurate with that business consequence.

In CRISC practice, risk assessment informs decisions by evaluating risk in a business context, including impact, likelihood, 
risk appetite, and the importance of affected objectives. Connecting scenarios to the strategic plan makes prioritization 
meaningful to executive management and the board, who are accountable for governing risk in support of enterprise goals. 
This focus also helps ensure limited risk-management resources are directed toward scenarios with the greatest potential 
effect on mission-critical outcomes rather than being driven solely by technical interest or implementation considerations. 
ISACA describes CRISC as focused on identifying and managing IT risk and designing controls in alignment with enterprise 
needs: ISACA CRISC. COBIT likewise emphasizes governance of information and technology in relation to stakeholder 
needs and enterprise objectives: ISACA COBIT resources.

QUESTION NO: 148

You are elected as the project manager of GHT project. You are in project initialization phase and are busy in defining 
requirements for your project. While defining requirements you are describing how users will interact with a system. Which of 
the following requirements are you defining here? 

A. Technical requirement 

B. Project requirement

C. Functional requirement

D. Business requirement
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ANSWER: C 

Explanation:

Functional requirement is correct because it defines what a system must do, including the services, behaviors, and user-
system interactions needed to support a business process. Describing how users will interact with the system focuses on 
expected system behavior from a user perspective: for example, a user logging in, submitting a request, approving an item, 
searching records, or receiving a notification. These interactions are commonly documented as use cases, user stories, 
workflows, or process scenarios and then translated into functional requirements that development and control teams can 
implement and test.

In a risk and information systems control context, defining these behaviors early helps stakeholders establish clear 
expectations for process execution, access points, approvals, input validation, audit trails, and exception handling. This 
clarity supports traceability from business needs through design, testing, and implementation, reducing the risk that delivered 
functionality will fail to support required processes or embedded controls. Requirements guidance distinguishes functional 
requirements from broader business objectives by identifying them as the capabilities and functions the solution must 
perform. See the Microsoft Azure requirements guidance and IBM’s overview of use-case diagrams, which capture 
interactions between actors and a system.

QUESTION NO: 149

Which of the following decision tree nodes have probability attached to their branches? 

A. Root node 

B. Event node

C. End node

D. Decision node

ANSWER: B 

Explanation:

Event node is correct because it represents uncertainty in a decision tree. Also called a chance node, an event node follows 
a decision or another event and shows the possible outcomes of an uncertain occurrence, such as whether a threat 
materializes, a control fails, or a loss occurs. Each branch leaving this node is assigned a probability representing the 
estimated likelihood of that particular outcome. The probabilities of all mutually exclusive and collectively exhaustive 
branches from the event node normally total 100%.

This probability assignment enables risk professionals to evaluate expected outcomes. For example, each potential outcome 
can be paired with its financial impact or other value measure, and the resulting probability-weighted values can be used to 
calculate expected monetary value. This supports informed selection among risk treatment alternatives and other business 
decisions. Decision-tree analysis therefore separates choices under management control from subsequent uncertain events: 
the latter are modeled with event nodes and probability-bearing branches. ISACA’s risk guidance emphasizes using 
likelihood and impact information to support risk analysis and risk-based decisions. See ISACA’s guidance on risk scenarios 
and risk management and the Project Management Institute discussion of decision-tree analysis.

QUESTION NO: 150

Which of the following is the MOST effective way to determine if a risk factor exceeds risk tolerance?

A. Review the risk profile.

B. Conduct a gap analysis.

C. Monitor changes in external risk factors.

D. Analyze key performance indicators (KPIs).

https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F720
https://learn.microsoft.com/en-us/azure/well-architected/design-guides/requirements
https://www.ibm.com/docs/en/elm/7.0.3?topic=requirements-use-case-diagrams
https://www.isaca.org/resources/isaca-journal/issues/2020/volume-2/using-risk-scenarios-to-drive-more-effective-risk-management
https://www.isaca.org/resources/isaca-journal/issues/2020/volume-2/using-risk-scenarios-to-drive-more-effective-risk-management
https://www.pmi.org/learning/library/decision-tree-analysis-project-risk-management-10859


dumpsarena.co | Demo Exam - Page 80 of 101

ANSWER: A 

Explanation:

Review the risk profile is the most effective way to determine whether a risk factor exceeds the organization’s risk tolerance. 
Risk tolerance establishes measurable boundaries for acceptable variation around risk appetite, such as defined thresholds 
for loss exposure, service disruption, compliance failures, or control performance. A current risk profile consolidates 
assessed risk information—including likelihood, impact, residual risk, trend, control status, and relevant thresholds—so that 
the risk owner or management can directly compare the current level of exposure with approved tolerance limits. This 
comparison supports timely escalation and risk-response decisions when exposure is outside the acceptable range. In 
practice, the profile should be regularly updated from risk assessments and monitoring data, and presented in a way that 
makes exceptions to tolerance apparent. It is also useful for considering aggregate exposure across related risks, because 
individually acceptable risks may collectively exceed enterprise tolerance. This aligns with CRISC’s focus on ongoing risk 
monitoring and reporting to enable risk-informed decision making. ISACA describes CRISC as a credential centered on 
identifying, assessing, responding to, monitoring, and reporting IT and enterprise risk: ISACA CRISC. ISACA’s glossary 
provides supporting definitions for risk-management terminology, including risk appetite and risk tolerance: ISACA Glossary.

QUESTION NO: 151

An organization has identified that terminated employee accounts are not disabled or deleted within the time required by 
corporate policy. Unsure of the reason, the organization has decided to monitor the situation for three months to obtain more 
information. As a result of this decision, the risk has been: 

A. accepted. 

B. transferred. 

C. avoided.

D. mitigated. 

ANSWER: A 

Explanation:

The risk has been accepted. The organization has identified a control deficiency and the associated exposure—former 
employees may retain access longer than corporate policy permits—but has deliberately decided not to implement an 
immediate corrective measure. Instead, management will allow the condition to continue for a defined three-month period 
while monitoring it and collecting information about its cause. This is a conscious decision to retain the risk temporarily, 
which is the essential characteristic of risk acceptance.

Risk acceptance does not require management to ignore a risk permanently. It can include documenting the condition, 
obtaining an appropriate risk-owner decision, defining a limited acceptance period, monitoring relevant indicators, and 
reassessing the response when additional information becomes available. Here, monitoring supports informed oversight of a 
known and retained exposure; it does not itself change the underlying likelihood or impact of unauthorized access. Sound 
governance would also require that the temporary acceptance be within the organization’s risk appetite and be reviewed or 
escalated if the exposure exceeds authorized tolerance.

ISACA defines risk acceptance as a decision to accept the consequences and likelihood of a particular risk. See the ISACA 
Glossary. This approach is also consistent with NIST’s risk-management guidance on ongoing monitoring and risk response: 
NIST Risk Management Framework.

QUESTION NO: 152

Which of the following are sub-categories of threat? 

Each correct answer represents a complete solution. (Choose three.) 

A. Natural and supernatural

B. Computer and user
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C. Natural and man-made

D. Intentional and accidental

E. External and internal

ANSWER: C D E 

Explanation:

“Natural and man-made,” “Intentional and accidental,” and “External and internal” are valid sub-categories used to organize 
threats during risk identification and assessment. These classifications give risk practitioners complementary perspectives 
for developing a sufficiently complete threat inventory. Natural and man-made distinguishes environmental or naturally 
occurring events from events associated with human activity. Intentional and accidental identifies whether a threat event 
results from deliberate action or unintentional behavior, which is essential for evaluating likely motives, likelihood, and 
appropriate control approaches. External and internal identifies the source’s relationship to the enterprise, supporting 
analysis of risks arising from outside parties and conditions as well as personnel, processes, and assets within the 
organization’s operational boundary.

Using these dimensions together improves the consistency of risk scenarios. For example, an enterprise can characterize a 
scenario according to the nature of the threat, the intent behind the event, and whether its source is internal or external. This 
enables more effective selection of preventive, detective, and response controls and supports communication of risk in 
business terms. NIST describes threat sources and events using related distinctions, including adversarial, accidental, 
structural, and environmental sources, in NIST SP 800-30 Rev. 1. ISACA risk terminology and related concepts are also 
available through the ISACA Glossary.

QUESTION NO: 153

Which of the following information should a business process owner provide during a risk assessment?

Each correct answer represents a complete solution. (Choose three.)

A. Business objectives and process dependencies

B. The potential business impact of process disruption or compromise

C. Existing controls and known process weaknesses

D. Enterprise risk appetite

ANSWER: A B C 

Explanation:

Business objectives and process dependencies are essential because they establish what the process is intended to 
achieve and which people, information, systems, suppliers, and activities are necessary for success. This context supports 
identification of credible risk scenarios.

The potential business impact of process disruption or compromise is also required because the process owner 
understands the operational, financial, customer, legal, and reputational consequences that could result from a risk event. 
This information is needed to assess impact in business terms.

Existing controls and known process weaknesses should be provided to support evaluation of residual risk. The process 
owner can identify how the process is currently managed, where exceptions occur, and whether changes in operations have 
introduced new vulnerabilities. Setting enterprise risk appetite is a governance responsibility of the board and senior 
management, not a responsibility of an individual process owner. See NIST SP 800-30 Rev. 1 and ISACA CRISC.

QUESTION NO: 154

Which of the following would provide the MOST helpful input to develop risk scenarios associated with hosting an 
organization's key IT applications in a cloud environment?
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A. Reviewing the results of independent audits

B. Performing a site visit to the cloud provider's data center

C. Performing a due diligence review

D. Conducting a risk workshop with key stakeholders

ANSWER: D 

Explanation:

Conducting a risk workshop with key stakeholders provides the most helpful input because risk scenarios must reflect the 
organization’s specific business context, critical application dependencies, risk appetite, regulatory obligations, data 
sensitivity, recovery requirements, and anticipated cloud operating model. A structured workshop brings together business 
process owners, application and infrastructure teams, information security, privacy and compliance personnel, procurement, 
and vendor-management representatives. Their combined knowledge enables the organization to describe credible events in 
business terms—for example, a cloud-service disruption affecting a revenue-critical process, a misconfiguration exposing 
sensitive data, or a provider dependency preventing timely recovery—and to identify meaningful causes, impacts, and 
existing controls.

This collaborative approach is especially valuable for key applications because cloud risk is shared across the organization 
and the provider. Stakeholders can validate assumptions about responsibilities under the service model, identify 
concentrated dependencies, and establish scenario impact criteria that support later risk analysis and treatment decisions. 
ISACA’s CRISC framework emphasizes the importance of engaging relevant stakeholders to identify and assess IT risk in 
alignment with enterprise objectives. ISACA’s Risk IT framework also supports the use of scenarios to express IT-related risk 
in a structured, business-relevant manner. See ISACA’s CRISC certification overview and ISACA’s Risk IT Framework 
overview.

QUESTION NO: 155

Which of the following would have the GREATEST impact on reducing the risk associated with the implementation of a big 
data project?

A. Data processing

B. Data quality

C. Data scalability

D. Data governance

ANSWER: D 

Explanation:

Data governance has the greatest impact because it establishes the management framework through which the organization 
directs, controls, and monitors data throughout the big data initiative’s life cycle. Big data implementations commonly 
combine high-volume, high-velocity, and diverse data from numerous internal and external sources. Governance assigns 
accountable data owners and stewards, defines decision rights, and establishes policies for classification, permitted use, 
access, quality, retention, privacy, and regulatory compliance. These measures address risk at an enterprise level rather 
than only within an individual platform, processing activity, or technical design decision.

From a CRISC perspective, this framework supports risk optimization by connecting data-related controls to business 
objectives, legal obligations, and the organization’s risk appetite. It also enables consistent oversight of third parties, 
analytics use cases, sensitive information, and exceptions as the project expands. Governance therefore provides the basis 
for selecting, operating, measuring, and improving the detailed controls required for reliable and secure use of big data. 
ISACA describes governance as essential to directing and controlling enterprise information and technology in its COBIT 
resources. ISACA also discusses data governance as a foundation for data-driven organizations in this overview.
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QUESTION NO: 156

Winch of the following can be concluded by analyzing the latest vulnerability report for the it infrastructure?

A. Likelihood of a threat

B. Impact of technology risk

C. Impact of operational risk

D. Control weakness

ANSWER: D 

Explanation:

Control weakness can be concluded from analyzing a current vulnerability report because such a report documents technical 
conditions that expose systems or information assets to possible exploitation. Examples include missing patches, insecure 
configurations, unsupported software, excessive permissions, weak encryption settings, or unprotected services. These 
conditions indicate that a safeguard is absent, inadequately designed, misconfigured, or not operating as intended—the 
essential characteristics of a control weakness. This conclusion enables the risk practitioner and control owners to prioritize 
remediation, assign accountable owners, validate corrective actions, and determine whether compensating controls are 
needed while remediation is pending. The report is a key source of evidence during risk identification because it identifies 
weaknesses in the environment that could be used in relevant risk scenarios. ISACA’s glossary defines a vulnerability as a 
weakness that can be accidentally triggered or intentionally exploited, directly linking vulnerability findings to weaknesses 
requiring control attention. NIST likewise defines a vulnerability as a weakness in a system, security procedure, internal 
control, or implementation that could be exploited or triggered by a threat source. See the ISACA Glossary and NIST’s 
definition of vulnerability.

QUESTION NO: 157

Which of the following are the responsibilities of Enterprise risk committee?

Each correct answer represents a complete solution. (Choose three.) 

A. React to risk events 

B. Analyze risk

C. Risk aware decision

D. Articulate risk

ANSWER: B C D 

Explanation:

An enterprise risk committee is a governance body that helps ensure risk management is integrated with enterprise 
objectives and management decision-making. Its responsibilities include Analyze risk, because the committee considers 
material risk information, exposure, trends, and the relationship of risk to the organization’s established risk appetite and 
tolerance. This analysis gives executive stakeholders a meaningful basis for prioritizing treatment, acceptance, escalation, 
and monitoring of significant enterprise risks.

Risk aware decision is also a core responsibility because the committee helps ensure that strategic, operational, and 
investment decisions take account of both anticipated value and associated uncertainty. The committee does not merely 
collect risk reports; it promotes the use of risk information in decisions affecting the enterprise.

Articulate risk is appropriate because effective risk governance requires significant risks to be communicated in clear 
business terms to relevant decision makers. The committee supports a common understanding of risk, including its potential 
impact on objectives, so that accountability and oversight can operate effectively. This reflects ISACA’s focus on connecting 
risk management to business goals and governance, and aligns with COSO’s emphasis on using risk information to support 
decision-making. See ISACA CRISC resources and COSO Enterprise Risk Management guidance.
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QUESTION NO: 158

Which of the following MUST be updated to maintain an IT risk register?

A. Expected frequency and potential impact

B. Risk tolerance

C. Enterprise-wide IT risk assessment

D. Risk appetite

ANSWER: A 

Explanation:

Expected frequency and potential impact must be updated because these are core assessment attributes used to keep each 
entry in an IT risk register current and decision-useful. Expected frequency expresses the likelihood that a risk event will 
occur during a given period, while potential impact represents the consequence to business objectives, information assets, 
operations, compliance, or other relevant areas if that event occurs. Together, these factors support the current risk rating 
and enable management to prioritize risks, assign appropriate treatment actions, and monitor changes in residual exposure.

Maintenance is an ongoing activity rather than a one-time documentation exercise. Changes in technology, threat activity, 
business processes, asset criticality, vulnerabilities, control effectiveness, or external requirements can alter either frequency 
or impact. Updating these values when relevant conditions change ensures the register accurately represents the 
organization’s risk exposure and provides reliable input for risk reporting and governance decisions. This is consistent with 
CRISC’s focus on assessing, evaluating, monitoring, and communicating IT risk throughout the risk lifecycle. See ISACA’s 
CRISC Exam Content Outline and NIST’s SP 800-30 Rev. 1 for risk assessment principles based on likelihood and impact.

QUESTION NO: 159

Which of the following is the BEST approach for obtaining management buy-in to implement additional IT controls?

A. G Present new key risk indicators (KRIs) based on industry benchmarks.

B. Provide information on new governance, risk, and compliance (GRC) platform functionalities.

C. List requirements based on a commonly accepted IT risk management framework.

D. Describe IT risk impact on organizational processes in monetary terms.

ANSWER: D 

Explanation:

Describe IT risk impact on organizational processes in monetary terms is the best approach because it translates a proposed 
control improvement from a technical issue into a business decision. Management is responsible for prioritizing investments, 
allocating resources, and accepting or treating risk in support of enterprise objectives. Communicating the likely financial 
consequences of an IT risk—such as lost revenue from service interruption, recovery costs, regulatory penalties, contractual 
liabilities, or reduced productivity—enables leaders to compare the expected exposure with the cost of implementing 
additional controls. This supports an informed assessment of the control’s value and of the residual risk the organization 
would retain if it does not act. CRISC-aligned risk communication is business-focused: risk practitioners should express 
impact in terms stakeholders can use for decision-making, rather than relying only on technical metrics or control-framework 
requirements. Monetary analysis is especially useful because it provides a common basis for evaluating alternatives and 
demonstrates how controls protect organizational value. ISACA describes CRISC as focused on identifying and managing IT 
risk and implementing appropriate controls in alignment with business objectives; see ISACA CRISC. NIST risk-assessment 
guidance likewise emphasizes estimating risk in terms of likelihood and impact to inform risk-management decisions: NIST 
SP 800-30 Rev. 1.
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While defining the risk management strategies, what are the major parts to be determined first? Each correct answer 
represents a part of the solution. (Choose two.) 

A. IT architecture complexity 

B. Organizational objectives

C. Risk tolerance

D. Risk assessment criteria

ANSWER: B C 

Explanation:

Organizational objectives and Risk tolerance are the foundational inputs for defining a risk management strategy. 
Organizational objectives establish the business context for risk management: they clarify the outcomes the enterprise 
intends to achieve, the services and assets most important to those outcomes, and the priorities that risk decisions must 
support. A strategy can then align risk identification, analysis, treatment, and reporting with value delivery and stakeholder 
needs rather than treating risk as an isolated technical or compliance activity.

Risk tolerance defines the amount of variation from objectives that management is prepared to accept. It translates broad 
risk direction into practical decision boundaries, helping risk owners decide when exposure may be accepted and when a 
response is needed. Establishing tolerance early also supports consistent prioritization and escalation across business units, 
since risks can be evaluated against agreed limits tied to enterprise goals. Together, these inputs provide the direction 
needed to develop an effective, business-aligned risk management strategy. ISACA describes CRISC as focused on 
identifying and managing enterprise IT risk; its COBIT resources also emphasize governance objectives and risk 
optimization. See ISACA CRISC and ISACA COBIT resources.

QUESTION NO: 161

Which of the following should be the PRIMARY consideration for a startup organization that has decided to adopt externally-
sourced security policies?

A. Availability of policy updates and support

B. Stakeholder buy-in of policies

C. Applicability to business operations

D. Compliance with local regulations

ANSWER: C 

Explanation:

Applicability to business operations is the primary consideration because externally sourced policies deliver value only when 
they can be implemented effectively within the startup’s actual operating environment. A policy template must be assessed 
and tailored for the organization’s business model, strategic objectives, services, information assets, technology architecture, 
workforce practices, third-party dependencies, and risk appetite. This allows policy requirements to guide practical, 
repeatable behaviors and controls rather than becoming documentation that is ignored or cannot realistically be followed. For 
example, policies governing cloud use, software development, privileged access, data handling, and incident response 
should reflect the startup’s real processes and accountabilities. ISACA’s COBIT guidance emphasizes that governance-
system components, including policies and procedures, should be tailored to enterprise context, including strategy, goals, 
risk profile, and operating model. The NIST Cybersecurity Framework likewise supports using organizational context to 
prioritize and customize cybersecurity outcomes. Reviewing applicability first gives the organization a sound basis for 
adapting the sourced material into policies that support business objectives while managing relevant risk. See ISACA COBIT 
resources and NIST Cybersecurity Framework.
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FISMA requires federal agencies to protect IT systems and data. How often should compliance be audited by an external 
organization? 

A. Annually

B. Quarterly

C. Every three years

D. Never

ANSWER: A 

Explanation:

Annually is correct. FISMA requires each agency to obtain an independent evaluation of its information security program 
and practices every year. Under the statute, the agency’s Inspector General performs this evaluation, or an independent 
external auditor does so when an agency does not have an Inspector General. The evaluation assesses the effectiveness of 
the agency’s information security program, including its policies, procedures, and controls, and supports required reporting to 
the Office of Management and Budget, the Department of Homeland Security, and Congress.

This annual independent assessment is an important governance and assurance mechanism: it provides an objective view 
of whether the agency is managing information-security risk effectively and meeting federal requirements. The annual cycle 
also allows oversight bodies and agency leadership to track remediation of identified weaknesses and maintain 
accountability as systems, threats, and business conditions evolve. The governing requirement appears in 44 U.S.C. § 3555, 
which directs each agency Inspector General to conduct an annual independent evaluation. See the statutory text at 44 
U.S.C. § 3555 and FISMA implementation information from CISA.

QUESTION NO: 163

What are the responsibilities of the CRO?

Each correct answer represents a complete solution. (Choose three.) 

A. Managing the risk assessment process 

B. Implement corrective actions

C. Advising Board of Directors

D. Managing the supporting risk management function

ANSWER: A C D 

Explanation:

A chief risk officer (CRO) provides enterprise-level leadership for the risk management program. Managing the risk 
assessment process is a core responsibility because the CRO establishes or oversees the risk methodology, coordinates 
risk identification and analysis across business areas, and promotes consistent reporting of significant exposures. This 
allows management to make decisions using a reliable, organization-wide view of risk.

Advising Board of Directors is also central to the role. The CRO communicates the enterprise risk profile, emerging risks, 
risk appetite considerations, and the effectiveness of risk management to executive leadership and the board. This advisory 
role supports the board’s governance and oversight responsibilities while preserving management’s accountability for 
operating the business.

Managing the supporting risk management function appropriately reflects the CRO’s responsibility to lead or coordinate 
the second-line risk capability. This includes maintaining risk policies, frameworks, reporting processes, escalation practices, 
and support for risk owners throughout the enterprise. Together, these responsibilities enable risk governance, informed 
oversight, and effective coordination rather than transferring ownership of operational risks away from business 
management. See ISACA’s IT Risk resources and COSO’s Enterprise Risk Management guidance for related governance 
and ERM principles.
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QUESTION NO: 164

You are using Information system. You have chosen a poor password and also sometimes transmits data over unprotected 
communication lines. What is this poor quality of password and unsafe transmission referring to? 

A. Probabilities 

B. Threats

C. Vulnerabilities

D. Impacts

ANSWER: C 

Explanation:

Vulnerabilities is correct because a weak password and transmission over unprotected communication lines are 
weaknesses in the design, configuration, operation, or use of an information system. Such weaknesses create conditions 
that a threat actor or threat event can exploit. For example, a poor password can make unauthorized access more likely 
through password guessing, credential stuffing, or brute-force attempts. Sending information over an unprotected channel 
can expose it to interception or unauthorized alteration while it is in transit. In risk terminology, these conditions are 
vulnerabilities because they increase the system’s exposure; they are not themselves the threat event or the resulting 
business impact. ISACA’s risk concepts distinguish vulnerabilities from threats and impacts: a threat may exploit a 
vulnerability, potentially producing consequences to business objectives. This distinction is central to CRISC risk analysis, 
where practitioners identify assets and processes, determine relevant threats and vulnerabilities, and evaluate the resulting 
risk scenario. ISACA defines a vulnerability as a weakness in the design, implementation, operation, or internal control of a 
system that can be exploited. NIST likewise defines it as a weakness that can be exploited by a threat source. See the 
ISACA Glossary and the NIST CSRC vulnerability definition.

QUESTION NO: 165

Which of the following is the FOREMOST root cause of project risk? Each correct answer represents a complete solution. 
(Choose two.) 

A. New system is not meeting the user business needs 

B. Delay in arrival of resources

C. Lack of discipline in managing the software development process

D. Selection of unsuitable project methodology

ANSWER: C D 

Explanation:

Lack of discipline in managing the software development process is a foremost root cause because it represents a 
systemic control weakness across the project life cycle. Consistent discipline in requirements management, design reviews, 
coding standards, testing, change control, quality assurance, and status reporting enables risks to be identified, assessed, 
treated, and monitored before they become delivery failures. Without it, uncertainty and defects accumulate, creating 
material exposure to missed objectives, schedule and cost impacts, inadequate quality, and unreliable control outcomes. 
This is consistent with ISACA’s view that risk results from uncertainty affecting enterprise objectives and must be managed 
through appropriate governance and processes. See ISACA IT Risk resources.

Selection of unsuitable project methodology is also a root cause because the delivery method establishes how work is 
planned, governed, controlled, validated, and adapted. The selected approach must fit the project’s scale, complexity, 
degree of requirements uncertainty, pace of change, stakeholder engagement needs, and regulatory or assurance 
obligations. A methodology that does not fit these conditions can create structural gaps in planning, decision making, 
delivery controls, and acceptance management from the outset. Tailoring a project approach to its context is a recognized 
project-management practice; see the Project Management Institute discussion of tailoring delivery approaches.
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QUESTION NO: 166

Which of the following are risk components of the COSO ERM framework?

Each correct answer represents a complete solution. (Choose three.) 

A. Risk response 

B. Internal environment

C. Business continuity

D. Control activities

ANSWER: A B D 

Explanation:

Risk response, Internal environment, and Control activities are three of the eight components in COSO’s original Enterprise 
Risk Management—Integrated Framework, which remains widely used in risk and control terminology. Internal environment 
establishes the foundation for enterprise risk management by defining risk-management philosophy, risk appetite, integrity 
and ethical values, oversight, organizational structure, and assignment of authority and responsibility. This context influences 
how management identifies, evaluates, and addresses risk throughout the enterprise.

Risk response addresses management’s selection of actions for handling assessed risks in a manner consistent with risk 
appetite and tolerances. The framework identifies response approaches such as avoiding, accepting, reducing, and sharing 
risk. Control activities are the policies and procedures that help ensure risk responses and other management directives are 
executed. They may include approvals, authorizations, reconciliations, segregation of duties, and technology controls. 
Together, these components link the organization’s risk culture and governance context to risk-treatment decisions and the 
practical measures used to carry them out. COSO describes its ERM framework and its relationship to strategy and 
performance at COSO Enterprise Risk Management. ISACA’s CRISC credential likewise emphasizes risk governance and 
risk response as core professional capabilities: ISACA CRISC.

QUESTION NO: 167

Upon learning that the number of failed back-up attempts continually exceeds the current risk threshold, the risk practitioner 
should:

A. inquire about the status of any planned corrective actions

B. keep monitoring the situation as there is evidence that this is normal

C. adjust the risk threshold to better reflect actual performance

D. initiate corrective action to address the known deficiency

ANSWER: D 

Explanation:

“initiate corrective action to address the known deficiency” is correct because an established risk threshold represents the 
point at which a condition requires a response. Continual failed backup attempts above that threshold indicate that the 
backup process is performing outside the organization’s accepted risk tolerance. This creates an unacceptable exposure to 
unavailable, incomplete, or unrecoverable data when restoration is needed. The risk practitioner should ensure the issue is 
formally addressed through the organization’s risk-response process, including assignment to an accountable owner, 
investigation of the underlying cause, remediation of failed jobs or related infrastructure, and validation that backups and 
restoration processes operate reliably after remediation. Corrective action should also include appropriate tracking and 
reporting until the relevant risk indicator returns within its approved threshold. Risk thresholds should be approved in 
advance as part of risk appetite and tolerance decisions; they are meaningful only when threshold breaches trigger timely 
management action. This approach supports continual monitoring of control performance and maintains the organization’s 
ability to recover information and services within required objectives. ISACA describes CRISC as focused on identifying and 
managing enterprise IT risk and implementing appropriate information-system controls; see ISACA CRISC. NIST similarly 
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identifies ongoing assessment and response to changing control and risk conditions as core monitoring activities in its Risk 
Management Framework.

QUESTION NO: 168

Which of the following is the PRIMARY consideration when establishing an organization ' s risk management methodology?

A. Business context

B. Risk tolerance level

C. Resource requirements

D. Benchmarking information

ANSWER: A 

Explanation:

Business context is the primary consideration because an effective risk management methodology must be designed 
around the enterprise’s objectives, strategy, operating model, stakeholders, legal and regulatory environment, and decision-
making needs. Establishing this context determines what the organization is seeking to achieve and which uncertainties 
could affect achievement of those objectives. It provides the basis for defining the methodology’s scope, risk criteria, impact 
and likelihood scales, reporting thresholds, ownership model, and escalation processes. In practice, a methodology that 
reflects the business context produces risk information that leaders can use to prioritize investments and make informed 
decisions in support of enterprise value. ISO 31000 emphasizes that risk management should be integrated into governance, 
strategy, planning, reporting, policies, values, and culture, and that understanding organizational context is essential to 
tailoring the approach. ISACA’s risk guidance likewise frames risk management as a business-focused discipline that 
enables the enterprise to identify, assess, and respond to risk in alignment with business objectives. Therefore, the 
methodology begins with the organization’s context rather than with a predefined technical model or an isolated 
administrative requirement. See ISO 31000 Risk Management and ISACA: Enterprise Risk Management and the Business 
Context.

QUESTION NO: 169

Which of the following should be included in a risk treatment plan?

Each correct answer represents a complete solution. (Choose three.)

A. Accountable owner for the response

B. Planned actions and target completion dates

C. Expected residual risk

D. Enterprise risk appetite statement

ANSWER: A B C 

Explanation:

A risk treatment plan should identify the accountable owner for the response so that responsibility for implementation and 
oversight is clear. It should specify planned actions and target completion dates, enabling management to monitor progress 
and resolve delays. It should also define the expected residual risk because decision makers need to understand the 
exposure anticipated after the treatment is implemented and determine whether it is acceptable.

Enterprise risk appetite is a governance input to treatment decisions rather than a plan-specific deliverable. The plan should 
align with appetite and tolerance, but it does not replace the organization’s approved risk appetite statement. See ISACA 
COBIT resources and NIST SP 800-37 Rev. 2.
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QUESTION NO: 170

Which of the following is MOST important to the integrity of a security log?

A. Least privilege access

B. Inability to edit

C. Ability to overwrite

D. Encryption

ANSWER: B 

Explanation:

Inability to edit is most important because log integrity means that audit records remain complete, accurate, and trustworthy 
after creation. A security log is relied upon to reconstruct activity during monitoring, incident response, investigations, and 
audit reviews. That reliance is only justified when recorded events cannot be altered, deleted, or otherwise manipulated 
without detection. An append-only or otherwise tamper-resistant design preserves the evidentiary value of each entry and 
allows stakeholders to establish what occurred, when it occurred, and which account or system was involved. Effective 
implementation commonly includes restricting log-write functions to authorized services, centralizing collection, retaining 
records in protected storage, and using mechanisms such as cryptographic hashes or signatures to detect modification. 
These measures support the fundamental requirement that audit information be protected from unauthorized modification 
and deletion. NIST SP 800-53 control AU-9, Protection of Audit Information, specifically addresses protecting audit 
information and audit logging tools from unauthorized access, modification, and deletion. This aligns directly with the need 
for logs that cannot be edited after recording. See NIST SP 800-53 Rev. 5, Update 1 and the OWASP Logging Cheat Sheet.

QUESTION NO: 171

Which of the following is the BEST way to support communication of emerging risk?

A. Update residual risk levels to reflect the expected risk impact.

B. Adjust inherent risk levels upward.

C. Include it on the next enterprise risk committee agenda.

D. Include it in the risk register for ongoing monitoring.

ANSWER: D 

Explanation:

Include it in the risk register for ongoing monitoring. An emerging risk often has incomplete or evolving information: its 
drivers, probability, potential business impact, ownership, and appropriate treatment may not yet be fully determined. 
Recording the risk in the register establishes a durable, centralized record that can be reviewed, updated, assigned to an 
accountable owner, and incorporated into recurring risk reporting. This supports communication beyond a single point in time 
by preserving the risk’s context, assessment assumptions, status, key risk indicators, planned actions, and escalation 
requirements as knowledge develops.

Within CRISC-aligned risk management, the risk register is an important mechanism for maintaining risk information and 
making it available to relevant stakeholders. Ongoing monitoring is particularly important for emerging risks because their 
velocity and exposure can change rapidly. A maintained register enables risk practitioners and governance bodies to 
observe trends, reassess exposure at defined intervals or trigger points, and communicate material developments through 
established reporting channels. ISACA describes the risk register as a useful tool for documenting and managing enterprise 
risks in its guidance on using risk registers. NIST likewise identifies risk registers as a means of recording and 
communicating risk information in SP 800-30 Rev. 1.
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What are the three PRIMARY steps to be taken to initialize the project?

Each correct answer represents a complete solution. (Choose three.)

A. Conduct a feasibility study

B. Define requirements

C. Acquire software

D. Plan risk management

ANSWER: A B D 

Explanation:

Conduct a feasibility study, Define requirements, and Plan risk management are primary project-initialization activities. 
A feasibility study establishes whether the proposed initiative is viable and worthwhile by assessing expected benefits, costs, 
resource needs, constraints, alternatives, and alignment with organizational objectives. This provides management with an 
informed basis for authorizing the project and committing resources.

Defining requirements at an initial, sufficiently high level establishes the business need, intended outcomes, key stakeholder 
expectations, and preliminary scope. These requirements support the business case and provide a foundation for later 
detailed solution design, sourcing, and acceptance criteria.

Risk management planning should begin during initialization because risk ownership, assessment methods, escalation 
criteria, reporting expectations, and risk appetite affect early go/no-go decisions and project governance. Identifying and 
planning how to manage material risks early helps ensure that the project is initiated with appropriate oversight and control. 
ISACA governance principles emphasize that initiatives should be evaluated for value, risk, and resource implications before 
and throughout delivery. See ISACA COBIT resources and NIST’s guidance on integrating risk management into the system 
development life cycle in NIST SP 800-64 Rev. 2.

QUESTION NO: 173

A risk practitioner recently discovered that personal information from the production environment is required for testing 
purposes in non-production environments. Which of the following is the BEST recommendation to address this situation?

A. Enable data encryption in the test environment.

B. Prevent the use of production data in the test environment

C. De-identify data before being transferred to the test environment.

D. Enforce multi-factor authentication within the test environment.

ANSWER: C 

Explanation:

De-identify data before being transferred to the test environment is the best recommendation because it applies a privacy-
preserving control before personal information leaves the production environment. Testing often needs data that reflects 
production formats, relationships, volumes, and edge cases, but it generally does not require testers to identify the 
individuals represented in those records. De-identification reduces the likelihood and potential impact of unauthorized 
disclosure by removing, masking, tokenizing, or otherwise transforming direct and indirect identifiers while preserving the 
characteristics needed for valid testing. This treatment also supports data-minimization principles: personal information 
should not be exposed in a non-production environment when a less sensitive representation can meet the business 
purpose. The organization should define the technique according to the testing need and re-identification risk, validate that 
transformed data remains useful, and control any mapping information separately if pseudonymization is used. NIST 
recommends organizations identify and minimize PII handling and apply safeguards commensurate with confidentiality risk in 
NIST SP 800-122. The UK Information Commissioner’s Office also provides guidance on selecting and managing 
anonymisation techniques and residual re-identification risk in its anonymisation guidance.
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QUESTION NO: 174

Which of the following is MOST helpful in providing a high-level overview of current IT risk severity*?

A. Risk mitigation plans

B. heat map

C. Risk appetite statement

D. Key risk indicators (KRls)

ANSWER: B 

Explanation:

Heat map is correct because it provides an immediate, aggregated visual view of the organization’s current IT risk 
landscape. A heat map plots assessed risks using dimensions such as likelihood and business impact, commonly applying 
color bands to distinguish relative severity. This enables senior management, the board, and risk owners to see at a glance 
which risks have the greatest exposure and therefore warrant priority attention, escalation, treatment, or monitoring. It is 
especially effective for high-level reporting because it condenses detailed risk-register information into a format that supports 
comparison across many risk scenarios without requiring the audience to review each underlying assessment. The map can 
also be aligned with organizational risk tolerance thresholds so that risks falling into higher-severity zones are readily visible. 
This supports CRISC risk assessment and risk communication objectives by translating risk analysis results into decision-
useful information for stakeholders. NIST describes risk assessment in terms of determining likelihood and impact, the two 
dimensions commonly used to position risks on a heat map. See NIST SP 800-30 Rev. 1, Guide for Conducting Risk 
Assessments and ISACA’s CRISC certification overview.

QUESTION NO: 175

What are the two MAJOR factors to be considered while deciding risk appetite level? Each correct answer represents a part 
of the solution. (Choose two.)

A. The amount of loss the enterprise wants to accept

B. Alignment with risk-culture

C. Risk-aware decisions

D. The capacity of the enterprise to absorb loss.

ANSWER: A D 

Explanation:

Risk appetite is the amount and type of risk an enterprise is willing to accept in pursuit of its objectives. Determining it 
requires management and the board to consider both willingness to accept loss and the enterprise’s actual ability to 
withstand loss. “The amount of loss the enterprise wants to accept” captures the intended level of exposure that leadership is 
prepared to tolerate while pursuing value, strategic opportunities, and business objectives. This reflects the enterprise’s 
desired risk posture and informs the boundaries within which decisions should be made.

“The capacity of the enterprise to absorb loss” grounds that desired posture in practical resilience. Capacity considers the 
level of financial, operational, regulatory, reputational, and strategic impact the enterprise can sustain without jeopardizing its 
ability to continue operating or meet critical objectives. Risk appetite should be set within this capacity; it is therefore both an 
expression of leadership’s willingness to take risk and a recognition of enterprise constraints. ISACA defines risk appetite as 
the amount of risk an entity is willing to accept in pursuit of objectives: ISACA Glossary. COSO likewise connects risk 
appetite to strategy, objective-setting, and performance: COSO ERM Executive Summary.
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Which of the following comes under phases of risk management? 

A. Assessing risk 

B. Prioritization of risk

C. Identify risk

D. Monitoring risk

E. Developing risk

ANSWER: A B C D 

Explanation:

Risk management is a continuous, structured lifecycle for understanding uncertainty that could affect enterprise objectives 
and for maintaining risk within the organization’s risk appetite. “Identify risk” is foundational because management must first 
recognize relevant risk scenarios, sources, events, assets, threats, vulnerabilities, and affected business objectives. 
“Assessing risk” follows by evaluating the likelihood and business impact of identified scenarios to establish the level of 
exposure. “Prioritization of risk” is an essential decision-making activity because assessment results must be compared 
against risk criteria, appetite, tolerance, and available resources so that the most significant exposures receive timely 
attention. “Monitoring risk” sustains the lifecycle: risk conditions, control performance, business processes, regulatory 
obligations, and threat environments can change, so management needs ongoing measurement, reporting, and 
reassessment. Together, these activities support informed risk response decisions and oversight rather than treating risk 
work as a one-time exercise. This is consistent with ISACA’s CRISC focus on IT risk identification, assessment, response, 
monitoring, and reporting, described at ISACA’s CRISC certification page. It also aligns with the continuous-monitoring and 
assessment concepts in the NIST Risk Management Framework.

QUESTION NO: 177

Which of the following is a risk practitioner's BEST course of action upon learning that regulatory authorities have concerns 
with an emerging technology the organization is considering?

A. Redesign key risk indicators (KRIs).

B. Update risk responses.

C. Conduct a SWOT analysis.

D. Perform a threat assessment.

ANSWER: D 

Explanation:

Perform a threat assessment is the best immediate action because regulatory concerns represent new external risk 
information that may materially change the organization’s risk profile before it commits to the emerging technology. The 
assessment should establish the relevant regulatory threat sources, the nature and maturity of the authorities’ concerns, the 
technology capabilities and proposed use cases affected, and the plausible compliance, legal, financial, operational, and 
reputational consequences. It should also evaluate the likelihood that the concern will result in supervisory action, 
restrictions, delayed approval, or new obligations, taking account of the organization’s jurisdictions and control environment. 
This gives decision makers a fact-based view of the risk exposure and clarifies what further due diligence, legal 
interpretation, safeguards, or governance decisions may be necessary before adoption proceeds. NIST describes risk 
assessment as identifying threat sources and events, vulnerabilities and predisposing conditions, likelihood, and impact so 
that risk can be determined and communicated consistently. This is directly applicable when a change in the external 
regulatory environment creates uncertainty around a proposed technology. ISACA’s CRISC framework similarly centers risk 
professionals on identifying and assessing IT risk in support of informed business decisions. See NIST SP 800-30 Rev. 1, 
Guide for Conducting Risk Assessments and ISACA CRISC certification overview.
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QUESTION NO: 178

You are the risk professional of your enterprise. Your enterprise has introduced new systems in many departments. The 
business requirements that were to be addressed by the new system are still unfulfilled, and the process has been a waste 
of resources. Even if the system is implemented, it will most likely be underutilized and not maintained making it obsolete in 
a short period of time. What kind of risk is it? 

A. Inherent risk 

B. Business risk

C. Project risk

D. Residual risk

ANSWER: B 

Explanation:

Business risk is correct because the described exposure concerns failure to achieve intended business outcomes and 
realize value from an IT-enabled investment. The systems were introduced to satisfy defined business requirements, yet 
those requirements remain unmet. As a result, the enterprise has already incurred avoidable resource consumption and 
faces continuing consequences if the systems are implemented without meaningful adoption, ongoing maintenance, or 
sustained usefulness. These conditions threaten process effectiveness, expected benefits, investment value, and the 
enterprise’s ability to meet its objectives.

In a CRISC context, risk is considered in relation to the effect uncertainty can have on enterprise objectives. A solution that is 
misaligned with business needs—or that does not provide the capabilities necessary to fulfill them—creates an adverse 
business impact regardless of whether the technology itself can be deployed. Underutilization and rapid obsolescence 
reinforce that the enterprise may fail to obtain the anticipated value over the solution’s life cycle. This makes the central issue 
a business exposure arising from ineffective alignment of technology investments with business requirements and benefit 
realization. ISACA’s CRISC credential emphasizes governance and management of IT risk in support of enterprise 
objectives; see ISACA CRISC and ISACA’s definition of risk in its Glossary.

QUESTION NO: 179

You are elected as the project manager of GHT project. You have to initiate the project. Your Project request document has 
been approved, and now you have to start working on the project. What is the FIRST step you should take to initialize the 
project? 

A. Conduct a feasibility study 

B. Acquire software

C. Define requirements of project

D. Plan project management

ANSWER: A 

Explanation:

Conduct a feasibility study is the appropriate first step because approval of a project request authorizes further examination 
of the proposed initiative; it does not by itself establish that the solution is viable or justify committing substantial delivery 
resources. Feasibility analysis provides the decision-quality information needed at the outset of initiation, including the 
business need, expected benefits, high-level costs, resource implications, major delivery constraints, alternatives, and key 
risks. This gives project sponsorship and governance bodies an informed basis for deciding whether and how to proceed. It 
also establishes the high-level assumptions and boundaries that will guide subsequent requirements work and project-
management planning. From a CRISC perspective, addressing feasibility early supports risk-aware decision making by 
identifying exposures and control considerations before they become embedded in a chosen solution or detailed plan. 
NIST’s system development life cycle guidance places an early feasibility and needs assessment in the initiation activities 
used to determine whether a system project should move forward. ISACA’s COBIT resources likewise emphasize that 
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enterprise investments should be evaluated for value, risk, and resource implications before implementation commitments 
are made. See NIST SP 800-64 Rev. 2 and ISACA COBIT resources.

QUESTION NO: 180

According to the Section-302 of the Sarbanes-Oxley Act of 2002, what does certification of reports implies? Each correct 
answer represents a complete solution. (Choose three.) 

A. The signing officer has evaluated the effectiveness of the issuer's internal controls as of a date at the time to report. 

B. The financial statement does not contain any materially untrue or misleading information.

C. The signing officer has reviewed the report.

D. The signing officer has presented in the report their conclusions about the effectiveness of their internal controls based on 
their evaluation as of that date.

ANSWER: B C D 

Explanation:

Section 302 requires an issuer’s principal executive and principal financial officers to personally certify the accuracy and 
completeness of each applicable periodic report. “The signing officer has reviewed the report” is required because the 
certification expressly states that the certifying officer has reviewed the report. “The financial statement does not contain any 
materially untrue or misleading information” captures the related statutory assurance that, to the officer’s knowledge, the 
report contains no untrue statement of a material fact and does not omit a material fact necessary to make its statements 
nonmisleading. This certification directly supports reliable financial reporting and transparent investor disclosures.

“The signing officer has presented in the report their conclusions about the effectiveness of their internal controls based on 
their evaluation as of that date” is also required. Section 302 requires signing officers to evaluate the effectiveness of the 
issuer’s controls and to present their conclusions in the report based on that evaluation. Together, these certifications 
establish executive accountability for report review, material accuracy, and management’s communicated conclusions on 
control effectiveness. The statutory requirements appear in 15 U.S.C. § 7241; the SEC’s implementing certification 
requirements are discussed in SEC Release No. 33-8124.

QUESTION NO: 181

Which of the following would provide executive management with the BEST information to make risk decisions as a result of 
a risk assessment?

A. A quantitative presentation of risk assessment results

B. A qualitative presentation of risk assessment results

C. A comparison of risk assessment results to the desired state

D. An assessment of organizational maturity levels and readiness

ANSWER: C 

Explanation:

A comparison of risk assessment results to the desired state provides executive management with the most decision-useful 
information because it puts measured risk exposure in the context of what the enterprise considers acceptable. A risk 
assessment identifies and evaluates threats, vulnerabilities, likelihood, and impact, but executives must ultimately decide 
whether the resulting exposure is within established risk appetite and tolerance, or whether a response is needed. 
Comparing the current assessment outcome with the desired state clearly identifies the gap that management must address 
and supports prioritization of risk treatment, resource allocation, acceptance, transfer, avoidance, or remediation.

This comparison also connects risk reporting to enterprise objectives and governance expectations. Meaningful executive 
reporting should show not only the level of risk observed, but also whether that level supports the organization’s intended 
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business outcomes and approved risk posture. This makes the assessment actionable rather than merely descriptive. 
ISACA’s COBIT resources emphasize governance practices that align risk management with stakeholder needs and 
enterprise goals: ISACA COBIT resources. NIST likewise explains that risk assessment results are used to inform risk 
response decisions within the organization’s specific context: NIST SP 800-30 Rev. 1.

QUESTION NO: 182

You are the project manager of GHT project. You have planned the risk response process and now you are about to 
implement various controls. What you should do before relying on any of the controls? 

A. Review performance data 

B. Discover risk exposure

C. Conduct pilot testing

D. Articulate risk

ANSWER: A C 

Explanation:

Review performance data and Conduct pilot testing are appropriate actions before the project relies on controls as a risk 
response. Control implementation alone does not demonstrate that a control will reduce risk to the intended level. The 
project manager needs objective evidence that the control is operating consistently, is producing the intended result, and can 
be sustained within the relevant process.

Performance data provides that evidence through measures such as test outcomes, exception and failure rates, incident 
trends, processing accuracy, control completion rates, and remediation results. Reviewing these indicators supports an 
informed decision that the implemented control is functioning as intended and that residual risk is within the organization’s 
tolerance.

Pilot testing is also valuable because it evaluates the control in a limited operational setting before broad deployment or 
reliance. A pilot can verify that procedures, technology, roles, dependencies, and reporting work together in practice, while 
identifying implementation issues early enough to adjust the control design or operating procedures. This is consistent with 
control assessment principles that require determining whether controls are implemented correctly, operate as intended, and 
achieve their intended outcomes. See NIST SP 800-53A Rev. 5 and ISACA’s CRISC certification overview.

QUESTION NO: 183

Which of the following controls BEST enables an organization to ensure a complete and accurate IT asset inventory?

A. Prohibiting the use of personal devices for business

B. Performing network scanning for unknown devices

C. Requesting an asset list from business owners

D. Documenting asset configuration baselines

ANSWER: B 

Explanation:

Performing network scanning for unknown devices best supports a complete and accurate IT asset inventory because it 
independently compares the organization’s recorded inventory with assets that are actually present and communicating in 
the environment. Automated discovery can identify managed endpoints, unmanaged devices, recently deployed systems, 
and devices that may have bypassed normal procurement or onboarding processes. This provides timely evidence for 
reconciling inventory records, assigning ownership, and initiating appropriate security management activities such as 
vulnerability assessment, configuration management, and network access control. To be effective, scanning should be 
performed regularly across relevant network segments and its results should be reconciled with the authoritative asset 
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repository. The Center for Internet Security identifies active discovery tools as a key safeguard for actively managing 
enterprise assets, including the identification of assets connected to the enterprise infrastructure. NIST’s Cybersecurity 
Framework likewise includes outcomes for maintaining inventories of managed hardware, software, systems, and services. 
These practices make live network discovery a particularly strong control for validating both the completeness and accuracy 
of asset records. See CIS Control 1: Inventory and Control of Enterprise Assets and NIST Cybersecurity Framework.

QUESTION NO: 184

What are the functions of the auditor while analyzing risk?

Each correct answer represents a complete solution. (Choose three.) 

A. Aids in determining audit objectives 

B. Identify threats and vulnerabilities to the information system

C. Provide information for evaluation of controls in audit planning

D. Supporting decision based on risks

ANSWER: A C D 

Explanation:

Risk analysis enables the auditor to direct assurance work toward the matters most relevant to organizational objectives and 
risk exposure. “Aids in determining audit objectives” is correct because the auditor uses an understanding of risk scenarios, 
potential business impact, and likelihood to define engagement objectives that address significant areas of concern. This 
supports a risk-based audit approach rather than an approach based solely on a fixed checklist.

“Provide information for evaluation of controls in audit planning” is correct because risk analysis informs the auditor’s 
assessment of which controls are relevant to the identified risks and where audit testing should be focused. The resulting risk 
information helps establish the scope, depth, timing, and resource allocation for audit procedures.

“Supporting decision based on risks” is also correct because a documented analysis gives management, governance bodies, 
and auditors a sound basis for prioritizing treatment actions and assurance activities according to risk appetite and business 
impact. ISACA describes IT risk as business risk associated with the use, ownership, operation, involvement, influence, and 
adoption of IT. NIST likewise explains that risk assessments provide information to support risk-management decisions. See 
ISACA IT Risk and NIST SP 800-30 Rev. 1.

QUESTION NO: 185

Which of the following activities support effective third-party risk monitoring after a service provider has been engaged?

Each correct answer represents a complete solution. (Choose three.)

A. Review service-level and security performance reports

B. Evaluate independent assurance reports

C. Track remediation of identified deficiencies

D. Transfer all risk decisions to the provider

ANSWER: A B C 

Explanation:

Reviewing service-level and security performance reports supports monitoring by identifying whether the provider is meeting 
agreed operational and control expectations. Evaluating independent assurance reports provides evidence about the 
provider’s control environment and any exceptions requiring follow-up. Tracking remediation of identified deficiencies is 
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essential because assurance findings and performance issues do not reduce risk until they are addressed or otherwise 
accepted by the organization.

Transferring all responsibility for risk decisions to the provider is not appropriate. While a provider may operate controls, the 
organization retains accountability for managing the risks associated with its information, services, and regulatory 
obligations. See NIST SP 800-161 Rev. 1 and ISACA COBIT resources.

QUESTION NO: 186

WhichT5f the following is the MOST effective way to promote organization-wide awareness of data security in response to 
an increase in regulatory penalties for data leakage?

A. Enforce sanctions for noncompliance with security procedures.

B. Conduct organization-w>de phishing simulations.

C. Require training on the data handling policy.

D. Require regular testing of the data breach response plan.

ANSWER: C 

Explanation:

Require training on the data handling policy is the most effective approach because it directly establishes enterprise-wide 
understanding of the behaviors required to prevent data leakage. A data handling policy translates data-security obligations 
into practical requirements for personnel, such as how information must be classified, accessed, stored, shared, transmitted, 
retained, and securely disposed of. Mandatory training ensures that these requirements are communicated consistently to 
the workforce and that individuals understand their responsibilities when working with sensitive or regulated data.

Increased regulatory penalties heighten the business impact of failures in everyday data-handling practices. Training focused 
on the governing policy therefore addresses the relevant risk at its source: informed and accountable employee action 
across all functions. It also supports management’s ability to demonstrate that security expectations have been formally 
communicated and embedded in normal business processes. Effective awareness programs should be continuous and 
aligned to organizational policies, personnel roles, and the risks associated with the information they handle. NIST describes 
awareness and training as essential for ensuring that users understand information-security responsibilities and expected 
practices in NIST SP 800-50. This focus also aligns with CRISC’s emphasis on managing information-system risk through 
appropriate governance and control practices; see ISACA’s CRISC certification overview.

QUESTION NO: 187

Which of the following issues should be of GREATEST concern when evaluating existing controls during a risk assessment?

A. A high number of approved exceptions exist with compensating controls.

B. Successive assessments have the same recurring vulnerabilities.

C. Redundant compensating controls are in place.

D. Asset custodians are responsible for defining controls instead of asset owners.

ANSWER: B 

Explanation:

Successive assessments have the same recurring vulnerabilities is the greatest concern because it is direct evidence that 
the control environment is not achieving sustained reduction of risk. A risk assessment must evaluate not merely whether 
controls have been documented or implemented, but whether they operate effectively over time and result in acceptable 
residual risk. When an identified weakness continues to appear in later assessment cycles, the underlying exposure remains 
present despite prior awareness and intended treatment. This may indicate that remediation was incomplete, control design 
does not address the root cause, controls are not operating consistently, or accountable stakeholders have not ensured that 
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corrective actions were closed and validated. Recurrence also increases the likelihood that a known threat can be exploited, 
since the organization has had multiple opportunities to address the condition. From a CRISC perspective, this finding 
should drive reassessment of the risk response, assignment of clear ownership, monitoring of remediation milestones, and 
escalation where residual risk exceeds risk appetite. ISACA describes CRISC as emphasizing identification, assessment, 
response, monitoring, and reporting of IT risk; see ISACA CRISC. Control assessments should also determine whether 
implemented controls are effective, as outlined in NIST SP 800-53A.

QUESTION NO: 188

When reviewing a business continuity plan (BCP). which of the following would be the MOST significant deficiency?

A. BCP testing is net in conjunction with the disaster recovery plan (DRP)

B. Recovery time objectives (RTOs) do not meet business requirements.

C. BCP is often tested using the walk-through method.

D. Each business location has separate, inconsistent BCPs.

ANSWER: B 

Explanation:

Recovery time objectives (RTOs) do not meet business requirements is the most significant deficiency because an RTO 
establishes the maximum acceptable period that a business process, service, or supporting system may be unavailable 
following a disruption. The RTO must be derived from the business impact analysis (BIA), which identifies critical processes, 
outage impacts, dependencies, and the timeframes within which recovery is necessary to keep risk within the organization’s 
risk appetite. A continuity plan can contain documented procedures, assigned recovery teams, and regular exercises, but it 
will not achieve its purpose if its recovery targets do not support the actual needs of the business. The resulting gap can 
expose the organization to unacceptable financial loss, operational disruption, contractual breach, regulatory consequences, 
or harm to customers and other stakeholders. During a BCP review, confirming alignment between approved business 
requirements, BIA results, recovery strategies, and RTOs is therefore fundamental. NIST explains that contingency planning 
should use BIA results to determine recovery priorities and recovery requirements, including recovery timeframes; see NIST 
SP 800-34 Rev. 1. Additional BIA guidance is available from Ready.gov.

QUESTION NO: 189

The PRIMARY goal of a risk management program is to: 

A. facilitate resource availability.

B. safeguard corporate assets. 

C. help ensure objectives are met. 

D. help prevent operational losses. 

ANSWER: C 

Explanation:

The primary goal of a risk management program is to help ensure objectives are met. Risk management enables the 
enterprise to identify events or conditions that could affect the achievement of strategic, operational, reporting, and 
compliance objectives; assess their likelihood and impact; and select responses that keep risk within established appetite 
and tolerance levels. In this sense, risk management is an ongoing business-enablement discipline rather than an activity 
limited to avoiding losses or protecting particular asset categories. It gives management and stakeholders risk-informed 
information for prioritizing investments, allocating resources, designing controls, and making decisions that support value 
delivery. In CRISC terms, defining risk scenarios, evaluating risk, selecting responses, and monitoring key risk indicators all 
link risk activities directly to enterprise objectives. ISACA describes risk management as a means to identify, assess, and 
manage IT-related risk in support of business objectives. COSO likewise explains that enterprise risk management is 
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integrated with strategy setting and performance, helping organizations create, preserve, and realize value while pursuing 
objectives. See ISACA IT Risk resources and COSO Enterprise Risk Management guidance.

QUESTION NO: 190

Which of the following will BEST ensure that information security risk factors are mitigated when developing in-house 
applications?

A. Include information security control specifications in business cases.

B. Identify key risk indicators (KRIs) as process output.

C. Identify information security controls in the requirements analysis.

D. Design key performance indicators (KPIs) for security in system specifications.

ANSWER: C 

Explanation:

Identify information security controls in the requirements analysis is correct because this is the earliest practical SDLC point 
at which security risk treatment can be translated into mandatory, testable application requirements. Requirements analysis 
establishes what the application must protect, including the confidentiality, integrity, and availability needs of information; 
applicable legal, regulatory, and contractual obligations; expected threats; and the organization’s risk appetite. Defining 
controls at this stage enables security capabilities—such as identity and access management, authorization rules, 
encryption, audit logging, secure input handling, session management, and error handling—to be designed into the 
architecture and acceptance criteria. It also makes the controls traceable through design, development, security testing, and 
deployment, helping confirm that the intended risk treatment has actually been implemented. This is consistent with a 
secure-by-design approach: correcting a missing control early is substantially more effective than attempting to retrofit it after 
architectural and coding decisions are complete. NIST’s Secure Software Development Framework calls for security 
requirements to be defined and addressed throughout software development, while OWASP ASVS provides a practical basis 
for specifying and verifying application-security requirements. See NIST Secure Software Development Framework and 
OWASP Application Security Verification Standard.

QUESTION NO: 191

Which of the following role carriers are responsible for setting up the risk governance process, establishing and maintaining 
a common risk view, making risk-aware business decisions, and setting the enterprise's risk culture? 

Each correct answer represents a complete solution. (Choose two.) 

A. Senior management 

B. Chief financial officer (CFO)

C. Human resources (HR)

D. Board of directors

ANSWER: A D 

Explanation:

Senior management and the Board of directors jointly provide the enterprise-level leadership required for risk governance. 
The board, as the governing body, establishes the tone at the top and oversees whether the enterprise’s system for 
governing and managing risk supports stakeholder needs and business objectives. This includes setting expectations for risk 
culture, approving or overseeing risk appetite and tolerance, and ensuring appropriate accountability and oversight 
structures are in place.

Senior management is responsible for implementing this direction throughout the enterprise. It establishes and operates the 
practical risk governance process, integrates risk information into planning and decision-making, and promotes a consistent, 
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shared understanding of material risks across business units. Management’s actions make risk-aware decisions part of 
normal strategy execution, operations, investment decisions, and performance management. A common risk view depends 
on board-level direction and management-level execution working together, so risks can be assessed and addressed 
consistently against enterprise objectives and appetite.

This allocation aligns with COBIT’s governance-management distinction: governance evaluates stakeholder needs, sets 
direction, and monitors outcomes, while management plans, builds, runs, and monitors activities in alignment with that 
direction. See ISACA’s COBIT resources and ISACA’s CRISC certification overview.

QUESTION NO: 192

Which of the following provides the MOST useful information when assessing whether an organization has appropriately 
managed its level of risk compared to its established risk appetite?

A. Inherent risk

B. Risk velocity

C. Risk trend

D. Residual risk

ANSWER: D 

Explanation:

Residual risk provides the most useful information because it is the exposure that remains after the organization has applied 
its selected risk responses, such as implementing controls, reducing the likelihood or impact of an event, transferring 
exposure, avoiding an activity, or formally accepting the remaining exposure. Risk appetite expresses the broad amount and 
type of risk that enterprise leadership is willing to accept while pursuing business objectives. Therefore, management can 
assess whether risk has been managed appropriately by comparing the current residual risk level with the approved appetite 
and associated risk tolerance thresholds. This comparison shows whether treatment activities have reduced exposure to an 
acceptable level and whether further action, escalation, or a revised risk response is required. It also supports meaningful 
governance reporting because it reflects the organization’s actual post-treatment risk position rather than a theoretical or pre-
control condition. ISACA’s risk terminology recognizes residual risk as the risk remaining after management has taken action 
to alter risk, making it directly relevant to evaluating the effectiveness of risk treatment and alignment with acceptable risk 
levels. See the ISACA Glossary and ISACA’s COBIT resources for risk-management concepts and governance context.
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