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QUESTION NO: 1

Which of the following will BEST enable an enterprise to convey IT governance direction and objectives?

A. Corporate culture

B. Business processes

C. Principles and policies

D. Skills and competencies

ANSWER: C 

Explanation:

Principles and policies best enable an enterprise to convey IT governance direction and objectives because they formally 
translate governance intent into clear, repeatable guidance for decision making and expected behavior. Governance 
principles establish the high-level values and rules that guide the enterprise’s use of information and technology, such as 
aligning IT investments with business goals, managing risk within approved tolerance, and ensuring value delivery. Policies 
then operationalize those principles by setting mandatory requirements, accountabilities, boundaries, and decision rights that 
stakeholders can apply consistently across the organization.

ISACA’s COBIT framework identifies policies and procedures as important governance-system components. They 
communicate management direction and provide practical guidance for implementing governance and management 
objectives. When approved by the appropriate governing body, communicated to relevant stakeholders, and monitored for 
compliance, principles and policies create a reliable mechanism to cascade enterprise governance objectives into day-to-day 
IT-related decisions and practices. This makes them the most direct and authoritative means of expressing what the 
enterprise expects from IT governance. See ISACA’s COBIT resources and the COBIT framework overview.

QUESTION NO: 2

The use of new technology in an enterprise will require specific expertise and updated system development processes. 
There is concern that IT is not properly sourced. Which of the following should be the FIRST course of action? 

A. Update the enterprise architecture (EA) with the new technology. 

B. Review the IT balanced scorecard for sourcing opportunities. 

C. Assess the gap between current and required staff competencies. 

D. Perform a risk assessment on potential outsourcing.

ANSWER: C 

Explanation:

Assess the gap between current and required staff competencies is the appropriate first action because effective sourcing 
decisions must begin with a clear understanding of the capability needed to deliver, operate, secure and govern the new 
technology. The enterprise should identify the skills, experience, capacity and development-process knowledge required, 
then compare those requirements with the competencies available internally. This produces an evidence-based view of 
whether the organization can build the capability through training, hiring, reassignment, managed services or another 
sourcing arrangement.

In governance terms, this assessment connects business and technology objectives to the people and skills necessary for 
their achievement. It also establishes a defensible baseline for workforce planning, resource allocation and any later 
sourcing decision. ISACA’s COBIT guidance emphasizes that governance and management objectives require appropriate 
people, skills and competencies, and that resource optimization depends on understanding the capabilities needed to 
support enterprise objectives. A competency-gap assessment therefore provides the essential information needed before 
selecting or evaluating a sourcing approach. See ISACA’s COBIT resources and its guidance on skills and competencies for 
digital transformation.
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QUESTION NO: 3

Which of the following provides the BEST evidence of an IT risk-aware culture across an enterprise? 

A. The IT infrastructure is resilient. 

B. IT risks are communicated to the business. 

C. Business staff report identified IT risks. 

D. IT risk-related policies are published.

ANSWER: C 

Explanation:

Business staff report identified IT risks. is the best evidence because it demonstrates that risk awareness has become an 
embedded enterprise behavior rather than remaining solely an IT management activity. A risk-aware culture exists when 
people throughout the business understand that they have responsibility for recognizing, escalating, and communicating 
conditions that could affect enterprise objectives, services, information, or compliance. Voluntary reporting by business 
personnel shows that risk concepts have been understood outside the IT function, that communication channels are usable, 
and that staff are sufficiently engaged to raise concerns before they become incidents.

This behavior also supports effective governance: business stakeholders are often closest to changes in processes, 
customer needs, third-party interactions, and operational workarounds that may introduce or reveal IT-related risk. Their 
reporting enables timely risk identification, assessment, ownership, and treatment in alignment with enterprise objectives. 
ISACA’s COBIT governance approach emphasizes stakeholder engagement and an enterprise-wide governance system, 
while NIST risk guidance describes risk management as an organization-wide activity involving communication and 
continuous monitoring. See ISACA COBIT resources and NIST SP 800-30 Rev. 1.

QUESTION NO: 4

A multinational enterprise is planning to migrate to cloud-based systems. Which of the following should be of MOST concern 
to the risk management committee?

A. Resource alignment

B. Security breaches

C. Regulatory compliance

D. Cost considerations

ANSWER: C 

Explanation:

Regulatory compliance is the most significant concern because a multinational cloud migration can place enterprise data, 
processing, and operational responsibilities under multiple—and potentially conflicting—legal and regulatory regimes. The 
risk management committee must ensure that the planned cloud service model, provider locations, subcontracting 
arrangements, and data-transfer mechanisms support applicable requirements for privacy, data residency, records retention, 
financial reporting, sector-specific controls, and government access. Failure to establish this before migration may expose 
the enterprise to material fines, legal restrictions, enforcement action, disrupted operations, and reputational damage across 
several jurisdictions.

This is a governance-level concern because accountability for compliance remains with the enterprise even where a cloud 
provider performs technical or operational activities. The committee should require a jurisdictional compliance assessment, 
clear allocation of control responsibilities in provider contracts, evidence of relevant assurance reports, and ongoing 
monitoring for legal or regulatory changes. Privacy laws can impose specific conditions on international transfers of personal 
data; for example, the European Commission describes mechanisms governing transfers outside the European Economic 
Area. ISACA’s cloud governance guidance also emphasizes governing cloud services through risk management, 
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accountability, and assurance. See the European Commission’s international data-transfer guidance and ISACA’s cloud 
governance and risk-management guidance.

QUESTION NO: 5

Which of the following is the MOST important driver of IT governance?

A. Management transparency

B. Technical excellence

C. Effective internal controls

D. Quality measurement

ANSWER: A 

Explanation:

Management transparency is the most important driver because IT governance depends on clear visibility into decision-
making, accountability, performance, risk, and the use of enterprise resources. Transparent management enables governing 
bodies and stakeholders to understand who has authority over IT decisions, how IT investments support enterprise 
objectives, and whether expected benefits and risk controls are being achieved. This visibility supports informed oversight 
and timely corrective action, which are fundamental governance activities.

In the COBIT framework, governance is concerned with ensuring that stakeholder needs are evaluated, direction is set 
through prioritized decision-making, and performance and conformance are monitored. Management transparency supplies 
the reliable, understandable information needed to perform each of these activities. It also strengthens accountability by 
making decisions, responsibilities, and outcomes visible to the appropriate stakeholders. As a result, transparency provides 
the foundation for effective governance of IT and for maintaining stakeholder trust. See ISACA’s COBIT resources and its 
overview of IT governance and assurance resources.

QUESTION NO: 6

An IT steering committee is concerned that enterprise technologies have grown stagnant and are outdated. Which of the 
following is the BEST strategy to invest in modem technology?

A. Redefine the target architecture to define new technologies that can be incorporated into the infrastructure.

B. Create a new investment category for innovation that becomes a new way for tracking investment decisions.

C. Update the IT human resource management plan to requite training and development for emerging technologies.

D. Decrease spending on steady state and increase spending on modernization and enhancements.

ANSWER: A 

Explanation:

Redefine the target architecture to define new technologies that can be incorporated into the infrastructure is the best 
strategy because a target architecture establishes the enterprise’s intended future technology state. It provides a governed, 
business-aligned view of the capabilities, platforms, standards, integration patterns, and technology lifecycle decisions 
needed to move from an aging environment to a modern one. This future-state definition enables the steering committee to 
identify investment priorities, sequence initiatives through roadmaps, assess dependencies, and ensure that modernization 
decisions support enterprise objectives rather than introducing isolated technologies.

From an enterprise governance perspective, architecture is a key decision-support mechanism for optimizing technology 
investments and managing the transition from current to desired capabilities. A clearly defined target architecture also 
supports consistent investment evaluation by showing how proposed technologies fit the overall ecosystem, reduce technical 
debt, improve interoperability, and enable strategic outcomes. The Open Group describes architecture as a means to 
translate business strategy into an organized approach for designing and evolving the enterprise; its Architecture 
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Development Method includes defining a target architecture and a roadmap for transition. See The Open Group TOGAF 
Standard and ISACA’s COBIT resources.

QUESTION NO: 7

The IT function received only 50% of the requested funding to support the IT strategy for new business initiatives. Which of 
the following is the CIO's MOST important course of action before considering alternative resource options?

A. Prioritize the portfolio.

B. Terminate less visible maintenance projects.

C. Develop a new balanced scorecard.

D. Conduct a cost-benefit analysis.

ANSWER: A 

Explanation:

Prioritize the portfolio. is the most important action because the funding constraint requires the CIO to first determine 
which proposed and in-flight investments deliver the greatest strategic value, are most urgent, and have the strongest 
alignment with enterprise objectives. Portfolio prioritization provides a transparent, business-aligned basis for deciding which 
initiatives should proceed, be deferred, be scaled, or be stopped within the available budget. It also ensures that any 
subsequent consideration of alternative resources—such as sourcing arrangements, phased delivery, reassignment of 
personnel, or additional funding requests—is directed toward the initiatives that matter most to the enterprise.

Governance of enterprise IT emphasizes optimizing resource use while realizing benefits from investments. A prioritized 
portfolio gives decision makers a consolidated view of demand, expected benefits, risk, dependencies, and resource 
requirements, enabling informed trade-offs rather than isolated budget decisions. This is especially important when the 
requested funding supports new business initiatives, because strategic alignment and value delivery should drive allocation 
choices. ISACA’s COBIT framework identifies resource optimization and benefits realization as central governance 
objectives; see ISACA COBIT resources. Portfolio-management guidance likewise stresses selecting and managing work as 
a portfolio aligned to organizational strategy; see PMI Portfolio Management standards.

QUESTION NO: 8

An enterprise has identified potential environmental disasters that could occur in the area where its data center is located. 
Which of the following should be done NEXT?

A. Assess how the data center is protected against the threat

B. Implement an early warning detection and notification system

C. Relocate the data center to minimize the threat

D. Assess the likelihood and impact on the data center

ANSWER: D 

Explanation:

Assess the likelihood and impact on the data center is the appropriate next step because identifying potential environmental 
disasters establishes the relevant risk scenarios, but does not yet establish their level of risk or the priority of treatment. The 
enterprise should analyze each scenario’s likelihood and the magnitude of its potential business, operational, financial, 
regulatory, and service-delivery impact. This assessment enables risk to be evaluated against the organization’s risk appetite 
and tolerance, supporting a justified decision about whether and how to treat the risk.

Risk treatment decisions, including improving physical protections, deploying warning systems, or relocating a facility, should 
follow this analysis and be proportionate to the assessed exposure. For example, a low-probability event with limited impact 
may warrant monitoring and contingency arrangements, whereas a high-impact scenario affecting critical services may 
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justify stronger resilience measures. This sequence reflects ISACA’s risk-management approach: identify and analyze risk 
before selecting controls or treatment responses. See ISACA’s guidance on enterprise and IT risk management and the 
NIST Risk Management Framework overview.

QUESTION NO: 9

The use of an IT balanced scorecard enables the realization of business value of IT through:

A. business value and control mechanisms

B. outcome measures and performance drivers

C. financial measures and investment management

D. vision and alignment with corporate programs

ANSWER: B 

Explanation:

The correct answer is outcome measures and performance drivers. An IT balanced scorecard applies the balanced-
scorecard approach to translate enterprise and IT strategy into measurable objectives. It connects the results the enterprise 
expects from IT—outcome measures, which indicate whether intended value or strategic results have been achieved—with 
the operational and capability-based factors that influence those results—performance drivers. This relationship gives 
governing bodies and management a structured way to monitor both value realization and the leading indicators needed to 
sustain or improve that value.

Outcome measures provide evidence of achievement, such as improved service quality, stakeholder satisfaction, risk 
reduction, or contribution to strategic business outcomes. Performance drivers identify the actions, capabilities, processes, 
skills, and resource conditions that enable those outcomes. Viewing both together supports governance because 
management can assess not only whether IT is delivering value, but also whether the underlying conditions are in place to 
continue delivering it. This cause-and-effect logic is fundamental to the balanced scorecard model described by Kaplan and 
Norton and aligns with ISACA’s governance focus on ensuring benefits realization from enterprise IT investments. See the 
Harvard Business School summary of the Balanced Scorecard and ISACA’s COBIT resources.

QUESTION NO: 10

An enterprise's IT department has been operating independently without regard to business concerns, leading to 
misalignment between business and IT. The BEST way to establish alignment would be to require:

A. business to help define IT goals.

B. IT to define business objectives.

C. business to fund IT services.

D. IT and business to define risks.

ANSWER: A 

Explanation:

business to help define IT goals. is correct because business–IT alignment begins by ensuring that technology goals are 
derived from, and directly support, enterprise objectives and stakeholder needs. Business leaders are accountable for 
articulating the outcomes the enterprise seeks, such as growth, customer experience, operational resilience, regulatory 
compliance, or cost efficiency. Their participation in defining IT goals gives IT a clear basis for prioritizing investments, 
setting performance measures, designing services, and making trade-off decisions according to business value rather than 
technical preferences alone.

This is consistent with ISACA’s COBIT framework, which emphasizes a governance system that creates value through the 
realization of benefits while optimizing risk and resources. Enterprise goals are cascaded into alignment goals and then into 
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governance and management objectives, creating a traceable connection between business direction and IT activity. 
Requiring business involvement in defining IT goals therefore directly addresses the stated independence of the IT function 
and establishes the shared direction needed for sustained alignment. See ISACA’s COBIT resources and its overview of 
what COBIT is.

QUESTION NO: 11

An enterprise has decided to utilize a cloud vendor for the first time to provide email as a service, eliminating in-house email 
capabilities. Which of the following IT strategic actions should be triggered by this decision?

A. Update and communicate data storage and transmission policies.

B. Develop a data protection awareness education training program.

C. Monitor outgoing email traffic for malware.

D. Implement a data classification and storage management tool.

ANSWER: A 

Explanation:

Update and communicate data storage and transmission policies. is correct because moving enterprise email to a cloud 
service fundamentally changes where information is held, how it travels, who processes it, and which parties may administer 
it. Email commonly contains sensitive business, personal, contractual, and regulated information; therefore, the enterprise 
needs clear, current direction governing approved cloud locations, jurisdictional and residency requirements, encryption and 
secure-transfer expectations, retention, access, backup, eDiscovery, and secure disposal. Policies must also establish 
responsibilities shared between the enterprise and the provider, including requirements that flow into the cloud contract and 
service-management processes.

Communication is an essential part of the strategic action. Users, administrators, information owners, legal personnel, and 
relevant third parties need to understand the revised rules before and during adoption so that cloud email is used 
consistently with enterprise risk appetite and compliance obligations. This provides the governance foundation for later 
implementation of operational controls and monitoring. COBIT governance guidance emphasizes aligning information and 
technology use with enterprise objectives and managing associated risk, while NIST describes cloud computing as providing 
access to shared, provider-managed resources, reinforcing the need to define applicable data-handling requirements. See 
ISACA COBIT resources and NIST SP 800-145.

QUESTION NO: 12

Once an IT governance framework has been defined, which of the following is the MOST effective approach to align IT to 
business objectives?

A. Auditing the alignment of IT to business objectives regularly

B. Reviewing the return on investment of IT initiatives on a regular basis

C. Establishing a cross business unit committee to prioritize IT investment

D. Reporting IT investment and performance to senior management regularly

ANSWER: C 

Explanation:

Establishing a cross business unit committee to prioritize IT investment is the most effective approach because it embeds 
business participation directly into IT-related decision making. Effective governance alignment is achieved when business 
leaders and technology leaders jointly evaluate proposed investments against enterprise strategy, expected benefits, risk 
appetite, resource constraints, and interdependencies. A cross-functional prioritization body creates a repeatable mechanism 
for translating business objectives into an investment portfolio and for making trade-offs transparently across business units. 
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This helps ensure that technology funding and delivery capacity are directed toward the initiatives with the greatest strategic 
value, rather than being driven solely by individual departmental demands or technology considerations.

ISACA’s governance guidance emphasizes stakeholder engagement, benefits realization, and prioritization of investments 
as central governance activities. COBIT also describes alignment planning and organization as practices that maintain a 
portfolio of enabled investments in line with enterprise objectives. By involving the relevant business units before 
commitments are made, the committee provides the decision rights, accountability, and ongoing business input needed for 
sustained alignment. See ISACA’s COBIT resources and ISACA’s overview of IT governance resources.

QUESTION NO: 13

What should be done FIRST when feedback indicates recently implemented software products are not meeting business unit 
expectations?

A. Confirm user acceptance testing (UAT) was completed

B. Institute a new software training program

C. Request a gap analysis

D. Review help desk logs

ANSWER: C 

Explanation:

Request a gap analysis is the appropriate first action because it establishes, using evidence, the difference between the 
business unit’s expected outcomes and the software’s actual capabilities, performance, and delivered processes. Feedback 
that expectations are not being met identifies a potential value-realization or requirements-alignment issue, but it does not 
yet identify its source. A structured gap analysis clarifies the relevant business requirements, agreed success measures, 
current-state results, process impacts, and the priority of each deficiency. This gives governance and management a reliable 
basis for deciding whether remediation should involve configuration changes, additional functionality, process redesign, 
supplier action, training, or another response.

This approach supports CGEIT’s focus on ensuring that enterprise IT delivers intended benefits and remains aligned with 
stakeholder needs. ISACA describes governance of enterprise IT as addressing the alignment of IT-related decisions and 
actions with enterprise objectives, while its COBIT framework emphasizes evaluating performance and conformance against 
stakeholder needs and agreed goals. Defining the gap first turns broad dissatisfaction into actionable, measurable 
information and enables proportionate corrective action. See ISACA’s COBIT resources and guidance on enterprise 
governance of information and technology.

QUESTION NO: 14

Which of the following is MOST important for an enterprise to review when classifying information assets?

A. Procedures for information handling

B. Requirements for information retention

C. Impact of information exposure

D. Media used for storage and backup

ANSWER: C 

Explanation:

Impact of information exposure is the most important consideration because information classification must reflect the 
business consequences if information is disclosed to unauthorized parties. An enterprise should evaluate the potential harm 
to stakeholders, operations, regulatory compliance, contractual commitments, competitive position, and reputation resulting 
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from exposure. This assessment establishes the information’s sensitivity and enables the enterprise to assign an appropriate 
classification level.

Classification is fundamentally a risk-based decision: the greater the potential impact of unauthorized disclosure, the 
stronger the protection expected for that asset. Once the classification is established, it can drive proportionate handling 
requirements and control decisions throughout the information life cycle, including access restrictions, encryption, sharing, 
storage, transmission, and disposal. This makes exposure impact the key input to classification rather than an administrative 
or technical characteristic of the asset.

NIST’s information-type categorization guidance emphasizes assessing security impact based on the potential 
consequences of loss of confidentiality, integrity, or availability. See NIST SP 800-60, Volume I and FIPS 199.

QUESTION NO: 15

Which of the following should be the FIRST action taken by a newly formed IT governance committee to ensure reports are 
compliant with regulations and identify key IT risks?

A. Direct the development of a reporting communication plan

B. Implement a mechanism to ensure reporting escalation

C. Train end users on regulation requirements

D. Develop and monitor IT key risk indicator (KRI) triggers

ANSWER: D 

Explanation:

Develop and monitor IT key risk indicator (KRI) triggers is the appropriate first action because KRIs establish measurable, 
forward-looking signals that connect IT risk exposure to governance reporting. The committee needs defined indicators, 
thresholds, ownership, and trigger points before it can reliably determine which risks require management attention or 
escalation. These triggers make reporting evidence-based and timely, allowing the committee to identify emerging exposure, 
assess whether risk is within approved tolerance, and provide decision makers with information relevant to regulatory 
oversight obligations. Once KRIs and their thresholds are established, they also supply the core content for consistent 
reporting, escalation procedures, and stakeholder communications. This reflects the governance principle that performance 
and conformance reporting should be based on meaningful, monitored measures aligned to enterprise objectives, risk 
appetite, and compliance needs. ISACA’s COBIT guidance emphasizes governance monitoring and the use of relevant 
metrics to evaluate objectives and support accountability. ISACA’s risk guidance also recognizes KRIs as a means to 
monitor risk conditions and prompt action before risk events materialize. See ISACA COBIT resources and ISACA IT Risk 
Framework resources.

QUESTION NO: 16

Senior management finds that too many projects are currently in-progress and all are experiencing expensive project 
overruns due to lack of resources. Many of the projects also appear to overlap in their objectives and expected outcomes.

Which of the following would BEST streamline the process of evaluating and selecting funding priorities?

A. Portfolio management

B. Value governance

C. Project management

D. Business case development

ANSWER: A 

Explanation:
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Portfolio management is the best approach because it governs the organization’s complete set of change initiatives as an 
integrated portfolio rather than treating each project as an isolated request for funding. It gives senior management a 
structured mechanism to inventory current investments, assess their strategic alignment, expected benefits, costs, risks, 
dependencies, resource demands, and degree of overlap. This enables decision makers to compare initiatives consistently 
and prioritize the mix that delivers the greatest enterprise value within available capacity.

In this situation, portfolio management supports rationalization of duplicate or closely overlapping initiatives, rebalancing of 
funding, and possible deferral, consolidation, or termination of lower-priority work. It also establishes portfolio-level resource 
and capacity visibility, which is essential when widespread overruns are being driven by constrained resources. By 
continuously monitoring portfolio performance and re-prioritizing investments as conditions change, management can 
prevent excessive work in progress and direct scarce resources toward the most valuable outcomes. ISACA describes the 
need to manage IT-enabled investments to ensure value realization, while PMI defines portfolio management as centralized 
management of projects and programs to achieve strategic business objectives. See ISACA: Ensuring Value From IT-
Enabled Investments and PMI: Portfolio Management and Strategic Objectives.

QUESTION NO: 17

An airline wants to launch a new program involving the use of artificial intelligence (AI) and machine learning. The main 
objective of the program is to use customer behavior to determine new routes and markets. Which of the following should be 
done NEXT?

A. Consult with the enterprise privacy function.

B. Present the proposal to the IT strategy committee.

C. Perform a business impact analysis (BIA).

D. Define the critical success factors (CSFs).

ANSWER: A 

Explanation:

Consult with the enterprise privacy function. is the appropriate next step because the proposed use of customer behavior 
data introduces immediate privacy, data-protection, and ethical-use considerations. Customer behavior information may 
include personal data, inferred preferences, travel patterns, loyalty-program activity, and other data that can be sensitive or 
identifiable when combined. Before the initiative proceeds through strategic approval, planning, or success-measure 
definition, the airline should determine whether the intended collection, analysis, sharing, retention, and automated use of 
this data are permitted and appropriately governed.

The enterprise privacy function can identify applicable legal and regulatory obligations, assess the appropriate lawful basis 
and transparency requirements, establish data-minimization and retention expectations, and help determine whether a 
privacy impact assessment or equivalent review is needed. Its early involvement supports privacy by design: privacy 
requirements are incorporated into the AI solution’s purpose, data architecture, controls, and governance from the outset 
rather than being addressed after key design decisions have been made. This is especially important where analytics can 
create new inferences about customers beyond the original purpose for which their data was collected. ISACA’s privacy 
guidance emphasizes embedding privacy into governance and operational processes, while the NIST AI Risk Management 
Framework highlights the need to govern AI risks throughout the lifecycle. See ISACA Privacy in Practice and NIST AI Risk 
Management Framework.

QUESTION NO: 18

Which of the following should be the CIO’s GREATEST consideration when making changes to the IT strategy?

A. Have key stakeholders been consulted?

B. Have IT risk metrics been adjusted?

C. Has the investment portfolio been revised?

D. Has the impact to the enterprise architecture been assessed?
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ANSWER: A 

Explanation:

Have key stakeholders been consulted? is the greatest consideration because IT strategy must be driven by enterprise 
objectives, stakeholder needs, and the organization’s risk appetite—not by IT operational considerations in isolation. 
Consultation enables the CIO to confirm that a proposed strategic change remains aligned with business priorities, expected 
benefits, regulatory obligations, customer needs, and the priorities of executive leadership and the board. It also provides the 
information needed to establish ownership and obtain the commitment necessary for implementation. In ISACA’s COBIT 
governance model, stakeholder needs are evaluated and translated into enterprise goals, which in turn are cascaded into 
alignment goals for information and technology. This makes stakeholder engagement fundamental to maintaining strategic 
alignment when the IT strategy changes. Once stakeholder input establishes the intended direction, the enterprise can 
appropriately assess architectural implications, update risk measures, and revise the investment portfolio as needed to 
support the approved strategy. ISACA also describes governance as ensuring stakeholder needs are evaluated to determine 
balanced, agreed-on enterprise objectives. See ISACA’s COBIT resource page and ISACA Journal: Enterprise Governance 
of Information and Technology.

QUESTION NO: 19

When conducting a risk assessment in support of a new regulatory requirement, the IT risk committee should FIRST 
consider the:

A. cost burden to achieve compliance.

B. disruption to normal business operations.

C. readiness of IT systems to address the risk.

D. risk profile of the enterprise.

ANSWER: D 

Explanation:

The risk profile of the enterprise should be considered first because it establishes the context for evaluating the effect of a 
new regulatory requirement. An enterprise risk profile consolidates the organization’s material risks, risk appetite, tolerance 
thresholds, strategic objectives, critical assets, and existing control environment. Using this context, the IT risk committee 
can determine how the regulation changes the nature or level of enterprise risk, identify the business processes and 
information assets in scope, and prioritize treatment actions according to business impact and risk tolerance.

This risk-based approach ensures that regulatory compliance is addressed as part of enterprise governance rather than as 
an isolated technology implementation exercise. Once the relevant risk exposure and its alignment to enterprise objectives 
are understood, the committee can appropriately assess IT-system readiness, operational implications, resource needs, and 
the cost of compliance. ISACA’s IT Risk Framework describes risk management as being driven by business objectives and 
enterprise risk context, while ISACA’s COBIT framework emphasizes governance objectives that balance benefits, risk 
optimization, and resource optimization. See ISACA IT Risk Framework and ISACA COBIT resources.

QUESTION NO: 20

Senior management is reviewing the results of a recent security incident with significant business impact. Which of the 
following findings should be of GREATEST concern? 

A. Response efforts had to be outsourced due to insufficient internal resources. 

B. Significant gaps are present in the incident documentation. 

C. Response decisions were made without consulting the appropriate authority. 

D. The incident was not logged in the ticketing system.
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ANSWER: C 

Explanation:

Response decisions were made without consulting the appropriate authority. This is the greatest concern because a 
significant incident requires decisions to be made within an established governance structure: delegated authority, escalation 
thresholds, accountability, and risk ownership must be clear. Decisions during an incident can have material legal, 
regulatory, financial, operational, and reputational consequences, such as whether to isolate critical services, notify 
customers or regulators, engage law enforcement, or communicate externally. When designated authorities are bypassed, 
the organization cannot demonstrate that risk acceptance, business trade-offs, and external commitments were authorized 
by the accountable owners. This indicates a potentially fundamental weakness in incident governance and decision rights, 
rather than only a deficiency in recordkeeping or operational capacity. Effective enterprise governance ensures that 
management actions remain aligned with organizational objectives, stakeholder requirements, and approved risk appetite, 
particularly during high-pressure events. ISACA’s COBIT guidance emphasizes governance arrangements that establish 
accountability and decision-making structures for enterprise objectives and risk. Incident-response guidance likewise 
identifies management authorization, coordination, and defined roles as essential to effective handling. See ISACA COBIT 
resources and NIST SP 800-61 Rev. 2, Computer Security Incident Handling Guide.

QUESTION NO: 21

Which of the following would be of MOST concern regarding the effectiveness of risk management processes? 

A. Risk management requirements are not included in performance reviews. 

B. Key risk indicators (KRIs) are not established. 

C. There is no framework to ensure effective reporting of risk events. 

D. The plans and procedures are not updated on an annual basis. 

ANSWER: C 

Explanation:

“There is no framework to ensure effective reporting of risk events.” is of greatest concern because timely, reliable reporting 
of realized risk events is fundamental to an effective risk management feedback loop. Risk events provide essential evidence 
that enables management to understand whether risk scenarios, controls, risk assessments, and response plans remain 
valid. Without defined reporting channels, ownership, escalation criteria, and information flows, significant events may not 
reach the appropriate risk owners or decision makers. This prevents prompt response, lessons learned, reassessment of 
residual risk, and updates to enterprise risk information. The resulting lack of visibility can cause management to make 
governance and resource-allocation decisions using incomplete risk information. ISO 31000 emphasizes communication and 
consultation as integral to risk management, including the ongoing exchange of information needed to support risk-related 
decisions. NIST’s risk management guidance similarly treats continuous monitoring and reporting as necessary to maintain 
awareness of changes in risk and control effectiveness. A reporting framework therefore supports the operational continuity 
and continuous improvement of the entire risk management process. See ISO 31000 Risk Management and NIST SP 800-
37 Rev. 2.

QUESTION NO: 22

To enable the development of required IT skill sets for the enterprise, it is MOST important to define skill requirements based 
on: 

A. one set of skills applicable to all IT staff. 

B. each role within the IT department. 

C. a best practices framework. 

D. training needs. 
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ANSWER: B 

Explanation:

Defining skill requirements based on each role within the IT department is the most important foundation for developing 
the enterprise’s required IT capabilities. IT work is performed through distinct accountabilities—such as solution architecture, 
service management, cybersecurity, data management, operations, project management, and governance—and each 
accountability requires a different combination of technical knowledge, business knowledge, experience, and behavioral 
competencies. A role-based definition enables the enterprise to establish an identifiable target proficiency for each position, 
assess the capabilities of current staff against that target, identify gaps, and prioritize hiring, development, succession, and 
knowledge-transfer actions.

This approach also aligns skills development with the operating model and the responsibilities needed to achieve enterprise 
objectives. It provides a repeatable basis for workforce planning as services, technologies, risks, and strategic priorities 
change. ISACA’s COBIT guidance emphasizes that people, skills, and competencies are governance and management 
system components that must be structured to support objectives and practices. Similarly, the NICE Framework organizes 
workforce requirements around defined work roles and associated knowledge and skills, illustrating the value of role-based 
capability management. See ISACA COBIT resources and the NIST NICE Framework Resource Center.

QUESTION NO: 23

The risk committee is overwhelmed by the number of false positives included in risk reports. What action would BEST 
address this situation?

A. Evaluate key risk indicators.

B. Adjust IT balanced scorecard.

C. Conduct a risk assessment.

D. Change the reporting format.

ANSWER: A 

Explanation:

Evaluate key risk indicators. is the best action because false positives usually indicate that the indicators, their data 
sources, threshold levels, trigger logic, or aggregation rules are not sufficiently aligned to the enterprise’s actual risk appetite 
and decision-making needs. A focused KRI evaluation enables the risk function to test whether each indicator has a 
meaningful relationship to the risk it is intended to signal, whether its thresholds distinguish normal variation from material 
exposure, and whether the indicator produces timely, actionable escalation. The outcome should be a refined and 
rationalized set of KRIs that provides the committee with fewer, more reliable risk signals.

KRIs are intended to give management early warning of conditions that may increase risk exposure. Their value depends on 
calibration, data quality, ownership, and regular review as the business environment and risk profile change. Evaluating them 
directly addresses the quality of the reported signals and improves the signal-to-noise ratio without reducing appropriate 
visibility of genuine exposures. This is consistent with ISACA’s emphasis on using governance and management information 
that is relevant, reliable, and fit for stakeholder decision-making. See ISACA’s COBIT resources and its guidance on using 
key risk indicators effectively.

QUESTION NO: 24

An enterprise has learned of a new regulation that may impact delivery of one of its core technology services. Which of the 
following should be done FIRST?

A. Request an action plan from the risk team.

B. Determine whether the board wants to comply with the regulation.

C. Assess the risk associated with the new regulation.
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D. Update the risk management framework.

ANSWER: C 

Explanation:

Assess the risk associated with the new regulation. This is the appropriate first step because the enterprise must establish a 
fact-based understanding of the regulation’s applicability, obligations, effective dates, and potential consequences for the 
core technology service. The assessment should identify affected processes, systems, third parties, information assets, 
service commitments, and control requirements. It should also estimate the likelihood and magnitude of compliance, 
operational, financial, legal, and reputational impacts if the enterprise does not meet the new requirements.

By assessing risk first, management obtains the information needed to determine the appropriate risk response, prioritize 
work according to the service’s criticality, assign accountable owners, and develop proportionate remediation or compliance 
activities. This supports governance by enabling informed decisions based on enterprise objectives, risk appetite, and legal 
obligations rather than assumptions. NIST describes risk assessment as the process of identifying threats and vulnerabilities, 
determining likelihood and impact, and informing risk-management decisions in NIST SP 800-30 Rev. 1. This also aligns with 
COBIT’s governance and management approach to identifying, analyzing, and responding to IT-related risk; see ISACA’s 
COBIT resources.

QUESTION NO: 25

To generate value for the enterprise, it is MOST important that IT investments are: 

A. consistent with the enterprise's business objectives. 

B. approved by the CFO. 

C. aligned with the IT strategic objectives. 

D. included in the balanced scorecard. 

ANSWER: A 

Explanation:

IT investments generate enterprise value when they are consistent with the enterprise's business objectives. Enterprise 
governance of IT is concerned with ensuring that technology-enabled investments support the organization’s overall 
strategy, intended benefits, and stakeholder needs. This business-first connection enables decision makers to evaluate 
investments according to their contribution to strategic outcomes, such as revenue growth, service quality, resilience, 
regulatory commitments, or operational efficiency. It also provides the basis for prioritizing finite funds, accepting appropriate 
risk, assigning benefit ownership, and measuring whether the anticipated value was actually realized.

ISACA’s COBIT framework describes governance as creating stakeholder value by balancing benefits realization, risk 
optimization, and resource optimization. Consequently, the justification for an IT investment must originate in enterprise 
goals rather than solely in internal IT plans or administrative approval mechanisms. IT strategic objectives should, in turn, be 
derived from and support the business objectives, maintaining traceability from investment decisions to measurable 
enterprise outcomes. This reflects the core value-delivery principle in enterprise IT governance. See ISACA’s COBIT 
resources and its overview of IT governance.

QUESTION NO: 26

When establishing a risk management process, which of the following should be the FIRST step?

A. Assess risk exposures.

B. Identify threats.

C. Identify assets.

D. Determine the probability of occurrence.
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ANSWER: C 

Explanation:

Identify assets. is the appropriate first step among the choices because risk management must begin with an understanding 
of what the enterprise is trying to protect, enable, or achieve. Assets include information, systems, services, people, facilities, 
business processes, and other resources that have value to the organization. Identifying these assets establishes the scope 
for the risk process and provides the basis for determining business value, ownership, dependencies, and potential impact.

Once assets and their importance are understood, the organization can meaningfully identify relevant threats and risk 
scenarios, assess exposure, and estimate likelihood. Probability has no useful context until the assets, associated 
processes, and scenarios being considered have been defined. This asset-centered starting point also supports alignment of 
risk management with enterprise objectives, which is fundamental to governance of enterprise IT. NIST’s risk-assessment 
guidance similarly emphasizes establishing scope and identifying the assets, systems, and information to which the 
assessment applies before evaluating threat events and likelihood. See NIST SP 800-30 Rev. 1 and ISACA’s IT Risk 
Framework resources.

QUESTION NO: 27

When implementing an IT governance framework, which of the following would BEST ensure acceptance of the framework? 

A. Factoring in the effects of enterprise culture 

B. Complying with regulatory requirements 

C. Using industry-accepted practices 

D. Using subject matter experts 

ANSWER: A 

Explanation:

Factoring in the effects of enterprise culture best ensures acceptance because governance is implemented through people, 
decision-making structures, behaviors, and established ways of working. A framework that fits the enterprise’s values, 
management style, risk appetite, organizational structure, and communication norms is more likely to be understood, 
supported, and consistently used by stakeholders. Cultural considerations also help implementation leaders tailor change-
management activities, sponsorship, training, communications, and the pace of adoption to the organization’s readiness and 
likely sources of resistance.

ISACA describes enterprise governance of information and technology as a system that must be tailored to the enterprise 
context rather than applied as a purely generic model. COBIT’s design approach specifically recognizes culture, ethics, and 
behavior as an important governance-system component, emphasizing that desired behaviors must be encouraged for 
governance to operate effectively. Addressing culture early therefore promotes stakeholder ownership and makes the 
framework practical and sustainable, rather than merely formally documented. See ISACA’s COBIT resources and the 
COBIT framework overview.

QUESTION NO: 28

Which of the following is the BEST IT architecture concept to ensure consistency, interoperability, and agility for 
infrastructure capabilities?

A. Establishment of an IT steering committee

B. Standards-based reference architecture and design specifications

C. Design of policies and procedures

D. Establishment of standard vendor and technology designations
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ANSWER: B 

Explanation:

Standards-based reference architecture and design specifications are the best concept because they provide a reusable, 
governed blueprint for how infrastructure capabilities should be structured, integrated, and implemented. Reference 
architectures establish common principles, building blocks, interfaces, patterns, and technology constraints that teams can 
apply repeatedly across initiatives. This promotes consistency by reducing unnecessary variation in solutions, while defined 
standards and interfaces enable interoperability among platforms, services, data, and operational components.

These architecture assets also support agility: delivery teams do not need to design every infrastructure solution from first 
principles. Instead, they can select approved patterns and components, make design decisions within established guardrails, 
and adapt implementations to changing business needs without compromising enterprise coherence. Architecture 
specifications further make conformance assessable through design reviews and lifecycle governance. This aligns with the 
COBIT emphasis on an enterprise architecture that enables a common and integrated view of technology, information, and 
related resources in support of enterprise objectives. See ISACA’s COBIT resources and The Open Group’s overview of 
TOGAF architecture standards.

QUESTION NO: 29

A root-cause analysis indicates a major service disruption due to a lack of competency of newly-hired IT system 
administrators. Who should be accountable for resolving the situation?

A. HR training director

B. Chief information officer

C. HR recruitment manager

D. Business process owner

ANSWER: B 

Explanation:

The Chief information officer should be accountable for resolving this situation because the CIO is responsible for ensuring 
that IT services are delivered reliably and that the IT function has the people, skills, capacity and controls needed to support 
enterprise objectives. A service disruption caused by insufficient administrator competency is an IT management and 
capability issue requiring action across recruitment criteria, onboarding, training, supervision, access assignment and 
operational procedures. Although human-resources functions may perform recruitment or coordinate training, the CIO 
remains accountable for ensuring that personnel assigned to operate critical IT services are competent and that any 
capability gap is remediated in a way that restores and sustains service performance.

This accountability is consistent with COBIT’s governance and management approach: management is responsible for 
planning, building, running and monitoring IT activities, including managing human resources and maintaining the skills 
required to deliver services. The CIO should therefore direct the corrective plan, assign responsible managers, ensure 
appropriate competency requirements and training are implemented, and monitor whether the remediation prevents 
recurrence. See ISACA’s COBIT resources and its overview of IT governance.

QUESTION NO: 30

Which of the following characteristics would BEST indicate that an IT process is a good candidate for outsourcing?

A. Operational processes that are well-defined

B. Non-strategic processes that are not documented

C. Strategic processes that require expert professionals

D. Processes with higher risk to the enterprise
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ANSWER: A 

Explanation:

Operational processes that are well-defined are the best outsourcing candidates because their activities, inputs, outputs, 
service levels, controls, responsibilities, and performance measures can be specified clearly in an agreement. Clear process 
definition enables the enterprise to establish measurable service-level agreements, monitor the provider’s performance, 
retain accountability for outcomes, and manage transition and operational risk effectively. It also makes it practical to 
compare provider performance against agreed baselines and to apply corrective action when service quality does not meet 
expectations.

From an enterprise-governance perspective, outsourcing is a sourcing decision that must preserve business value, risk 
management, and control. A mature, repeatable operational process is easier to transfer and govern because the enterprise 
can document the required controls and define reporting, audit, security, continuity, and escalation requirements before 
engaging a provider. ISACA’s COBIT framework emphasizes governing and managing enterprise information and 
technology through defined objectives, practices, metrics, and accountability—characteristics that support effective third-
party oversight. See ISACA COBIT resources. Guidance on managing security and control considerations in external service 
arrangements is also available from NIST SP 800-161 Rev. 1.

QUESTION NO: 31

Which of the following BEST enables the alignment of IT and enterprise strategy?

A. Project portfolio management

B. IT resource planning

C. IT performance monitoring and reporting

D. Enterprise compliance audits

ANSWER: A 

Explanation:

Project portfolio management best enables alignment of IT and enterprise strategy because it provides a structured, 
enterprise-level mechanism for selecting, prioritizing, funding, governing, and reviewing IT-enabled initiatives according to 
their contribution to strategic objectives. Rather than considering projects in isolation, portfolio management evaluates the 
aggregate mix of investments for strategic value, expected benefits, risk, resource demand, dependencies, and delivery 
capacity. This gives governance leaders a practical means to direct limited technology investment toward the enterprise’s 
agreed priorities and to rebalance the portfolio when strategy, risks, or business conditions change.

In COBIT, alignment is achieved by connecting enterprise goals with alignment goals and governing investment decisions so 
that benefits are realized while risk and resources are optimized. A managed portfolio turns that connection into actionable 
decisions: initiatives can be approved, deferred, stopped, or reprioritized based on their continuing strategic contribution. It 
also supports benefits realization by maintaining accountability for intended outcomes throughout the investment life cycle. 
ISACA’s COBIT resources describe the governance focus on value delivery, risk optimization, and resource optimization; 
PMI likewise identifies portfolio management as the coordinated management of portfolios to achieve strategic business 
objectives. See ISACA COBIT resources and PMI’s portfolio management overview.

QUESTION NO: 32

A CEO wants to establish a governance framework to facilitate the alignment of IT and business strategies. Which of the 
following should be a KEY requirement of this framework?

A. A service delivery strategy

B. Defined resourcing levels

C. A defined enterprise architecture
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D. An outsourcing strategy

ANSWER: C 

Explanation:

A defined enterprise architecture is a key requirement because it provides an integrated blueprint that translates enterprise 
strategy into coherent business, information, application, technology, and security capabilities. For governance to align IT 
and business strategies effectively, decision-makers need a shared view of the current and target state of the enterprise, the 
principles that guide investment and design decisions, and the dependencies among business capabilities and IT-enabled 
services. Enterprise architecture supplies this common decision-making context.

In particular, a defined architecture enables governance bodies to assess whether proposed IT initiatives support strategic 
business objectives, fit the desired target operating model, avoid unnecessary duplication, and can be sequenced 
realistically. It also supports traceability from strategic goals through business capabilities to technology investments, helping 
leadership prioritize resources and manage change across the enterprise. This makes alignment repeatable and measurable 
rather than dependent on individual project decisions. ISACA’s governance guidance emphasizes that enterprise 
governance should align IT-related objectives with enterprise goals, while architecture is an essential mechanism for 
organizing and governing that alignment. See ISACA’s COBIT resources and The Open Group’s TOGAF Standard overview.

QUESTION NO: 33

An enterprise wants to reduce the complexity of its data assets while ensuring impact to the business is minimized during the 
transition. Which of the following should be done FIRST?

A. Review the information architecture

B. Review the information classification and retention policies

C. Assess current information ownership

D. Remove applications that are not aligned with the information architecture

ANSWER: C 

Explanation:

Assess current information ownership should be done first because accountable information owners provide the business 
context needed to simplify data assets safely. Before consolidating, retiring, migrating, or restructuring information, the 
enterprise must know which business areas are accountable for the information, how it supports processes and decisions, 
who relies on it, and what constraints apply. Owners can identify criticality, dependencies, legal or contractual obligations, 
acceptable service disruption, and required approvals. This creates a reliable basis for change-impact assessment and 
stakeholder engagement, which directly supports the objective of minimizing disruption during the transition.

Clear ownership is also a core information-governance prerequisite: it establishes accountability for decisions throughout an 
information asset’s life cycle. With ownership confirmed, the enterprise can obtain informed business validation of proposed 
simplification activities and ensure that transition plans, communications, controls, and acceptance criteria reflect real 
business needs. This sequencing aligns with COBIT’s governance emphasis on assigning accountability and engaging 
appropriate stakeholders so that enterprise objectives and risk considerations guide technology- and information-related 
decisions. See ISACA’s COBIT resources and its information governance guidance.

QUESTION NO: 34

An enterprise recognizes that a large percentage of its IT employees are eligible for retirement in the next five years. A 
significant amount of institutional knowledge resides with retirement-eligible staff. From the board's perspective, which of the 
following is the GREATEST concern for the enterprise in this situation?

A. Service delivery to the business

B. Loss of key IT personnel
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C. Lack of timeline for succession plan

D. Lack of process documentation

ANSWER: A 

Explanation:

Service delivery to the business is the greatest board-level concern because the board’s governance focus is on whether 
enterprise objectives, benefits, risk, and resources are managed in a way that sustains business value. Retirement of 
experienced IT personnel creates a substantial knowledge-retention and capability risk, but its most significant governance 
consequence is the potential inability to provide reliable, secure, and continuous technology services that enable business 
operations. Institutional knowledge often includes undocumented operational procedures, dependencies, recovery practices, 
vendor relationships, and application-specific expertise. If that knowledge is not transferred effectively, incidents may take 
longer to resolve, critical changes may be delayed or fail, and service availability can deteriorate. These outcomes directly 
affect business performance, customer commitments, regulatory obligations, and resilience. The board should therefore 
require management to address workforce and succession risk through knowledge transfer, documentation, cross-training, 
succession planning, and monitoring of service-performance indicators. This aligns with COBIT’s emphasis on governing 
enterprise IT to deliver value while optimizing risk and resources, rather than viewing workforce attrition solely as an internal 
staffing issue. See ISACA’s COBIT resources and NIST’s Cybersecurity Workforce Framework for workforce capability and 
organizational risk context.

QUESTION NO: 35

When developing an IT strategic plan that supports an enterprise's business goals, which of the following should be done 
FIRST?

A. Understand the current vision.

B. Perform a business impact analysis.

C. Ensure that IT drives business goals.

D. Analyze benchmarking data.

ANSWER: A 

Explanation:

Understand the current vision. is the appropriate first step because an IT strategic plan must be derived from the 
enterprise’s intended direction. The enterprise vision establishes the desired future state and provides the context for 
interpreting business goals, priorities, risk appetite, stakeholder expectations, and the capabilities that IT will need to enable. 
Before deciding on initiatives, investments, architectures, performance measures, or sourcing approaches, governance and 
IT leadership need a shared understanding of what the organization is trying to achieve.

This reflects the core principle of business–IT alignment: enterprise strategy drives IT strategy. Once the current vision is 
understood, planners can translate the relevant business objectives into IT-related objectives, assess current capabilities 
and gaps, identify strategic initiatives, and establish measures for benefits realization. ISACA’s COBIT framework similarly 
describes a goals cascade in which stakeholder needs are translated into enterprise goals and then into alignment goals that 
guide governance and management of information and technology. Starting from the vision helps ensure that the resulting 
plan supports—not independently defines—the enterprise’s direction.

See ISACA’s COBIT resources and the ISACA Journal discussion of IT-business strategic alignment.

QUESTION NO: 36

A CIO of an enterprise is concerned that IT and the business have different priorities. Which of the following would BEST 
demonstrate the current state of strategic alignment?

A. IT maturity model
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B. Balanced scorecard

C. IT investment status

D. Business case

ANSWER: B 

Explanation:

Balanced scorecard is the best way to demonstrate the current state of strategic alignment because it translates enterprise 
strategy into a concise set of measurable objectives, performance indicators, targets, and initiatives. A balanced scorecard 
can explicitly connect business outcomes—such as customer value, revenue growth, operational efficiency, and risk 
management—to the IT capabilities, services, investments, and performance measures that enable them. This makes it 
possible for the CIO and business leaders to assess whether IT priorities, resource allocation, and delivery results are 
supporting agreed enterprise objectives at a given point in time.

Crucially, the scorecard supports a shared, business-oriented view rather than an IT-only operational perspective. Measures 
can be cascaded from enterprise goals to IT goals, allowing management to identify alignment gaps, discuss trade-offs, and 
monitor progress using agreed evidence. This reflects the COBIT principle that governance should create value through 
benefits realization, risk optimization, and resource optimization, all in support of stakeholder needs and enterprise 
objectives. ISACA describes COBIT as a framework for governing and managing enterprise information and technology: 
ISACA COBIT resources. The balanced-scorecard approach is also designed to link strategic objectives with measures and 
execution: Harvard Business School—The Balanced Scorecard.

QUESTION NO: 37

From a governance perspective, which of the following is MOST important to enhance in an enterprise undergoing rapid 
development of a cloud technology?

A. Change management processes to capture organizational and project changes.

B. Data restructuring plan to ensure the architecture supports future changes.

C. IT project dashboard reporting to capture new risk, threats, and scenarios.

D. Configuration management processes to ensure availability goals are maintained.

ANSWER: D 

Explanation:

Configuration management processes to ensure availability goals are maintained is the most important governance 
enhancement because rapid cloud development creates a continuously changing environment of services, infrastructure, 
identities, network rules, software versions, and dependencies. Governance needs reliable, current visibility of these 
configurations so that management can establish accountability, assess the effect of changes on enterprise objectives, and 
verify that cloud services continue to meet agreed availability requirements.

Effective configuration management identifies and controls configuration items, maintains accurate baselines, records 
relationships and dependencies, and monitors for unauthorized or unexpected configuration drift. This is particularly 
important in cloud environments, where automated deployment and elastic resources can alter the operational environment 
much faster than in traditional infrastructure. Accurate configuration information enables informed risk decisions, supports 
oversight of service levels, and provides a sound basis for resilience, incident response, and assurance activities. COBIT 
governance and management objectives emphasize managing configuration and maintaining information that supports 
reliable operations, while NIST describes configuration management as a foundational discipline for controlling security- and 
operations-relevant system settings. See ISACA COBIT resources and NIST SP 800-128, Guide for Security-Focused 
Configuration Management.

QUESTION NO: 38
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Which of the following would be the PRIMARY impact on IT governance when a business strategy is changed? 

A. Relationship level with IT outsourcers 

B. Performance outcomes of IT objectives 

C. IT governance structure

D. Maturity level of IT processes 

ANSWER: C 

Explanation:

IT governance structure is the primary impact because governance exists to ensure that enterprise objectives are 
translated into effective decision-making, accountability, prioritization, and oversight of information and technology. When 
business strategy changes, the organization may need different strategic priorities, investment decision rights, risk 
tolerances, reporting relationships, committees, or accountability mechanisms. The governance structure is the means 
through which these changes are formally directed and monitored, so it must be reassessed to preserve alignment between 
business goals and IT-enabled activities.

In COBIT, governance is concerned with evaluating stakeholder needs, setting direction through prioritized objectives, and 
monitoring performance and conformance. A strategic shift can change stakeholder needs and enterprise goals; 
consequently, the structures that allocate authority and provide oversight must be capable of directing IT toward the revised 
strategy. This includes ensuring that the appropriate executives and governing bodies have the authority, information, and 
accountability needed to make decisions consistent with the new business direction. ISACA’s CGEIT discipline similarly 
emphasizes alignment of IT-related decisions and investments with enterprise strategy. See ISACA’s COBIT resources and 
CGEIT credential information.

QUESTION NO: 39

An enterprise wants to address the human factors of social engineering risk within the organization. From a governance 
perspective, which of the following is the BEST way to mitigate this risk? 

A. Mandate security requirements be included in employee contracts. 

B. Distribute the social media information security policy to staff. 

C. Mandate annual security awareness training. 

D. Restrict access to social media. 

ANSWER: C 

Explanation:

Mandate annual security awareness training is the best governance-focused measure because social engineering primarily 
exploits human behavior, judgment, and susceptibility to manipulation. A formally mandated awareness program establishes 
an enterprise-wide expectation that personnel receive recurring education on recognizing phishing, pretexting, 
impersonation, suspicious links, credential requests, and appropriate reporting procedures. Governance sets the direction 
and required level of organizational behavior; mandatory training translates that direction into a consistent control that 
reaches staff across functions and locations.

Annual training also provides a repeatable mechanism for communicating evolving threats, reinforcing secure practices, and 
demonstrating management’s commitment to managing human-related security risk. Its effectiveness can be overseen 
through governance measures such as completion rates, simulations, reporting metrics, and periodic content updates based 
on the enterprise’s risk profile. NIST identifies awareness and training as central to reducing risks arising from users’ actions 
and ensuring personnel understand their security responsibilities. ISACA similarly emphasizes that security awareness 
programs should build a security-conscious culture rather than rely solely on technical controls. See NIST SP 800-50: 
Building an Information Technology Security Awareness and Training Program and ISACA Journal: Building a Security 
Awareness Training Program.
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QUESTION NO: 40

A health tech enterprise wants to ensure that its in-house developed mobile app for users complies with data privacy 
regulations. Which of the following should be identified FIRST when creating an inventory of information systems and data 
related to the mobile app? 

A. Vendors and outsourced systems 

B. Data maintained by vendors 

C. Information classification scheme 

D. Application and data owners 

ANSWER: D 

Explanation:

Application and data owners should be identified first because they establish accountability for the systems and 
information included in the inventory. The application owner can describe the mobile app’s purpose, architecture, 
integrations, environments, and operational dependencies. The data owner is accountable for determining the business 
purpose, sensitivity, permitted use, retention needs, access requirements, and protection of the information processed by the 
app. Their input enables the enterprise to build an accurate and complete view of what data is collected, generated, stored, 
transmitted, or shared, including personal and health-related information.

Establishing ownership also creates a clear decision and escalation path for privacy obligations. Owners can validate the 
inventory, approve classifications, identify relevant processing activities and third parties, and ensure that changes to the 
application or its data handling are assessed over time. This supports governance principles of assigned accountability and 
reliable information for risk and compliance decisions. NIST’s Privacy Framework emphasizes organizational accountability 
and the identification of data-processing activities as foundations for managing privacy risk. ISACA’s COBIT guidance 
likewise emphasizes governance through clearly assigned roles and responsibilities. See the NIST Privacy Framework and 
ISACA COBIT resources.

QUESTION NO: 41

Which of the following is a CIO’s BEST approach to ensure IT executes against an approved strategy?

A. Request IT senior leaders to collectively plan tactics for execution.

B. Ask project management to define the IT activities for accomplishing the strategy.

C. Provide specific direction for execution of the tasks across IT.

D. Have IT leaders independently develop goals for their teams.

ANSWER: A 

Explanation:

Request IT senior leaders to collectively plan tactics for execution. is the best approach because it translates an 
approved strategic direction into coordinated, actionable plans while retaining clear accountability at the appropriate 
management level. The CIO establishes and communicates the strategic intent, priorities, desired outcomes, constraints, 
and measures of success. Senior IT leaders then jointly develop the tactical plans, sequencing, resource commitments, 
interdependencies, and operating changes needed across their respective domains. Collective planning is essential because 
strategy execution normally spans applications, infrastructure, security, data, operations, architecture, and delivery functions; 
these dependencies must be actively aligned rather than planned in isolation.

This approach also enables the CIO to maintain governance oversight through agreed milestones, performance measures, 
risk reporting, and periodic reviews without becoming the operational task manager. It creates ownership among the leaders 
who control the people, services, budgets, and capabilities required to deliver the strategy. COBIT emphasizes the alignment 
of enterprise goals with alignment goals and management objectives, supported by a governance system that assigns roles 
and responsibilities and monitors performance. See ISACA’s COBIT resources and its overview of the COBIT framework.
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QUESTION NO: 42

The BEST way to manage continuous improvement of governance-related processes is to: 

A. assess existing process resource capacities. 

B. apply effective quality management practices. 

C. require third-party independent reviews. 

D. define accountability based on roles and responsibilities. 

ANSWER: B 

Explanation:

Applying effective quality management practices is the best way to manage continuous improvement because quality 
management establishes a disciplined, repeatable improvement cycle. It uses defined quality objectives, process measures, 
monitoring, root-cause analysis, corrective actions, and management review to identify performance gaps and implement 
sustainable enhancements. In a governance context, this ensures that improvements are aligned with enterprise objectives, 
supported by reliable evidence, assigned to accountable owners, and evaluated for their effectiveness after implementation.

This approach reflects the COBIT emphasis on managing quality through standards, practices, measurement, control, and 
continual improvement. Rather than treating improvement as an occasional assessment activity, quality management 
embeds it into normal process operation and oversight. It also enables governance stakeholders to make informed decisions 
using performance and conformance information, while maintaining consistency across processes. ISACA’s COBIT 
resources describe a governance and management framework designed to help enterprises optimize information and 
technology value, risk, and resources; see ISACA COBIT resources. The continual-improvement orientation also aligns with 
ISO quality-management principles, which identify improvement as an essential element of an effective quality management 
system; see ISO quality management.

QUESTION NO: 43

When determining the desired maturity levels for IT governance processes, it is MOST important to:

A. ensure that maturity can be achieved at the lowest cost.

B. ensure target levels are in line with external competitor benchmarks.

C. agree on target levels in response to need.

D. focus on existing strengths as key drivers for the target levels.

ANSWER: C 

Explanation:

Agree on target levels in response to need. Desired maturity for an IT governance process should be established through a 
business-led assessment of what the enterprise needs that process to achieve. This includes the process’s contribution to 
enterprise objectives, the importance of related information and technology, risk appetite, regulatory or contractual 
obligations, and the expected value of making further capability improvements. The resulting target should be agreed with 
relevant stakeholders so that it represents a practical, justified management commitment rather than an arbitrary aspiration.

In COBIT-based governance, capability and maturity assessments are decision-support tools: they help identify the current 
state, define a target state appropriate to stakeholder needs, and prioritize improvement initiatives. A higher maturity level is 
not inherently the goal; the appropriate level is the one that provides sufficient control, performance, reliability, and 
assurance for the organization’s particular context. This need-based approach also supports a defensible improvement 
roadmap, because investments can be linked directly to prioritized business requirements and risk treatment decisions. 
ISACA describes COBIT as a framework for governing and managing enterprise information and technology in alignment 
with enterprise objectives; see ISACA COBIT resources and the COBIT 2019 Framework.
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QUESTION NO: 44

An enterprise embarked on an aggressive strategy requiring the implementation of several large IT projects impacting 
multiple business processes across all departments. Initially employees were supportive of the strategy, but there is growing 
fatigue and frustration with the ongoing new capabilities which must be learned. Which of the following would be the BEST 
action performed by senior management? 

A. Establish "Reward and Recognition" efforts to boost employee morale. 

B. Improve the system development life cycle (SDLC) process. 

C. Incorporate an organizational change management program. 

D. Assess current business and IT competencies. 

ANSWER: C 

Explanation:

Incorporate an organizational change management program is the best action because the stated issue is enterprise-wide 
adoption fatigue arising from continual changes to processes, systems, and required employee capabilities. Senior 
management needs to actively sponsor a structured approach that prepares people for change, assesses organizational 
readiness and change impacts, coordinates communications and training, engages affected stakeholders, manages 
resistance, and reinforces adoption after implementation. This treats the human and operational effects of the strategy as a 
governance concern rather than merely a series of individual technology deployments.

For a portfolio of large, interdependent projects affecting every department, organizational change management also 
enables management to sequence releases realistically, identify change saturation, align business leaders around consistent 
messages, and monitor whether new capabilities are actually embedded in day-to-day work. These actions sustain the 
benefits expected from the strategic investment while helping employees transition at a manageable pace. COBIT 
recognizes that governance and management objectives must account for people, skills, culture, and organizational behavior 
to achieve enterprise goals. See ISACA’s COBIT resource center and its guidance on organizational change management 
and digital transformation.

QUESTION NO: 45

An enterprise is undertaking a multi-year portfolio of IT initiatives to replace core accounting systems. The program 
management team has developed a business case and is defining a roadmap for the initiatives. Of the following, who should 
be responsible for defining the optimization criteria for the portfolio?

A. Project management office

B. Board of directors

C. Program management team

D. IT steering committee

ANSWER: D 

Explanation:

IT steering committee is correct because portfolio optimization criteria must reflect enterprise-wide priorities for selecting, 
sequencing, funding, and balancing initiatives. For a multi-year replacement of core accounting systems, those criteria may 
include strategic alignment, anticipated benefits, regulatory and financial-control obligations, risk exposure, resource 
capacity, dependencies, affordability, and timing. Establishing these trade-off rules requires a cross-functional decision-
making forum with the authority to represent both business and IT interests and to align investment choices with enterprise 
strategy.

The IT steering committee provides that governance and decision structure. It translates strategic direction into portfolio-level 
decision criteria and uses those criteria to oversee prioritization and investment decisions throughout the roadmap. This 
ensures that optimization is not simply a delivery-planning exercise; it is a continuing governance activity that balances 
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value, risk, resources, and organizational constraints across all initiatives in the portfolio. The program management team 
can then apply the approved criteria when developing and managing the roadmap, business cases, dependencies, and 
delivery plans.

This is consistent with COBIT’s portfolio-management focus on evaluating, prioritizing, and selecting investments in line with 
enterprise objectives and available resources. See ISACA’s COBIT resources and its CGEIT credential overview.

QUESTION NO: 46

Which of the following roles is accountable for the confidentiality, integrity, and availability of information within an 
enterprise?

A. Data custodian

B. Risk manager

C. Data owner

D. Lead legal counsel

ANSWER: C 

Explanation:

Data owner is correct because accountability for information assets—including establishing the required level of 
confidentiality, integrity, and availability—rests with the business role that owns the information. The data owner determines 
the information’s business value, classification, permitted use, retention needs, and protection requirements in accordance 
with enterprise policy, legal obligations, and risk appetite. This accountability is continuous throughout the information life 
cycle: the owner ensures that appropriate safeguards are specified, that access is authorized according to business need, 
and that risk decisions affecting the information are accepted or escalated through the proper governance process.

This distinction is central to effective information governance. The data owner is the accountable decision-maker for defining 
what protection the information requires, while operational implementation of those requirements can be assigned to 
supporting functions. NIST guidance describes system and information ownership responsibilities as including establishing 
security requirements appropriate to the information and its impact. ISACA’s governance approach likewise emphasizes 
clear assignment of accountability so that enterprise information-related objectives, risk, and controls are governed in line 
with stakeholder needs. See NIST SP 800-12 Rev. 1 and ISACA COBIT resources.

QUESTION NO: 47

Which of the following is the BEST way to implement effective IT risk management?

A. Minimize the number of IT risk management decision points.

B. Adopt risk management processes.

C. Establish a risk management function.

D. Align with business risk management processes.

ANSWER: D 

Explanation:

Align with business risk management processes is the best approach because IT risk is a component of enterprise risk and 
must support business objectives, decision-making, and risk appetite. Effective governance does not treat technology risk as 
an isolated technical discipline; it integrates IT-related risk identification, assessment, response, monitoring, and reporting 
into the organization’s broader enterprise risk management activities. This alignment enables leaders to evaluate technology 
risks in terms of their potential effect on strategic objectives, operations, financial performance, compliance obligations, and 
stakeholder value. It also promotes consistent risk terminology, escalation thresholds, ownership, and reporting across 
business and IT functions. ISACA’s guidance on IT risk management emphasizes connecting IT risk practices with 
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enterprise governance and risk processes so that risk-informed decisions are made at the appropriate organizational level. 
Similarly, the COSO enterprise risk management framework describes risk management as integrated with strategy-setting 
and performance, reinforcing the need to address IT risk in the business context rather than through a standalone structure 
or merely adopting generic processes. See ISACA’s IT Risk Management: A Practical Approach and the COSO Enterprise 
Risk Management guidance.

QUESTION NO: 48

Which of the following would BEST support an enterprise’s initiative to incorporate desired organizational behaviors into the 
IT governance framework?

A. Enterprise RACI matrix

B. Risk mitigation strategies and action plans

C. Enterprise code of ethics

D. Documented consequences for noncompliance

ANSWER: C 

Explanation:

Enterprise code of ethics is the best support because it formally articulates the values, principles, and standards of 
conduct the enterprise expects from everyone involved in governing, managing, and using IT. Desired organizational 
behaviors—such as integrity, accountability, transparency, appropriate handling of information, and responsible decision-
making—must be made explicit before they can be consistently embedded in governance practices. A code of ethics 
provides this common behavioral baseline and can be incorporated into governance policies, decision criteria, leadership 
expectations, training, and performance management.

Effective IT governance depends not only on structures and processes, but also on a culture that encourages people to act 
in alignment with enterprise objectives and stakeholder needs. By establishing ethical expectations that apply across the 
enterprise, an enterprise code of ethics helps ensure that governance decisions are made responsibly and consistently, 
including when priorities, risks, or stakeholder interests conflict. It therefore directly supports the behavioral and cultural 
dimension of an IT governance framework. ISACA emphasizes ethical conduct as a professional and organizational 
foundation in its Code of Professional Ethics. COBIT also recognizes that governance and management objectives require 
appropriate culture, ethics, and behavior as part of the overall governance system; see ISACA’s COBIT resources.

QUESTION NO: 49

In a large enterprise, which of the following should be responsible for the implementation of an IT balanced scorecard?

A. IT steering committee

B. Chief risk officer

C. Project management office

D. Chief information officer

ANSWER: C 

Explanation:

The Project management office should be responsible for implementation of an IT balanced scorecard in a large 
enterprise. Implementing a scorecard is a structured, cross-functional change initiative: it requires defining measures and 
targets, assigning metric owners, establishing reporting processes and tool support, coordinating dependencies, managing 
rollout activities, and monitoring whether the implementation delivers the intended governance information. These are core 
program and project-management disciplines.
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A project management office provides the repeatable methods, coordination, controls, and delivery oversight needed to 
deploy the scorecard consistently across a complex enterprise. It can organize the implementation roadmap, maintain 
milestones and risks, coordinate business and IT contributors, and ensure that scorecard measures are integrated into 
regular performance-reporting and decision-making cycles. This responsibility does not remove executive accountability for 
IT performance and alignment; rather, it ensures that the scorecard is implemented as a managed initiative and becomes 
operationally sustainable. COBIT emphasizes the importance of managed performance and conformance monitoring, 
including the use of meaningful metrics and reporting to support governance decisions. See ISACA’s COBIT resources and 
its discussion of IT governance and balanced scorecards.
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