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QUESTION NO: 1

What must you do with your FortiWeb logs to ensure PCI DSS compliance?
A. Store in an off-site location

B. Erase them every two weeks

C. Enable masking of sensitive data

D. Compress them into a .zip file format

ANSWER: C

Explanation:

Reference: https://docplayer.net/8466775-Fortiweb-web-application-firewall-ensuring-compliance-for-pci-dss-requirement-6-
6-solution-guide.html

QUESTION NO: 2

How does your FortiWeb configuration differ if the FortiWeb is upstream of the SNAT device instead of downstream of the
SNAT device?

A. You must enable the “Use” X-Forwarded-For: option.
B. FortiWeb must be set for Transparent Mode
C. No special configuration required

D. You must enable “Add” X-Forwarded-For: instead of the “Use” X-Forwarded-For: option.

ANSWER: D

QUESTION NO: 3

Which would be a reason to implement HTTP rewriting?
A. The original page has moved to a new URL

B. To replace a vulnerable function in the requested URL
C. To send the request to secure channel

D. The original page has moved to a new IP address

ANSWER: B

DumpsArena - Pass Your Next Certification Exam Fast!


https://dumpsarena.co/

DUMPSQARENA

Explanation:
Create a new URL rewriting rule.

Reference: https://docs.fortinet.com/document/fortiweb/6.3.0/administration-guide/961303/rewriting-redirecting

QUESTION NO: 4

Refer to the exhibit.

Fall-open Setting

port3-portd S TTe) Xell (o) PowerOff-Bypass

port5-port6 PowerOff-CutOff RGOS EES

Based on the configuration, what would happen if this FortiWeb were to lose power? (Choose two.)

A. Traffic that passes between port5 and port6 will be inspected.
B. Traffic will be interrupted between port3 and port4.
C. All traffic will be interrupted.

D. Traffic will pass between port5 and port6 uninspected.

ANSWER: B D

Explanation:

Reference: https://docs.fortinet.com/document/fortiweb/6.3.10/administration-guide/33485/fail-to-wire-for-power-loss-reboots

QUESTION NO: 5

When FortiWeb triggers a redirect action, which two HTTP codes does it send to the client to inform the browser of the new
URL? (Choose two.)

A. 403
B. 302
C. 301
D. 404

ANSWER: B C
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Explanation:

Reference: https://developer.mozilla.org/en-US/docs/Web/HTTP/Status/302

QUESTION NO: 6

A client is trying to start a session from a page that should normally be accessible only after they have logged in.
When a start page rule detects the invalid session access, what can FortiWeb do? (Choose three.)

A. Reply with a “403 Forbidden” HTTP error

B. Allow the page access, but log the violation

C. Automatically redirect the client to the login page

D. Display an access policy message, then allow the client to continue, redirecting them to their requested page

E. Prompt the client to authenticate

ANSWER: ABC

QUESTION NO: 7

When integrating FortiWeb and FortiAnalyzer, why is the selection for FortiWeb Version critical? (Choose two)
A. Defines Log file format

B. Defines communication protocol

C. Defines Database Schema

D. Defines Log storage location

ANSWER: AD

QUESTION NO: 8

A client is trying to start a session from a page that would normally be accessible only after the client has logged in.
When a start page rule detects the invalid session access, what can FortiWeb do? (Choose three.)

A. Display an access policy message, then allow the client to continue

B. Redirect the client to the login page

C. Allow the page access, but log the violation

D. Prompt the client to authenticate
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E. Reply with a 403 Forbidden HTTP error

ANSWER: BCE

Explanation:

Reference: https://help.fortinet.com/fweb/607/Content/FortiWeb/fortiweb-admin/specify_urls_to_initiate.htm

QUESTION NO: 9

How does offloading compression to FortiWeb benefit your network?
A. free up resources on the database server

B. Free up resources on the web server

C. reduces file size on the client’s storage

D. free up resources on the FortiGate

ANSWER: B

QUESTION NO: 10

What other consideration must you take into account when configuring Defacement protection
A. Use FortiWeb to block SQL Injections and keep regular backups of the Database

B. Also incorporate a FortiADC into your network

C. None. FortiWeb completely secures the site against defacement attacks

D. Configure the FortiGate to perform Anti-Defacement as well

ANSWER: A
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