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QUESTION NO: 1

It is possible to control the hours of the day during which a user may log into the vault.
A. TRUE
B. FALSE

ANSWER: A

QUESTION NO: 2

VAULT authorizations may be grantedto .
A. Vault Users

B. Vault Groups

C. LDAP Users

D. LDAP Groups

ANSWER: C

QUESTION NO: 3

SAFE Authorizations may be granted to
Select all that apply.

A. Vault Users

B. Vault Group

C. LDAP Users

D. LDAP Groups

ANSWER: ABCD

QUESTION NO: 4

Customers who have the ‘Access Safe without confirmation’ safe permission on a safe where accounts are configured for
Dual control, still need to request approval to use the account.
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A. TRUE
B. FALSE

ANSWER: B

The System safe allows access to the Vault configuration files.
A. TRUE
B. FALS

'ANSWER: A

Match each PTA alert category with the PTA sensors that collect the data for it.

unmanaged privileged
account

anomalous access to multiple
machines

suspicious activities detected
in a privileged session

suspected credentials theft

' ANSWER:

unmanaged privileged
account

anomalous access to multiple
machines

suspicious activities detected
in a privileged session

suspected credentials theft

Explanation:
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unmanaged privileged Logs, Vault, AD (optional), AWS
account (optional), Azure (optional)
anomalous access to multiple Network Sensor, PTA Windows
machines Agent
suspicious activities detected Vault
in a privileged session
suspected credentials theft Logs, Vault, AWS. (optional),
Azure (optional)

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/Latest/en/Content/PTA/What-Does-PTA-
Detect.ntm?TocPath=End%20User%7CSecurity%20Events%7C 4

QUESTION NO: 7

Which user is automatically added to all Safes and cannot be removed?
A. Auditor

B. Administrator

C. Master

D. Operator

ANSWER: C

QUESTION NO: 8

Ad-Hoc Access (formerly Secure Connect) provides the following features. Choose all that apply.
A. PSM connections to target devices that are not managed by CyberArk.

B. Session Recording.

C. Real-time live session monitoring.

D. PSM connections from a terminal without the need to login to the PVWA.

ANSWER: ABC

QUESTION NO: 9
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Which parameters can be used to harden the Credential Files (CredFiles) while using CreateCredFile Utility? (Choose
three.)

A. Operating System Username

B. Host IP Address

C. Client Hostname

D. Operating System Type (Linux/Windows/HP-UX)
E. Vault IP Address

F. Time Frame

ANSWER: ABC

Explanation:

Reference: https://docs.cyberark.com/Product-Doc/OnlineHelp/PAS/11.2/en/Content/PASIMP/CreateCredFile-Utility.htm

QUESTION NO: 10

Which Cyber Are components or products can be used to discover Windows Services or Scheduled Tasks that use
privileged accounts? Select all that apply.

A. Discovery and Audit (DMA)

B. Auto Detection (AD)

C. Export Vault Data (EVD)

D. On Demand Privileges Manager (OPM)

E. Accounts Discovery

ANSWER: ABE
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