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Topic Break Down

Topic No. of Questions
Topic 1, Cortex XDR Management | 9

Topic 2, Endpoint Administration |24

Topic 3, Detection and Analysis 32

Topic 4, Incident Response 13

Topic 5, Threat Hunting 2

Total 80
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QUESTION NO: 1

Phishing belongs which of the following MITRE ATT&CK tactics?
A. Initial Access, Persistence

B. Persistence, Command and Control

C. Reconnaissance, Persistence

D. Reconnaissance, Initial Access

E. Initial Access

ANSWER: E

Explanation:

Initial Access is correct because MITRE ATT&CK classifies Phishing as technique T1566 under the Initial Access tactic.
Initial Access describes adversary techniques used to gain an initial foothold in a target environment. Phishing accomplishes
this by delivering a deceptive message intended to induce a recipient to disclose credentials, open a malicious attachment,
follow a malicious link, or otherwise perform an action that enables the adversary to enter the environment.

MITRE further identifies common phishing sub-techniques: Spearphishing Attachment (T1566.001), Spearphishing Link
(T1566.002), Spearphishing via Service (T1566.003), and Spearphishing Voice (T1566.004). Although a phishing operation
may involve preparatory research or may ultimately support additional attacker activity after access is obtained, ATT&CK
assigns the technique to Initial Access because its core purpose is obtaining that first entry point. Detection and remediation
analysts should therefore map observed phishing emails, credential-harvesting lures, and malicious links or attachments to
Initial Access when documenting activity and developing ATT&CK-based detections. See the official MITRE ATT&CK
Phishing (T1566) technique page and the Initial Access tactic page.

QUESTION NO: 2

What are two types of investigation context that can be viewed in a Cortex XDR causality chain? (Choose two.)
A. Parent-child process relationships

B. Related artifacts and endpoint events

C. Assigned analyst workload

D. License consumption history

ANSWER: AB

Explanation:

A causality chain provides connected endpoint context for an alert or incident. It shows parent-child process relationships,
allowing an analyst to determine which process initiated subsequent activity. It also shows related artifacts and events,
such as files, registry modifications, network connections, and command-line activity associated with the chain.

This context helps an analyst identify the initial execution point, understand the progression of malicious activity, and
determine the scope of remediation. See the Palo Alto Networks Cortex XDR Concepts documentation.

QUESTION NO: 3

Which two MITRE ATT&CK techniques can adversaries use to establish persistence on a Windows endpoint? (Choose two.)
A. Registry Run Keys / Startup Folder

B. Scheduled Task/Job
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C. Network Service Scanning

D. System Network Configuration Discovery

ANSWER: AB

Explanation:

Registry Run Keys / Startup Folder is correct because adversaries can configure programs to execute when a user logs
on by adding entries to Run keys or placing files in a Startup folder. This is a commonly investigated Windows persistence
mechanism.

Scheduled Task/Job is also correct because an adversary can create or modify a scheduled task to execute a program at a
defined time, on a recurring schedule, or in response to a trigger. Analysts should review the creating process, task name,
command, author, execution account, and task creation time when investigating these techniques. See the MITRE ATT&CK
pages for Reqistry Run Keys / Startup Folder and Scheduled Task/Job.

QUESTION NO: 4

In the deployment of which Broker VM applet are you required to install a strong cipher SHA256-based SSL certificate?
A. Agent Proxy

B. Agent Installer and Content Caching

C. Syslog Collector

D. CSV Collector

ANSWER: A

Explanation:

Agent Proxy is correct because this Broker VM applet provides a secure intermediary connection for Cortex XDR agents in
closed or restricted networks. Agents connect to the Agent Proxy over HTTPS, and the proxy must present a trusted
SSL/TLS certificate so that agent-to-proxy communications can be authenticated and encrypted. During Agent Proxy
activation, Palo Alto Networks requires administrators to install a strong-cipher SSL certificate that uses a SHA-256-based
signature. This certificate is part of establishing the protected communication channel between endpoints and Cortex XDR
services when the endpoints cannot directly access the Cortex XDR cloud.

The certificate must be prepared for the Agent Proxy hostname and installed as part of its configuration. Using a SHA-256-
based certificate supports modern cryptographic requirements and helps ensure that the proxy deployment meets the
security expectations for endpoint telemetry, content delivery, and agent communications traversing the closed-network
connection. Palo Alto Networks documents this requirement in its Agent Proxy activation procedure: Activate the Agent
Proxy for Closed Networks. Additional Broker VM applet deployment context is available in the Cortex XDR Broker VM
documentation.

QUESTION NO: 5

To create a BIOC rule with XQL query you must at a minimum filter on which field in order for it to be a valid BIOC rule?
A. causality_chain

B. endpoint_name

C. threat_event

D. event_type

ANSWER: D
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Explanation:

event_type is required because a Cortex XDR BIOC rule must constrain its XQL query to the type of endpoint event that the
rule is intended to evaluate. The event type field identifies the event-data category, such as process, network, file,
registry, or other supported endpoint event records. Filtering on this field gives Cortex XDR the required event scope to
validate the query as a BIOC rule and to apply the rule efficiently to the relevant incoming telemetry. A BIOC is intended for
behavioral detection over endpoint data, rather than as an unrestricted XQL search across all datasets. Therefore, the query
must explicitly include an event type filter as its minimum required criterion; additional conditions can then narrow the
behavior further using fields appropriate to that event type. Palo Alto Networks documents this requirement in its BIOC rule-
creation guidance, which describes the query requirements and supported workflow for building behavioral indicators of
compromise. See Create a BIOC Rule and the Cortex XDR BIOCs documentation.

QUESTION NO: 6

What are two purposes of “Respond to Malicious Causality Chains” in a Cortex XDR Windows Malware profile? (Choose
two.)

A. Automatically close the connections involved in malicious traffic.
B. Automatically kill the processes involved in malicious activity.
C. Automatically terminate the threads involved in malicious activity.

D. Automatically block the IP addresses involved in malicious traffic.

ANSWER: AD

Explanation:

In a Cortex XDR Windows Malware profile, Respond to Malicious Causality Chains provides automated network-containment
responses when Cortex XDR identifies a malicious behavioral chain. It can automatically close connections involved in
malicious traffic, stopping active communications associated with the detected chain. This helps interrupt such activity
without requiring an analyst to first locate and manually end each connection.

The setting can also automatically block IP addresses involved in malicious traffic. Blocking the identified addresses
prevents continued or subsequent communication with the malicious network destination and extends the response beyond
the individual connection that triggered the detection. Together, these actions contain the network component of the
malicious causality chain promptly at the endpoint, reducing the opportunity for command-and-control traffic, data transfer, or
other malicious communications to continue.

Palo Alto Networks documents these behavioral-threat-protection response capabilities and their configuration in the
Windows Malware security profile documentation: Add a Malware Security Profile.

QUESTION NO: 7

Where would you view the WildFire report in an incident?

A. next to relevant Key Artifacts in the incidents details page
B. under Response --> Action Center

C. under the gear icon --> Agent Audit Logs

D. on the HUB page at apps.paloaltonetworks.com

ANSWER: A

Explanation:
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The WildFire report is viewed next to relevant Key Artifacts in the incident details page. Cortex XDR identifies and presents
important artifacts associated with an incident, such as files and their hashes, so an analyst can investigate the evidence
directly in the incident context. When a relevant artifact has been submitted to or analyzed by WildFire, the incident’s artifact
information provides access to the associated WildFire analysis report. This keeps the malware-analysis results connected
to the specific file or hash that contributed to the incident, allowing the analyst to review verdicts, observed behavior,
indicators, and other WildFire findings while investigating. Palo Alto Networks documents the incident-details workflow and
artifact investigation capabilities in its Cortex XDR incident investigation documentation: Cortex XDR Incidents. For context
on the contents and purpose of the linked report, see Palo Alto Networks’ WildFire Analysis Reports documentation.

QUESTION NO: 8

Which two techniques are commonly used by adversaries for Defense Evasion? (Choose two.)
A. Masquerading

B. Impair Defenses

C. Data from Local System

D. Archive Collected Data

ANSWER: AB

Explanation:

Masquerading is correct because adversaries can make malicious artifacts appear legitimate by using deceptive names,
locations, extensions, or other characteristics. For example, an attacker may name an executable to resemble a trusted
system utility.

Impair Defenses is also correct because adversaries may attempt to disable, modify, or otherwise interfere with security
tools and their protections. Both techniques can reduce the likelihood that malicious activity is detected or prevented.
Analysts should investigate the initiating process, affected security controls, endpoint scope, and subsequent attacker
activity. See the MITRE ATT&CK pages for Masquerading and Impair Defenses.
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