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Topic Break Down

Topic No. of Questions
Topic 1, Troubleshoot Azure network infrastructure 12
Topic 2, Troubleshoot hybrid networking 39
Topic 3, Troubleshoot Azure network security 18

Topic 4, Troubleshoot Azure Platform as a Service networking | 11

Topic 5, Troubleshoot Azure load balancing 10
Topic 6, Troubleshoot Azure name resolution 6
Topic 7, Mix Questions 13
Topic 8, Contoso Ltd, Case Study 13
Total 122
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QUESTION NO: 1
A company has virtual machines (VMs) in the following Azure regions:

The company uses ExpressRoute private peering to provide connectivity to VMs hosted on each region and on-premises
services.

The company implements global VNet peering between a VNet in each region. After configuring VNet peering, VM traffic
attempts to use ExpressRoute private peering.

You need to ensure that traffic uses global VNet peering instead of ExpressRoute private peering. The solution must
preserve existing on-premises connectivity to Azure VNets.

What should you do?

A. Add a user-defined route to the subnets route table.

B. Add a filter to the on-premises routers.

C. Add a second VNet to the virtual machines and configure VNet peering between the VNets.

D. Disable the ExpressRoute peering connections for one of the regions.

ANSWER: A

Explanation:

Add a user-defined route to the subnets route table. Create route entries for the address prefixes of the remote, globally
peered VNet and use the Virtual network next-hop type. This explicitly directs traffic destined for those Azure VNet prefixes
to the virtual network path provided through global VNet peering. Azure route selection gives user-defined routes
precedence over routes learned through BGP, including prefixes received through ExpressRoute private peering. Therefore,
the targeted inter-VNet traffic follows the peering connection rather than traversing ExpressRoute.

The route table should be associated only with the relevant VM subnets, and its destination prefixes should be limited to the
remote VNet address spaces. ExpressRoute private peering can then remain enabled and continue advertising and carrying
routes for on-premises networks, preserving the required on-premises-to-Azure connectivity. This approach provides a
deliberate, prefix-specific routing override without removing the existing hybrid connectivity design. Microsoft documents
route precedence and explains that user-defined routes are preferred over BGP routes in How Azure selects a route. For
global VNet peering behavior and connectivity across Azure regions, see Global virtual network peering.

QUESTION NO: 2 - (DRAG DROP)

A customer has an Azure subscription. Microsoft Defender for servers is enabled for the subscription. The customer has not
configured network security groups.

The customer configures a resource group named RG1 that contains the following resources:
* A virtual machine named VM1.
* A network interface named NIC1 that is attached to VM1.

The customer grants a user named Admin1 the following permission for RG1:
Microsoft.Security/locations/jitNetworkAccessPolicies/write.

Admin1 reports that the JIT VM access pane in the Azure portal does not show any entries. When you view the same pane,
VM1 appears on the Unsupported tab.

You need to ensure that Admin1 can enable just-in-time (JIT) VM access for VM1. The solution must adhere to the principle
of least privilege.

Which three actions should you recommend be performed in sequence?

To answer, move the appropriate actions from the list of actions to the answer area and arrange them in the correct order.
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ANSWER:

Explanation:

JIT VM access in Microsoft Defender for Cloud relies on a network security group to control the temporary inbound rules that
are applied when access is requested. A virtual machine without an NSG associated to its network interface or subnet is
categorized as unsupported, which is why VM1 does not appear as a VM that Admin1 can configure in the JIT pane. The
required remediation is to create a network security group and associate it with NIC1, the network interface attached to VM1.
Once the NSG is attached, Defender for Cloud can use it to manage the JIT access rules for that VM.

Admin1 already has Microsoft.Security/locations/jitNetworkAccessPolicies/write atthe RG1 scope. That
permission allows Admin1 to configure the JIT network access policy. Admin1 does not, however, have the resource-
management permissions needed to create a network security group or to modify NIC1 to associate the NSG. Assigning the
Contributor role at RG1 provides those needed management permissions for the resources in that resource group. It follows
least privilege better than assigning Owner because Contributor does not grant the ability to manage Azure role assignments
or access for other identities.

Therefore, first assign Contributor for RG1, then have Admin1 create a network security group, and finally have Admin1
associate that network security group with NIC1. This makes VM1 supported for JIT while allowing Admin1 to perform the
necessary configuration. Microsoft documents the JIT NSG requirement in Manage virtual machine access using just-in-time
and the permissions of the role in Azure built-in roles.

QUESTION NO: 3

A company has an Azure point-to-site virtual private network (VPN) that uses certificate-based authentication.

A user reports that the following error message when they try to connect to the VPN by using a VPN client on a Windows 11
machine:

A certificate could not be found

You need to resolve the issue.

dumpsarena.co | Demo Exam - Page 4 of 11


https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F6868
https://learn.microsoft.com/en-us/azure/defender-for-cloud/just-in-time-access-usage
https://learn.microsoft.com/en-us/azure/role-based-access-control/built-in-roles#contributor

Which three actions should you perform?

A. Configure an Azure Active Directory (Azure AD) tenant.
B. Install a root certificate on the user's device.

C. Generate a root certificate.

D. Install a client certificate on the VPN gateway.

E. Enable Azure AD authentication on the gateway

F. Generate a client certificate.

G. Install a client certificate on the user's device.

ANSWER: BF G

Explanation:

Certificate-based Azure point-to-site authentication requires a valid client certificate to be available in the certificate store
used by the Windows VPN client. Therefore, you should generate a client certificate and install a client certificate on the
user's device. The client certificate must include a private key and must be issued from a trusted root certificate whose public
key has been configured for the Azure VPN gateway. Installing it in the appropriate Current User certificate store makes the
certificate available when the user initiates the VPN connection.

You should also install a root certificate on the user's device so that Windows can build and validate the certificate chain for
the client certificate. This is particularly important when the issuing root is an organization-managed or self-signed certificate
authority rather than one that is already trusted by Windows. Together, the trusted root certificate and the client certificate
provide the chain of trust and the user credential required for certificate-based point-to-site VPN authentication. Microsoft
documents that client certificates are generated from a trusted root certificate and installed on every client computer that
connects to the virtual network. See Point-to-site VPN certificates and About point-to-site VPN.

QUESTION NO: 4

A company uses Azure Firewall Premium with TLS inspection enabled.

Users report certificate warnings when they access an HTTPS application through the firewall.

You need to resolve the certificate warnings.

Which two actions should you perform?

A. Install the root certificate for the TLS inspection certificate authority on the client computers.

B. Configure a valid intermediate certificate authority certificate in the Azure Firewall policy TLS inspection settings.
C. Add an Azure Firewall network rule that allows TCP port 443.

D. Configure a public IP address on each client virtual machine.

E. Disable DNS proxy on Azure Firewall.

ANSWER: AB

Explanation:

Install the root certificate for the certificate authority used by Azure Firewall TLS inspection on the client computers. During
TLS inspection, Azure Firewall decrypts the client session and issues a replacement certificate for the destination. Clients
must trust the root certificate authority used by the firewall to validate that replacement certificate.

You must also configure a valid intermediate certificate authority certificate in the Azure Firewall policy TLS inspection
settings. Azure Firewall Premium uses an intermediate CA certificate stored in Azure Key Vault to generate certificates for
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inspected connections. The certificate chain must be valid and accessible to the firewall policy configuration. Simply adding
an application rule does not establish client trust for TLS inspection. See Azure Firewall Premium certificates and Deploy
Azure Firewall Premium.

QUESTION NO: 5

A company has an Azure Active Directory (Azure AD) tenant. The company deploys Azure AD Connect to synchronize
objects from their Active Directory Domain Services (AD DS) domain.

You observe that AD DS objects are not synchronizing to Azure AD.
You need to verify that the staging mode is enabled.

What should you do?

A. Review the history for the Azure AD Connect sync scheduled task.
B. Run this PowerShell cmdlet: Get-ADSyncScheduler

C. Review the triggers for the Azure AD Connect sync scheduled task.

D. Run this PowerShell cmdlet: Get-ADSyncConnetorRunStatus

ANSWER: B

Explanation:

Run this PowerShell cmdlet: Get-ADSyncScheduler. This Azure AD Connect cmdlet returns the synchronization scheduler’s
configuration and status properties, including StagingModeEnabled. Checking this property directly verifies whether the
Azure AD Connect server is operating in staging mode. When its value is True, the server can perform imports and
synchronization processing but does not export changes to Microsoft Entra ID (formerly Azure AD) or to the on-premises
Active Directory environment. Therefore, objects can appear not to synchronize to Azure AD when the only active
synchronization server is configured for staging mode. The command should be run in an elevated PowerShell session on
the server where Azure AD Connect is installed. Administrators can use the returned scheduler information as part of the
investigation, then use the Azure AD Connect wizard to disable staging mode on the server intended to perform exports, if
appropriate. Microsoft documents StagingModeEnabled as a scheduler property returned by this command and describes
staging mode behavior in its identity synchronization guidance. See Get-ADSyncScheduler reference and Microsoft Entra
Connect staging server guidance.

QUESTION NO: 6

A company migrates an on-premises Windows virtual machine (VM) to Azure. An administrator enables backups for the VM
by using the Azure portal.

The company reports that the Azure VM backup job is failing.

You need to troubleshoot the issue.

Solution: Configure the retention range for the current VM backup policy.
Does the solution meet the goal?

A. Yes

B. No

ANSWER: B

Explanation:
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No. Configuring the retention range of an Azure VM backup policy does not troubleshoot the underlying cause of a backup

job failure. Retention settings control how long completed recovery points are retained, such as daily, weekly, monthly, and
yearly recovery points. They are not a diagnostic mechanism for failures occurring while Azure Backup attempts to create a
recovery point.

Effective troubleshooting starts by reviewing the failed backup job in the Recovery Services vault or Backup center. The job
details provide an error code, failure message, and often recommended actions that identify the relevant issue, such as VM
agent or extension health, connectivity to Azure Backup services, snapshot creation problems, resource locks, insufficient
permissions, or disk-related constraints. The appropriate remediation depends on that reported failure condition.

Azure Backup’s guidance for troubleshooting Azure VM backup failures emphasizes checking the job error details and using
the documented resolution steps for the specific error code. Policy retention can be adjusted when an organization needs to
change recovery-point retention requirements, but changing it does not resolve a failing backup operation merely because
backups were enabled after migration.

For details, see Troubleshoot Azure VM backup and About Azure VM backup.

QUESTION NO: 7

A company implements self-service password reset (SSPR).

After a firewall upgrade at the company's datacenter, SSPR stops working.
You need to resolve the issue.

Which two URLs must be present on the firewalls to allow SSPR to connect?
A. *.update.microsoft.com

B. *.servicebus.windows.net

C. *.passwordreset.microsoftonline.com
D. *.svc.ms
E

. *.adl.windows.com

ANSWER: C D

Explanation:

* passwordreset.microsoftonline.com must be allowed because it hosts the Microsoft Entra self-service password
reset experience and supports the user-facing password-reset workflow. Clients need HTTPS access to this Microsoft
endpoint to load and submit the SSPR process, including identity verification and password-reset requests.

* _ svc.ms must also be allowed because Microsoft Entra uses this Microsoft service domain for supporting service
communications used by the password-reset experience. Firewall rules that block this dependency can prevent the SSPR
workflow from completing even when users can reach the primary password-reset page. The firewall upgrade should
therefore retain outbound HTTPS inspection/bypass and allow rules for both domains, including the wildcard notation so that
required subdomains remain reachable. These rules should permit outbound TCP port 443 and should not rely on fixed IP
addresses, as Microsoft cloud service infrastructure and endpoint resolution can change. Microsoft documents SSPR
deployment and network connectivity considerations in its SSPR deployment guidance. Endpoint management should also
follow the Microsoft 365 endpoint model described in Microsoft 365 URLs and IP address ranges.

QUESTION NO: 8

A company deploys an Azure Functions app that uses regional virtual network integration. The function app accesses an
Azure Storage account through a private endpoint.

The function app fails to start and reports that it cannot access its storage account.

You need to configure the required private connectivity dependencies for the function app storage account.

- Page 7 of 11


https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co
https://vtsimu.com/redirect?url=https%3A%2F%2Fdumpsarena.co%2Fid%2F6868
https://learn.microsoft.com/en-us/azure/backup/backup-azure-vms-troubleshoot
https://learn.microsoft.com/en-us/azure/backup/backup-azure-vms-introduction
https://learn.microsoft.com/en-us/entra/identity/authentication/howto-sspr-deployment
https://learn.microsoft.com/en-us/microsoft-365/enterprise/urls-and-ip-address-ranges?view=o365-worldwide

Which two actions should you perform?

A. Create private endpoints for the storage subresources required by the function app.

B. Link the applicable Azure private DNS zones to the virtual network used by function app integration.
C. Assign a public IP address to the function app.

D. Enable a Microsoft.Storage service endpoint on the private endpoint subnet.

E. Associate an Azure NAT Gateway with the private endpoint subnet.

ANSWER: AB

Explanation:

Create private endpoints for the required Azure Storage subresources and configure the associated private DNS zones.
Azure Functions uses its configured storage account for host state and runtime operations. Depending on the hosting plan
and Functions features used, private access commonly requires private endpoint connectivity for the blob, file, queue, and
table storage subresources. At a minimum, the required endpoint subresources must be available to the function app
runtime.

You must also link the applicable private DNS zones to the virtual network used for function app integration. For example,
the blob private endpoint requires the privatelink.blob.core.windows.net zone. The function app must resolve
each required storage service name to its private endpoint address. Virtual network integration alone supplies a route from
the app to the VNet; it does not create private endpoints or private DNS records. See Configure Azure Functions networking
and Azure Functions storage considerations.

QUESTION NO: 9 - (HOTSPOT)

A company implements Windows and Linux VMs in an Azure Virtual Network. The company plans to apply routing changes
to the virtual network.

You need to determine the impact of these changes on network latency affecting applications that use TCP and UDP traffic.
The solution must provide the highest level of accuracy.

Which tools should you use?

Operating system
Windows
Linux
SockPerf
nttcp
ANSWER:
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Windows
Linux
SockPerf
nttcp
Explanation:

Use Latte on the Windows virtual machines and SockPerf on the Linux virtual machines. These tools are appropriate
because the requirement is to measure the latency impact of routing changes for applications that use both TCP and UDP,
rather than merely checking reachability or measuring bulk transfer capacity. Latte is a Microsoft utility intended for Windows
network-performance testing. It can generate TCP and UDP traffic and report latency measurements, enabling a direct
comparison of application-path latency before and after the routing change.

For Linux, SockPerf is the corresponding latency-focused utility. It supports TCP and UDP workloads and is specifically
designed to measure network latency with detailed timing statistics. That makes it suitable for validating the actual path
behavior experienced by the applications after changes to Azure virtual-network routing. Running the tests between the
relevant Windows and Linux endpoints, with the same ports and transport protocols used by the workloads where practical,
provides a reliable view of routing-related latency.

Microsoft’'s Azure guidance identifies Latte and SockPerf as tools for latency testing in Azure virtual machines. Review the
guidance at Bandwidth/throughput testing (NTTTCP) and latency testing (Latte and SockPerf) for Azure virtual machines.
SockPerf usage and its TCP/UDP latency capabilities are also documented in the project’s SockPerf repository.

QUESTION NO: 10 - (HOTSPOT)

You need to troubleshoot and resolve issues reported for contosostorage1.
What should you do? To answer, select the appropriate option in the answer area.

NOTE: Each correct selection is worth one point.
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ANSWER:
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Explanation:

Access to an Azure Storage account that has public network access restricted is controlled through its networking
configuration. For workloads in VNet2 and VNet3, the required action is to configure the Microsoft.Storage service endpoint
on the specific source subnets. A service endpoint extends the subnet identity to the Azure Storage service over the Azure
backbone. That subnet can then be authorized in contosostorage1’s virtual-network rules, allowing storage requests from
resources in those subnets. This is important because virtual network peering does not itself make a subnet an approved
source for a storage account firewall rule. The storage account evaluates the actual originating subnet and its configured
network access rule. Microsoft documents service endpoints and the use of virtual-network rules for Storage at Configure
Azure Storage network security and Virtual Network service endpoints.

For the on-premises requirement, configure the firewall settings on contosostorage1. Traffic from an on-premises
environment that reaches Azure through a site-to-site VPN must still satisfy the storage account’s network access policy.
The storage firewall configuration is where an allowed public IP address or applicable permitted network path is defined,
according to the connectivity design. Once the appropriate on-premises source is allowed in the storage account networking
settings, requests can reach the storage service while the account remains protected from unapproved public-network
sources. The relevant configuration model is described in Microsoft’s grant access from an internet |IP range guidance.

QUESTION NO: 11

A company has an Azure tenant. The company deploys an Azure Firewall named FW1 using the Standard SKU. You
configure FW1 using classic firewall rules.

The company creates an application rule collection with the following settings:
Priority: 100

Action: Deny

Rule type: FQDN

Source type: IP address

Source: *

Protocol: http:80,https:443

Target FQDN: *.cloud.contoso.com

An engineer observes that traffic to console.cloud.conotoso.com is still allowed by FW1.
You need to determine why the traffic is allowed.

What should you review?

A. Network rules

B. Web categories

C. Infrastructure rules

D. Application rules
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ANSWER: A

Explanation:

Network rules should be reviewed because Azure Firewall processes classic rules by rule type, not solely by the priority
assigned to an application rule collection. After destination NAT processing, Azure Firewall evaluates network rules before it
evaluates application rules. Therefore, a network rule that permits the relevant source, destination IP address, protocol, and
port can allow the HTTP or HTTPS flow before the FQDN-based deny rule is considered. Inspect the effective network rule
collections for an allow rule covering the resolved address of the destination and TCP ports 80 or 443, including broad rules
that might unintentionally encompass this traffic.

Azure Firewall's documented rule-processing order places network rules ahead of application rules, so this review identifies
whether an earlier permitted network flow explains the observed result. Also validate the resolved destination address and
the firewall logs while reviewing the matching network rule, because network rules match IP addresses rather than FQDNSs.
Microsoft documents the evaluation order in Azure Firewall rule processing and provides guidance for using Azure Firewall
diagnostic logs to identify the rule that handled a connection.

QUESTION NO: 12

A company migrates an on-premises Windows virtual machine (VM) to Azure. An administrator enables backups for the VM
by using the Azure portal.

The company reports that the Azure VM backup job is failing.
You need to troubleshoot the issue.

Solution: Create a new manual backup in Backup center.
Does the solution meet the goal?

A. Yes

B. No

ANSWER: B

Explanation:

No is correct. Creating a manual backup in Backup center starts an on-demand backup operation; it does not diagnose or
remediate the condition that caused the existing scheduled Azure VM backup job to fail. A failed backup must first be
investigated through the Azure Backup job details, where the administrator can review the failure message, error code,
affected backup phase, and recommended resolution. The relevant corrective action depends on the reported failure—for
example, resolving VM-agent or extension health issues, ensuring required network connectivity to Azure Backup service
endpoints, correcting access or configuration prerequisites, or addressing snapshot and storage-related conditions.

Backup center provides a centralized view of backup jobs and enables on-demand backup, but its manual backup capability
is an operational action rather than a troubleshooting method. Retrying an operation without identifying the error can result in
another failure and does not establish that the underlying backup configuration and dependencies are healthy. Microsoft
recommends using the job error details and Azure Backup troubleshooting guidance to identify the precise cause before
applying the appropriate fix. See Troubleshoot Azure VM backup and Monitor and operate backup with Backup center.
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