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Topic Break Down

Topic No. of Questions

Topic 1, Troubleshoot mail flow 23

Topic 2, Troubleshoot compliance and security issues 34

Topic 3, Troubleshoot Exchange Online configuration issues 43

Topic 4, Troubleshoot hybrid and migration issues 16

Total 116
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QUESTION NO: 1

A company uses Exchange Online.

Several users have Full Access and Send As permissions for a shared mailbox named Sales.

The company requires a copy of every message sent as Sales and every message sent on behalf of Sales to be saved in 
the Sent Items folder of the Sales mailbox.

Which two commands should you run? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Set-Mailbox -Identity Sales -MessageCopyForSentAsEnabled $true

B. Set-Mailbox -Identity Sales -MessageCopyForSendOnBehalfEnabled $true

C. Set-Mailbox -Identity Sales -DeliverToMailboxAndForward $true

D. Set-CASMailbox -Identity Sales -MAPIEnabled $true

E. Set-CalendarProcessing -Identity Sales -AddOrganizerToSubject $true

ANSWER: A B 

Explanation:

Set-Mailbox -Identity Sales -MessageCopyForSentAsEnabled $true enables saving a copy of messages 
sent by delegates by using the Send As permission in the shared mailbox Sent Items folder. Without this setting, the sent 
message is normally stored only in the delegate’s Sent Items folder.

Set-Mailbox -Identity Sales -MessageCopyForSendOnBehalfEnabled $true provides the equivalent 
behavior for messages sent by delegates by using Send on Behalf permissions. The two settings are independent because 
Send As and Send on Behalf are different delegation mechanisms. Microsoft documents both parameters in the Set-Mailbox 
cmdlet reference and provides shared mailbox guidance at About shared mailboxes.

QUESTION NO: 2

You need to resolve the issue reported by Admin1.

Which two tools can you use? Each correct answer presents a complete solution.

NOTE: Each correct selection is worth one point.

A. Exchange admin center

B. Synchronization Service Manager

C. Azure AD PowerShell

D. Synchronization Rules Editor

E. Exchange Online PowerShell

ANSWER: B C 

Explanation:

Synchronization Service Manager and Azure AD PowerShell can be used to investigate and remediate Azure AD 
Connect directory-synchronization issues. Synchronization Service Manager is installed with Azure AD Connect and 
provides operational visibility into the synchronization engine. An administrator can review connector runs, examine import 
and export results, identify synchronization errors, and inspect the affected object’s connector-space and metaverse data. 
This makes it the appropriate local diagnostic tool when the issue concerns an object that is not synchronizing as expected.
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Azure AD PowerShell provides administrative access to the cloud directory, allowing an administrator to retrieve and 
manage Microsoft Entra ID object information while investigating the cloud-side state of a synchronized identity. In the exam 
context, it can therefore be used alongside Synchronization Service Manager to validate and address the directory-side 
condition associated with the reported issue. Microsoft documents how to use Synchronization Service Manager to review 
Azure AD Connect synchronization activity at Microsoft Learn. Microsoft’s Azure AD PowerShell documentation is available 
at Microsoft Learn.

QUESTION NO: 3

You need to troubleshoot the Outlook issue reported by User6.

Which port is blocked on the client computer?

A. 25

B. 110

C. 443

D. 587

ANSWER: C 

Explanation:

443 is the required client port for Outlook connectivity to Exchange Online. Outlook connects to Microsoft 365 Exchange 
Online through HTTPS, which uses TCP port 443. This encrypted web protocol carries the Outlook client traffic used for 
mailbox access, including modern Outlook connections to Exchange Online services. Therefore, if the reported Outlook 
problem results from a network port being blocked on the client computer or its outbound network path, TCP 443 is the 
relevant port to identify and allow.

Microsoft’s Exchange Online network guidance specifies that Outlook and Exchange Online client connectivity requires 
outbound access to Microsoft 365 endpoints over TCP 443. Microsoft also documents the Exchange Online endpoints and 
URLs that clients must be able to reach, with HTTPS traffic being fundamental to normal Outlook service access. Allowing 
outbound TCP 443 enables the secure connections that Outlook needs to authenticate and communicate with the user’s 
Exchange Online mailbox.

For the Microsoft 365 network requirements, see Microsoft 365 URLs and IP address ranges and Clients and mobile in 
Exchange Online.

QUESTION NO: 4

A company uses Exchange Online.

You discover that a user’s mailbox is forwarding messages automatically to an external email address.

You need to determine whether the forwarding was configured by using an Inbox rule or a mailbox forwarding address.

Which two commands should you use? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Get-InboxRule -Mailbox User1

B. Get-Mailbox -Identity User1 | Format-List ForwardingAddress,ForwardingSmtpAddress,DeliverToMailboxAndForward

C. Get-TransportRule

D. Get-MailboxFolderStatistics -Identity User1

E. Get-MobileDeviceStatistics -Mailbox User1
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ANSWER: A B 

Explanation:

Get-InboxRule -Mailbox User1 retrieves the Inbox rules configured in User1’s mailbox. The output can identify rules 
that use forwarding or redirect actions, including rules that forward messages to an external recipient.

Get-Mailbox -Identity User1 | Format-List 
ForwardingAddress,ForwardingSmtpAddress,DeliverToMailboxAndForward retrieves mailbox-level forwarding 
settings. These properties identify forwarding configured on the mailbox itself rather than through an Inbox rule. Reviewing 
both locations is necessary because automatic forwarding can be configured through either mechanism. Microsoft 
documents the Get-InboxRule and Get-Mailbox cmdlets.

QUESTION NO: 5

A company uses Exchange Online.

A mail-enabled security group named FinanceReports receives sensitive reports. The reports must be delivered only after 
approval by a user named Manager1.

You need to configure message moderation for FinanceReports.

Which two actions should you perform? Each correct answer presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Run Set-DistributionGroup FinanceReports -ModerationEnabled $true.

B. Run Set-DistributionGroup FinanceReports -ModeratedBy Manager1.

C. Run Set-DistributionGroup FinanceReports -RequireSenderAuthenticationEnabled $true.

D. Run Add-RecipientPermission FinanceReports -Trustee Manager1 -AccessRights SendAs.

E. Run Set-DistributionGroup FinanceReports -MemberJoinRestriction Closed.

ANSWER: A B 

Explanation:

Enable moderation on FinanceReports and configure Manager1 as a moderator. Setting ModerationEnabled to $true 
causes messages sent to the group to be submitted for approval before delivery. Assigning Manager1 through the 
ModeratedBy parameter identifies the user who receives and approves or rejects the moderation requests.

For example, run Set-DistributionGroup FinanceReports -ModerationEnabled $true and Set-
DistributionGroup FinanceReports -ModeratedBy Manager1. Exchange Online supports moderation for 
distribution groups and mail-enabled security groups. Microsoft documents moderation settings in the Set-DistributionGroup 
cmdlet reference and provides configuration guidance in Manage distribution groups.

QUESTION NO: 6

A company uses Exchange Online. The company configures a transport rule that applies a disclaimer to all emails from the 
Internet.

Users receive calendar sharing invitations from external senders. Users report that they are unable to open the calendar 
from a sharing invitation in Outlook on the web.

You need to resolve the issue.

What should you do?
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A. Change the fallback action of the transport rule to Ignore.

B. Set the value of the ApplyHtmlDisclaimerTextLocation parameter to Prepend.

C. Change the fallback action of the transport rule to Reject.

D. Set the value of the ApplyHtmlDisclaimerTextLocation parameter to Append.

ANSWER: A 

Explanation:

Change the fallback action of the transport rule to Ignore. Exchange Online disclaimer rules insert HTML into a message as 
it passes through transport. Certain message formats, including calendar-sharing messages, cannot be modified without 
potentially affecting their required structure or content. A calendar-sharing invitation must remain intact so that Outlook on 
the web can recognize the invitation and open the shared calendar correctly.

The disclaimer action includes a fallback action that determines what Exchange does when it cannot apply the disclaimer 
directly. Selecting Ignore preserves delivery of the original message without altering it. Consequently, the external calendar-
sharing invitation arrives in its supported, unmodified form, allowing recipients to open the shared calendar while the 
organization continues to apply the disclaimer to messages that can safely be modified.

Microsoft documents the disclaimer fallback behavior for mail flow rules and notes that a disclaimer may not be insertable 
into all message types. The relevant fallback action can be configured in the Exchange admin center or with the disclaimer 
action settings in Exchange Online PowerShell. See Mail flow rule disclaimers, signatures, footers, or headers and Set-
TransportRule.

QUESTION NO: 7

You need to resolve the issue reported by Exec1.

What should you create?

A. a message moderation rule

B. a certificate for Exec1

C. a certificate for Exec2

D. an anti-spam policy

ANSWER: B 

Explanation:

A certificate for Exec1 is required when the reported issue involves Exec1’s ability to use S/MIME-protected email, 
particularly decrypting messages encrypted to Exec1 or digitally signing messages as Exec1. S/MIME relies on an X.509 
certificate that is associated with the individual user’s email identity. The certificate contains the public key used by senders 
to encrypt mail for that user, while the user retains the corresponding private key needed to decrypt the message. For 
signing, the certificate allows recipients to validate that the message was signed by Exec1 and has not been altered. 
Therefore, creating and provisioning a certificate for the affected mailbox owner, Exec1, provides the identity and 
cryptographic material needed to restore that user’s secure-mail functionality. In Exchange Online, S/MIME deployment also 
requires the organization to publish and manage user certificates appropriately and configure supported clients for S/MIME 
use. Microsoft’s guidance on S/MIME in Exchange Online describes the certificate requirements, and the Microsoft 365 
S/MIME overview explains the role of user certificates in encryption and digital signatures.

QUESTION NO: 8 - (HOTSPOT)

You need to configure email for Trey Research.
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What should you configure? To answer, select the appropriate options in the answer area. NOTE: Each correct selection is 
worth one point.

ANSWER:

Explanation:

Mail transport security in Exchange is built around TLS and the certificate that Exchange presents when negotiating a TLS-
protected SMTP connection. A certificate must be configured on the Exchange server because it supplies the server identity 
used by SMTP services and allows remote messaging systems to validate the TLS session. Exchange certificates can be 
enabled for SMTP, which makes the certificate available to the transport service for secure mail flow. Microsoft describes the 
certificate and its assigned services in its Exchange certificate documentation.

The Send connector is the outbound mail-flow component, so TLS belongs in its configuration. Enabling TLS on the 
connector causes Exchange to negotiate transport-layer encryption when it sends messages to the configured destination. 
This protects message data while it traverses the SMTP connection and supports secure connector-based transport between 
Exchange organizations or to a compatible external mail system. The TLS settings work with the SMTP certificate available 
on the Exchange server: the server certificate provides the identity needed during the TLS negotiation, while the Send 
connector applies TLS to the outbound delivery path.

Therefore, configure a certificate on the Exchange server and configure TLS on the Send connector. This aligns the server-
side certificate capability with the connector’s secure SMTP transport behavior. More detail on configuring outbound 
connectors is available in Microsoft’s Configure mail flow and connectors guidance.

QUESTION NO: 9

A company uses Exchange Online.

A user can access their mailbox by using Microsoft Outlook. When the user attempts to access Outlook on the web, the user 
receives an error indicating that Outlook on the web is disabled for the mailbox.

You need to restore the user’s access to Outlook on the web.

Which command should you run?
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A. Set-CASMailbox -Identity User1 -OWAEnabled $true

B. Set-Mailbox -Identity User1 -OWAEnabled $true

C. Set-CASMailbox -Identity User1 -MAPIEnabled $true

D. Set-OrganizationConfig -OWAEnabled $true

ANSWER: A 

Explanation:

Set-CASMailbox -Identity User1 -OWAEnabled $true is the correct command. The OWAEnabled parameter 
controls whether a mailbox is permitted to use Outlook on the web. Setting the parameter to $true enables Outlook on the 
web for the specified mailbox without changing the user’s Outlook desktop connectivity or other client access settings.

The other client access protocols are controlled by separate mailbox properties. For example, enabling ActiveSync or MAPI 
does not enable Outlook on the web. Microsoft documents the OWAEnabled parameter and other client access settings in 
the Set-CASMailbox cmdlet reference.

QUESTION NO: 10 - (HOTSPOT)

A company uses Exchange Online and implements Office 365 Message Encryption (OME).

Users report that they are unable to encrypt emails by using the Outlook on the web encrypt button. Users are able to view 
encrypted emails that they receive.

You need to ensure that users can encrypt emails by using Outlook on the web.

How should you complete the command? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

ANSWER:
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Explanation:

Use Set-IRMConfiguration -SimplifiedClientAccessEnabled $True. Information Rights Management 
configuration in Exchange Online controls the client-side experience for Microsoft Purview Message Encryption and 
protected messages. Setting SimplifiedClientAccessEnabled to $True enables the simplified Rights Management 
experience in supported Outlook clients, including Outlook on the web. This experience makes the encryption action 
available to users through the Outlook on the web interface so they can apply encryption when composing a message.

The ability to open and read protected mail indicates that the organization’s encryption and rights-management service is 
already functioning for message consumption. Enabling simplified client access completes the required client experience 
configuration for sending protected messages from Outlook on the web. After the setting is enabled and the configuration 
has propagated, users can select the Encrypt action while composing mail and apply the organization’s available encryption 
protections. Microsoft documents the Set-IRMConfiguration cmdlet and its SimplifiedClientAccessEnabled 
parameter in the Exchange PowerShell reference. Additional guidance for configuring encryption features in Exchange 
Online is available in Microsoft’s Microsoft Purview Message Encryption documentation.

QUESTION NO: 11 - (DRAG DROP)

A company uses Microsoft Exchange Server 2019. The company enabled journaling for all users.

Some emails are not being journaled because the journaling mailbox is not available.

You need to resolve the issue.

Which cmdlets should you run? To answer, drag the appropriate cmdlets to the correct configurations. Each cmdlet may be 
used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view content.

NOTE: Each correct selection is worth one point.

ANSWER:

Explanation:
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When a journaling mailbox is unavailable, Exchange can be unable to deliver journal reports immediately. The appropriate 
configuration is to extend the period for which the Transport service retains messages before they expire. Set-
TransportService is the cmdlet used to configure Transport-service settings on an Exchange server, including the message 
expiration timeout. Increasing that timeout gives Exchange more time to retry delivery while the journaling mailbox or its 
supporting service is restored, helping prevent journal reports from expiring prematurely.

Exchange also supports a dedicated alternate recipient for journal report non-delivery reports. This recipient is important 
because it provides an operational notification path when journal report delivery cannot be completed. The alternate 
journaling mailbox for NDRs is an organization-wide transport setting, so it is configured by using Set-TransportConfig. 
Configuring the journaling report NDR recipient ensures that administrators or compliance staff receive notification of failed 
journal report deliveries and can investigate or remediate the unavailable journaling destination.

Together, these settings provide both resilience and visibility: the Transport service waits longer before expiration, and the 
transport organization has a defined mailbox to receive journal-report delivery failure notifications. Microsoft documents the 
Transport service configuration cmdlet at Set-TransportService and the organization-level transport configuration cmdlet, 
including journaling report NDR settings, at Set-TransportConfig.
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