DUMPSQARENA

Salesforce Certified Identity and Access
ment Architect

Salesf ccess-Management-Architect

ion Demo

Total Demo Questions: 15

Total Premium Questions: 247

Buy Premium PDF

https://dumpsarena.co

sales@dumpsarena.co

sales@dumpsarena.co
dumpsarena.co


https://dumpsarena.co/salesforce-dumps/identity-and-access-management-architect/
https://dumpsarena.co/salesforce-dumps/identity-and-access-management-architect/
https://dumpsarena.co/
mailto:sales@dumpsarena.co
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QUESTION NO: 1

Universal Containers (UC) employees have Salesforce access from restricted IP ranges only, to protect against
unauthorised access. UC wants to roll out the Salesforce1 mobile app and make it accessible from any location. Which two
options should an Architect recommend? Choose 2 answers

A. Relax the IP restriction with a second factor in the Connect App settings for Salesforce1 mobile app.
B. Remove existing restrictions on IP ranges for all types of user access.
C. Relax the IP restrictions in the Connect App settings for the Salesforce1 mobile app.

D. Use Login Flow to bypass IP range restriction for the mobile app.

ANSWER: AC

QUESTION NO: 2

Which two security risks can be mitigated by enabling Two-Factor Authentication (2FA) in Salesforce? Choose 2 answers
A. Users leaving laptops unattended and not logging out of Salesforce.

B. Users accessing Salesforce from a public Wi-Fi access point.

C. Users choosing passwords that are the same as their Facebook password.

D. Users creating simple-to-guess password reset questions.

ANSWER: B C

QUESTION NO: 3

Universal Containers has multiple Salesforce instances where users receive emails from different instances. Users should
be logged into the correct Salesforce instance authenticated by their IdP when clicking on an email link to a Salesforce
record.

What should be enabled in Salesforce as a prerequisite?

A. My Domain

B. External Identity

C. Identity Provider

D. Multi-Factor Authentication

ANSWER: A
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QUESTION NO: 4

Northern Trail Outfitters (NTO) leverages Microsoft Active Directory (AD) for management of employee usernames,
passwords, permissions, and asset access. NTO also owns a third-party single sign-on (SSO) solution. The third-party party
SSO solution is used for all corporate applications, including Salesforce.

NTO has asked an architect to explore Salesforce Identity Connect for automatic provisioning and deprovisiorung of users in
Salesforce.

What role does identity Connect play in the outlined requirements?
A. Service Provider

B. Single Sign-On

C. Identity Provider

D. User Management

ANSWER: D

QUESTION NO: 5

Universal Container's (UC) is using Salesforce Experience Cloud site for its container wholesale business. The identity
architect wants to an authentication provider for the new site.

Which two options should be utilized in creating an authentication provider?
Choose 2 answers

A. A custom registration handier can be set.

B. A custom error URL can be set.

C. The default login user can be set.

D. The default authentication provider certificate can be set.

ANSWER: AB

QUESTION NO: 6

Universal Containers (UC) uses Salesforce for its customer service agents. UC has a proprietary system for order tracking
which supports Security Assertion Markup Language (SAML) based single sign-on. The VP of customer service wants to
ensure only active Salesforce users should be able to access the order tracking system which is only visible within
Salesforce.

What should be done to fulfill the requirement?
Choose 2 answers

A. Setup Salesforce as an identity provider (IdP) for order Tracking.
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B. Set up the Corporate Identity store as an identity provider (IdP) for Order Tracking,
C. Customize Order Tracking to initiate a REST call to validate users in Salesforce after login.

D. Setup Order Tracking as a Canvas app in Salesforce to POST IdP initiated SAML assertion.

ANSWER: AB

QUESTION NO: 7

An architect needs to set up a Facebook Authentication provider as login option for a salesforce customer Community. What
portion of the authentication provider setup associates a Facebook user with a salesforce user?

A. Consumer key and consumer secret
B. Federation ID
C. User info endpoint URL

D. Apex registration handler

ANSWER: D

QUESTION NO: 8

Universal Containers (UC) is building an integration between Salesforce and a legacy web applications using the canvas
framework. The security for UC has determined that a signed request from Salesforce is not an adequate authentication
solution for the Third-Party app. Which two options should the Architect consider for authenticating the third-party app using
the canvas framework? Choose 2 Answers

A. Utilize the SAML Single Sign-on flow to allow the third-party to authenticate itself against UC's IdP.

B. Utilize Authorization Providers to allow the third-party appliction to authenticate itself against Salesforce as the Idp.

C. Utilize Canvas OAuth flow to allow the third-party appliction to authenticate itself against Salesforce as the Idp.

D. Create a registration handler Apex class to allow the third-party appliction to authenticate itself against Salesforce as the
Idp.

ANSWER: AC

QUESTION NO: 9

architect is troubleshooting some SAML-based SSO errors during testing. The Architect confirmed that all of the Salesforce
SSO settings are correct. Which two issues outside of the Salesforce SSO settings are most likely contributing to the SSO
errors the Architect is encountering? Choose 2 Answers

A. The Identity Provider is also used to SSO into five other applications.
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B. The clock on the Identity Provider server is twenty minutes behind Salesforce.
C. The Issuer Certificate from the Identity Provider expired two weeks ago.

D. The default language for the Identity Provider and Salesforce are Different.

ANSWER: B C

QUESTION NO: 10

An Identity and Access Management (IAM) architect is tasked with unifying multiple B2C Commerce sites and an Experience
Cloud community with a single identity. The solution needs to support more than 1,000 logins per minute.

What should the 1AM do to fulfill this requirement?
A. Configure both the community and the commerce sites as OAuth2 RPs (relying party) with an external identity provider.

B. Configure community as a Security Assertion Markup Language (SAML) identity provider and enable Just-in-Time
Provisioning to B2C Commerce.

C. Create a default account for capturing all ecommerce contacts registered on the community because personAccount is
not supported for this case.

D. Confirm performance considerations with Salesforce Customer Support due to high peaks.

ANSWER: D

QUESTION NO: 11

A division of a Northern Trail Outfitters (NTO) purchased Salesforce. NTO uses a third party identity provider (IdP) to validate
user credentials against Its corporate Lightweight Directory Access Protocol (LDAP) directory. NTO wants to help employees
remember as passwords as possible.

What should an identity architect recommend?

A. Setup Salesforce as a Service Provider to the existing IdP.

B. Setup Salesforce as an IdP to authenticate against the LDAP directory.

C. Use Salesforce connect to synchronize LDAP passwords to Salesforce.

D. Setup Salesforce as an Authentication Provider to the existing IdP.

ANSWER: A

QUESTION NO: 12
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A global fitness equipment manufacturer uses Salesforce to manage its sales cycle. The manufacturer has a custom order
fulfillment app that needs to request order data from Salesforce. The order fulfillment app needs to integrate with the
Salesforce API using OAuth 2.0 protocol.

What should an identity architect use to fulfill this requirement?
A. Canvas App Integration

B. OAuth Tokens

C. Authentication Providers

D. Connected App and OAuth scopes

ANSWER: D

QUESTION NO: 13

Universal Containers is creating a web application that will be secured by Salesforce Identity using the OAuth 2.0 Web
Server Flow uses the OAuth 2.0 authorization code grant type).

Which three OAuth concepts apply to this flow?
Choose 3 answers

A. Verification URL

B. Client Secret

C. Access Token

D. Scopes

ANSWER: BCD

QUESTION NO: 14

Northern Trail Outfitters (NTO) is launching a new sportswear brand on its existing consumer portal built on Salesforce
Experience Cloud. As part of the launch, emails with promotional links will be sent to existing customers to log in and claim a
discount. The marketing manager would like the portal dynamically branded so that users will be directed to the brand link
they clicked on; otherwise, users will view a recognizable NTO-branded page.

The campaign is launching quickly, so there is no time to procure any additional licenses. However, the development team is
available to apply any required changes to the portal.

Which approach should the identity architect recommend?
A. Create a full sandbox to replicate the portal site and update the branding accordingly.
B. Implement Experience ID in the code and extend the URLs and endpomts, as required.

C. Use Heroku to build the new brand site and embedded login to reuse identities.
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D. Configure an additional community site on the same org that is dedicated for the new brand.

ANSWER: B

QUESTION NO: 15

Northern Trail Outfitters manages application functional permissions centrally as Active Directory groups. The
CRM_Superliser and CRM_Reportmg_SuperUser groups should respectively give the user the SuperUser and
Reportmg_SuperUser permission set in Salesforce. Salesforce is the service provider to a Security Assertion Markup
Language (SAML) identity provider.

Mow should an identity architect ensure the Active Directory groups are reflected correctly when a user accesses
Salesforce?

A. Use the Apex Just-in-Time handler to query standard SAML attributes and set permission sets.
B. Use the Apex Just-in-Time handler to query custom SAML attributes and set permission sets.
C. Use a login flow to query custom SAML attributes and set permission sets.

D. Use a login flow to query standard SAML attributes and set permission sets.

ANSWER: B
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