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QUESTION NO: 1

What does the number “2” indicate in interface ge-0/1/2?

A. the physical interface card (PIC)

B. the flexible PIC concentrator (FPC)

C. the interface logical number

D. the port number

ANSWER: D 

QUESTION NO: 2

Which two statements are correct about IPsec security associations? (Choose two.)

A. IPsec security associations are bidirectional.

B. IPsec security associations are unidirectional.

C. IPsec security associations are established during IKE Phase 1 negotiations.

D. IPsec security associations are established during IKE Phase 2 negotiations.

ANSWER: A D 

Explanation:

The two statements that are correct about IPsec security associations are that they are bidirectional and that they are 
established during IKE Phase 2 negotiations. IPsec security associations are bidirectional, meaning that they provide 
security for both incoming and outgoing traffic. IPsec security associations are established during IKE Phase 2 negotiations, 
which negotiates the security parameters and establishes the security association between the two peers. For more 
information, please refer to the Juniper Networks IPsec VPN Configuration Guide, which can be found on Juniper's website.

QUESTION NO: 3

When configuring antispam, where do you apply any local lists that are configured?

A. custom objects

B. advanced security policy

C. antispam feature-profile

D. antispam UTM policy
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ANSWER: A 

Explanation:

user@host# set security utm custom-objects url-pattern url-pattern-name 
https://www.juniper.net/documentation/us/en/software/junos/utm/topics/topic-map/security-local-list-antispam-filtering.html

QUESTION NO: 4

Your company is adding IP cameras to your facility to increase physical security. You are asked to help protect these loT 
devices from becoming zombies in a DDoS attack.

Which Juniper ATP feature should you configure to accomplish this task?

A. IPsec

B. static NAT

C. allowlists

D. C&C feeds

ANSWER: D 

Explanation:

Juniper ATP should be configured with C&C feeds that contain lists of malicious domains and IP addresses in order to 
prevent IP cameras from becoming zombies in a DDoS attack.

This is an important step to ensure that the IP cameras are protected from malicious requests - and thus, they will not be 
able to be used in any DDoS attacks against the facility.

QUESTION NO: 5

What are three primary match criteria used in a Junos security policy? (Choose three.)

A. application

B. source address

C. source port

D. class

E. destination address

ANSWER: A B E 

QUESTION NO: 6
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Click the Exhibit button.

Referring to the exhibit, which two statements are correct about the ping command? (Choose two.)

A. The DMZ routing-instance is the source.

B. The 10.10.102.10 IP address is the source.

C. The 10.10.102.10 IP address is the destination.

D. The DMZ routing-instance is the destination.

ANSWER: A C 

QUESTION NO: 7

Which two components are part of a security zone? (Choose two.)

A. inet.0

B. fxp0

C. address book

D. ge-0/0/0.0

ANSWER: B D 

QUESTION NO: 8

What is the order of the first path packet processing when a packet enters a device?

A. security policies –> screens –> zones

B. screens –> security policies –> zones
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C. screens –> zones –> security policies

D. security policies –> zones –> screens

ANSWER: C 

QUESTION NO: 9

Which two addresses are valid address book entries? (Choose two.)

A. 173.145.5.21/255.255.255.0

B. 153.146.0.145/255.255.0.255

C. 203.150.108.10/24

D. 191.168.203.0/24

ANSWER: A C 

Explanation:

The correct address book entries are:

Both of these entries represent a valid IP address and subnet mask combination, which can be used as an address book 
entry in a Juniper device.

QUESTION NO: 10

Which Juniper Networks solution uses static and dynamic analysis to search for day-zero malware threats?

A. firewall filters

B. UTM

C. Juniper ATP Cloud

D. IPS

ANSWER: C 

Explanation:

Malware Sandboxing

Detect and stop zero-day and commodity malware within web, email, data center, and application traffic targeted for 
Windows, Mac, and IoT devices. https://www.juniper.net/us/en/products/security/advanced-threat-prevention.html
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