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QUESTION NO: 1

Which industry standard security framework is incorporated into the QRadar 7.4.3 environment, which allows the QRadar
deployment professional to link rules and building blocks to coverage in the framework?

A. Lockheed Martin Cyber Kill Chain
B. US DoD Diamond Model

C. NIST Cybersecurity Framework
D. MITRE ATT&CK

ANSWER: B

QUESTION NO: 2

A QRadar deployment professional needs to add a managed host to help reduce the load on the QRadar Console.
The managed host should have local storage and also use the QRadar Custom Rule Engine.

Which managed host does the deployment professional add?

A. Event Collector

B. App Host

C. Disconnected Log Collector

D. Event Processor

ANSWER: D

QUESTION NO: 3

Which two statements are prerequisites for an to upgrade of QRadar? (Choose two.)
A. Verify that scan runs and reports are complete.

B. Verify that all changes are deployed on the appliances.

C. Ensure an admin account is logged on the Ul.

D. Clean up all the Offenses before any version upgrade.

E. Ensure that the ISO file is copied to all the appliances.
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ANSWER: AC

QUESTION NO: 4

For tenant data retention, what is the maximum number of buckets for shared data that can be created per tenant?
A.2

B. 10

C. No limit

D. 20

ANSWER: B

QUESTION NO: 5

Which statement is valid about the SAML authentication feature?

A. Users enter local credentials every time they access QRadar.

B. You cannot use the x509 certificate, only the provided QRadar_SAML certificate.

C. You can integrate QRadar with your corporate identity server to provide single sign-on.

D. Authentication is exchanged by using digitally signed HTML documents.

ANSWER: C

QUESTION NO: 6

IBM provides a utility to move the data from an old appliance to a new appliance.
Which command runs that utility?

A. sh syncAriel.sh —i

B. sh syncData.sh —i

C. ./syncData.sh

D. ./syncAriel.sh

ANSWER: B
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QUESTION NO: 7

Which two passwords does a deployment professional configure when installing QRadar? (Choose two.)
A. admin

B. sudo

C. root

D. gruser

E. analyst

ANSWER: B C

QUESTION NO: 8

Which two of these authentication types are valid for RADIUS authentication? (Choose two.)
A. MSCHAP

B. ASCII

C.TCP

D. PAP

E. XML

ANSWER: AD
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