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QUESTION NO: 1

What is correct in the following description of Security Alliance in IPSec?
There are two ways to set up an IPSec SA

A. manual and IKE.
IPSec SA is uniquely identified by a triple.

B. IPSec SA is a one-way logical connection, usually established in pairs (Inbound and Outbound).
C. Security Alliance SA is a communication peer agreement for certain elements that describes how peers can communicate

securely using secure services such as encryption.

ANSWER: ABC

QUESTION NO: 2
The shard cache technology will wait for the arrival of the first shard packet, and then reassemble and decrypt all the

packets, and then do subsequent processing by the device to ensure that the session can proceed normally in some
application scenarios.

A. TRUE
B. FALSE

ANSWER: A

QUESTION NO: 3

The following description of the intrusion fire protection system IPS, which is correct?
A. The port IPS can be concatenated at the network boundary.

B. The IPS cannot prevent intrusion from occurring in real time.

C. The port IPS can be attached to the switch and port mirrored through the switch.

D. Oral IPS has the ability to customize intrusion prevention rules.

ANSWER: ACD

QUESTION NO: 4

In the Linux system, which of the following is the command to query the P address information? ( )[Multiple choice]*
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A. ifconfig)
B.display ip interface brief
C.ipconfig

B. display ip

ANSWER: A

QUESTION NO: 5

Regarding the characteristics of the routing table, which of the following items is described correctly

A. Port When a packet matches multiple entries in the routing table, it is forwarded based on the route entry with the largest

metric.

B. Port In the global routing table, there is at most one next hop to the same destination CIDR block.

C. There may be multiple next hops in the global routing table to the same destination.

D. Port When a packet matches multiple entries in the routing table, it is forwarded according to the longest mask.

ANSWER: C D

QUESTION NO: 6 - (DRAG DROP)

Please classify the following security defenses into the correct classification.

Identity Authentication

Network Security

Virus Defense

System Security

Firewall

Terminal Security

Server Security

Application Security

ANSWER:
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Firewall | Network Security

Virus Defense System Security

Server Securit : :
Y ¢ Terminal Security

[dentity Authentication| | Application Security

QUESTION NO: 7

Which of the following descriptions of single sign-on is correct?

A. The visitor recited the Portal authentication page and sent the username and password to FT to identify his/her identity,
and the password was not stored on the FT, and the Fl sent the username and password to the third-party authentication
server, and the authentication process was carried out on the authentication server.

B. The visitor sends the username and password that identifies his identity to the third-party authentication server, and after
the authentication is passed, the third-party authentication server sends the visitor's identity information to FW. F7 only
records the identity information of the visitor and does not participate in the authentication process

C. Visitors obtain the SMS verification code through the Portal authentication page, and then enter the SMS verification code
to pass the authentication.

D. The visitor sends the username and password that identifies them to the FW through the portal authentication page, on
which the password is stored and the verification process takes place on the FW.

ANSWER: B

QUESTION NO: 8

Which of the following are the backup items that HRP can provide?
A. Mouth Server-map table entry

B. Mouth No-PAT table entry

C. Mouth ARP table entry

D. Port TCP session table
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ANSWER: ABCD

QUESTION NO: 9

What type of ACL does ACL number 3001 correspond to?
A. Layer 2 ACL

B. interface ACL

C. Basic ACL

D. Advanced ACLs

ANSWER: D

QUESTION NO: 10

In the TCP/P protocol core, which of the following protocols works at the application layer? ( )[Multiple choice]*
A. IGMP

B. ICMP

C.RIP

D. ARP

ANSWER: C
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