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QUESTION NO: 1

Lorenzo, a security professional in an MNC, was instructed to establish centralized authentication, authorization, and
accounting for remote-access servers. For this purpose, he implemented a protocol that is based on the client-server model
and works at the transport layer of the OSI model.

Identify the remote authentication protocol employed by Lorenzo in the above scenario.
A. SNMPv3

B. RADIUS

C. POP3S

D. IMAPS

ANSWER: B

QUESTION NO: 2

Shawn, a forensic officer, was appointed to investigate a crime scene that had occurred at a coffee shop. As a part of
investigation, Shawn collected the mobile device from the victim, which may contain potential evidence to identify the
culprits.

Which of the following points must Shawn follow while preserving the digital evidence? (Choose three.)
A. Never record the screen display of the device

B. Turn the device ON if it is OFF

C. Do not leave the device as it is if it is ON

D. Make sure that the device is charged

ANSWER:BCD

QUESTION NO: 3

An MNC hired Brandon, a network defender, to establish secured VPN communication between the company's remote
offices. For this purpose, Brandon employed a VPN topology where all the remote offices communicate with the corporate
office but communication between the remote offices is denied.

Identify the VPN topology employed by Brandon in the above scenario.
A. Point-to-Point VPN topology

B. Star topology
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C. Hub-and-Spoke VPN topology

D. Full-mesh VPN topology

ANSWER: C

QUESTION NO: 4

Grace, an online shopping freak, has purchased a smart TV using her debit card. During online payment, Grace's browser
redirected her from ecommerce website to a third-party payment gateway, where she provided her debit card details and
OTP received on her registered mobile phone. After completing the transaction, Grace navigated to her online bank account
and verified the current balance in her savings account.

Identify the state of data when it is being processed between the ecommerce website and the payment gateway in the above
scenario.

A. Data at rest
B. Data in inactive
C. Data in transit

D. Data in use

ANSWER: C

QUESTION NO: 5

Warren, a member of IH&R team at an organization, was tasked with handling a malware attack launched on one of servers
connected to the organization's network. He immediately implemented appropriate measures to stop the infection from
spreading to other organizational assets and to prevent further damage to the organization.

Identify the IH&R step performed by Warren in the above scenario.
A. Containment

B. Recovery

C. Eradication

D. Incident triage

ANSWER: A

QUESTION NO: 6
Riley sent a secret message to Louis. Before sending the message, Riley digitally signed the message using his private key.

Louis received the message, verified the digital signature using the corresponding key to ensure that the message was not
tampered during transit.
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Which of the following keys did Louis use to verify the digital signature in the above scenario?
A. Riley's public key
B. Louis's public key
C. Riley's private key

D. Louis's private key

ANSWER: A
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