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QUESTION NO: 1

A network engineer has deployed an Amazon EC2 instance in a private subnet in a VPC. The VPC has no public subnet.
The EC2 instance hosts application code that sends messages to an Amazon Simple Queue Service (Amazon SQS) queue.
The subnet has the default network ACL with no modification applied. The EC2 instance has the default security group with
no modification applied.

The SQS queue is not receiving messages.

Which of the following are possible causes of this problem? (Choose two.)

A. The EC2 instance is not attached to an IAM role that allows write operations to Amazon SQS.

B. The security group is blocking traffic to the IP address range used by Amazon SQS

C. There is no interface VPC endpoint configured for Amazon SQS

D. The network ACL is blocking return traffic from Amazon SQS

E. There is no route configured in the subnet route table for the IP address range used by Amazon SQS

ANSWER: CE

QUESTION NO: 2

A company uses a 1 Gbps AWS Direct Connect connection to connect its AWS environment to its on-premises data center.
The connection provides employees with access to an application VPC that is hosted on AWS. Many remote employees use
a company-provided VPN to connect to the data center. These employees are reporting slowness when they access the
application during business hours. On-premises users have started to report similar slowness while they are in the office.

The company plans to build an additional application on AWS. On-site and remote employees will use the additional
application. After the deployment of this additional application, the company will need 20% more bandwidth than the
company currently uses. With the increased usage, the company wants to add resiliency to the AWS connectivity. A network
engineer must review the current implementation and must make improvements within a limited budget.

What should the network engineer do to meet these requirements MOST cost-effectively?

A. Set up a new 1 Gbps Direct Connect dedicated connection to accommodate the additional traffic load from remote
employees and the additional application. Create a link aggregation group (LAG).

B. Deploy an AWS Site-to-Site VPN connection to the application VPC. Configure the on-premises routing for the remote
employees to connect to the Site-to-Site VPN connection.

C. Deploy Amazon Workspaces into the application VPInstruct the remote employees to connect to Workspaces.

D. Replace the existing 1 Gbps Direct Connect connection with two new 2 Gbps Direct Connect hosted connections. Create
an AWS Client VPN endpoint in the application VPC. Instruct the remote employees to connect to the Client VPN endpoint.

ANSWER: A
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Explanation:

Setting up a new 1 Gbps Direct Connect dedicated connection to accommodate the additional traffic load from remote
employees and the additional application would provide more bandwidth and lower latency than a VPN connection over the
public internet1. Creating a link aggregation group (LAG) with the existing and new Direct Connect connections would
provide resiliency and redundancy for the AWS connectivity2.

QUESTION NO: 3

A company’s network engineer needs to design a new solution to help troubleshoot and detect network anomalies. The
network engineer has configured Traffic Mirroring. However, the mirrored traffic is overwhelming the Amazon EC2 instance
that is the traffic mirror target. The EC2 instance hosts tools that the company’s security team uses to analyze the traffic. The
network engineer needs to design a highly available solution that can scale to meet the demand of the mirrored traffic.

Which solution will meet these requirements?

A. Deploy a Network Load Balancer (NLB) as the traffic mirror target. Behind the NLB. deploy a fleet of EC2 instances in an
Auto Scaling group. Use Traffic Mirroring as necessary.

B. Deploy an Application Load Balancer (ALB) as the traffic mirror target. Behind the ALB, deploy a fleet of EC2 instances in
an Auto Scaling group. Use Traffic Mirroring only during non-business hours.

C. Deploy a Gateway Load Balancer (GLB) as the traffic mirror target. Behind the GLB. deploy a fleet of EC2 instances in an
Auto Scaling group. Use Traffic Mirroring as necessary.

D. Deploy an Application Load Balancer (ALB) with an HTTPS listener as the traffic mirror target. Behind the ALB. deploy a
fleet of EC2 instances in an Auto Scaling group. Use Traffic Mirroring only during active events or business hours.

ANSWER: A

QUESTION NO: 4

A company uses a hybrid architecture and has an AWS Direct Connect connection between its on-premises data center and
AWS. The company has production applications that run in the on-premises data center. The company also has production
applications that run in a VPC. The applications that run in the on-premises data center need to communicate with the
applications that run in the VPC. The company is using corp.example.com as the domain name for the on-premises
resources and is using an Amazon Route 53 private hosted zone for aws.example.com to host the VPC resources.

The company is using an open-source recursive DNS resolver in a VPC subnet and is using a DNS resolver in the on-
premises data center. The company's on-premises DNS resolver has a forwarder that directs requests for the
aws.example.com domain name to the DNS resolver in the VPC. The DNS resolver in the VPC has a forwarder that directs
requests for the corp.example.com domain name to the DNS resolver in the on-premises data center. The company has
deckled to replace the open-source recursive DNS resolver with Amazon Route 53 Resolver endpoints.

Which combination of steps should a network engineer take to make this replacement? (Choose three.)

A. Create a Route 53 Resolver rule to forward aws.example.com domain queries to the IP addresses of the outbound
endpoint.

B. Configure the on-premises DNS resolver to forward aws.example.com domain queries to the IP addresses of the inbound
endpoint.

C. Create a Route 53 Resolver inbound endpoint and a Route 53 Resolver outbound endpoint.
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D. Create a Route 53 Resolver rule to forward aws.example.com domain queries to the IP addresses of the inbound
endpoint.

E. Create a Route 53 Resolver rule to forward corp.example.com domain queries to the IP address of the on-premises DNS
resolver.

F. Configure the on-premises DNS resolver to forward aws.example.com queries to the IP addresses of the outbound
endpoint.

ANSWER: BCE

Explanation:

To replace the open-source recursive DNS resolver with Amazon Route 53 Resolver endpoints in a hybrid architecture
where on-premises applications need to communicate with applications running in a VPC, a network engineer should take
the following steps:

These steps will allow for seamless replacement of the open-source recursive DNS resolver with Amazon Route 53 Resolver
endpoints and enable communication between on-premises and VPC applications.

QUESTION NO: 5

A company operates its IT services through a multi-site hybrid infrastructure. The company deploys resources on AWS in the
us-east-1 Region and in the eu-west-2 Region. The company also deploys resources in its own data centers that are located
in the United States (US) and in the United Kingdom (UK). In both AWS Regions, the company uses a transit gateway to
connect 15 VPCs to each other. The company has created a transit gateway peering connection between the two transit
gateways. The VPC CIDR blocks do not overlap with each other or with IP addresses used within the data centers. The VPC
CIDR prefixes can also be aggregated either on a Regional level or for the company's entire AWS environment.

The data centers are connected to each other by a private WAN connection. IP routing information is exchanged dynamically
through Interior BGP (iBGP) sessions. The data centers maintain connectivity to AWS through one AWS Direct Connect
connection in the US and one Direct Connect connection in the UK. Each Direct Connect connection is terminated on a
Direct Connect gateway and is associated with a local transit gateway through a transit VIF.

Traffic follows the shortest geographical path from source to destination. For example, packets from the UK data center that
are targeted to resources in eu-west-2 travel across the local Direct Connect connection. In cases of cross-Region data
transfers, such as from the UK data center to VPCs in us-east-1, the private WAN connection must be used to minimize
costs on AWS. A network engineer has configured each transit gateway association on the Direct Connect gateway to
advertise VPC-specific CIDR IP prefixes only from the local Region. The routes toward the other Region must be learned
through BGP from the routers in the other data center in the original, non-aggregated form.

The company recently experienced a problem with cross-Region data transfers because of issues with its private WAN
connection. The network engineer needs to modify the routing setup to prevent similar interruptions in the future. The
solution cannot modify the original traffic routing goal when the network is operating normally.

Which modifications will meet these requirements? (Choose two.)

A. Remove all the VPC CIDR prefixes from the list of subnets advertised through the local Direct Connect connection. Add
the company's entire AWS environment aggregate route to the list of subnets advertised through the local Direct Connect
connection.

B. Add the CIDR prefixes from the other Region VPCs and the local VPC CIDR blocks to the list of subnets advertised
through the local Direct Connect connection. Configure data center routers to make routing decisions based on the BGP
communities received.
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C. Add the aggregate IP prefix for the other Region and the local VPC CIDR blocks to the list of subnets advertised through
the local Direct Connect connection.

D. Add the aggregate IP prefix for the company's entire AWS environment and the local VPC CIDR blocks to the list of
subnets advertised through the local Direct Connect connection.

E. Remove all the VPC CIDR prefixes from the list of subnets advertised through the local Direct Connect connection. Add
both Regional aggregate IP prefixes to the list of subnets advertised through the Direct Connect connection on both sides of
the network. Configure data center routers to make routing decisions based on the BGP communities received.

ANSWER: AD

QUESTION NO: 6

A network engineer needs to update a company's hybrid network to support IPv6 for the upcoming release of a new
application. The application is hosted in a VPC in the AWS Cloud. The company's current AWS infrastructure includes VPCs
that are connected by a transit gateway. The transit gateway is connected to the on-premises network by AWS Direct
Connect and AWS Site-to-Site VPN. The company's on-premises devices have been updated to support the new IPv6
requirements.

The company has enabled IPv6 for the existing VPC by assigning a new IPv6 CIDR block to the VPC and by assigning IPv6
to the subnets for dual-stack support. The company has launched new Amazon EC2 instances for the new application in the
updated subnets.

When updating the hybrid network to support IPv6 the network engineer must avoid making any changes to the current
infrastructure. The network engineer also must block direct access to the instances' new IPv6 addresses from the internet.
However, the network engineer must allow outbound internet access from the instances.

What is the MOST operationally efficient solution that meets these requirements?

A. Update the Direct Connect transit VIF and configure BGP peering with the AWS assigned IPv6 peering address. Create a
new VPN connection that supports IPv6 connectivity. Add an egress-only internet gateway. Update any affected VPC
security groups and route tables to provide connectivity within the VPC and between the VPC and the on-premises devices

B. Update the Direct Connect transit VIF and configure BGP peering with the AWS assigned IPv6 peering address. Update
the existing VPN connection to support IPv6 connectivity. Add an egress-only internet gateway. Update any affected VPC
security groups and route tables to provide connectivity within the VPC and between the VPC and the on-premises devices.

C. Create a Direct Connect transit VIF and configure BGP peering with the AWS assigned IPv6 peering address. Create a
new VPN connection that supports IPv6 connectivity. Add an egress-only internet gateway. Update any affected VPC
security groups and route tables to provide connectivity within the VPC and between the VPC and the on-premises devices.

D. Create a Direct Connect transit VIF and configure BGP peering with the AWS assigned IPv6 peering address. Create a
new VPN connection that supports IPv6 connectivity. Add a NAT gateway. Update any affected VPC security groups and
route tables to provide connectivity within the VPC and between the VPC and the on-premises devices.

ANSWER: B

QUESTION NO: 7
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A company's development team has created a new product recommendation web service. The web service is hosted in a
VPC with a CIDR block of 192.168.224.0/19. The company has deployed the web service on Amazon EC2 instances and
has configured an Auto Scaling group as the target of a Network Load Balancer (NLB).

The company wants to perform testing to determine whether users who receive product recommendations spend more
money than users who do not receive product recommendations. The company has a big sales event in 5 days and needs to
integrate its existing production environment with the recommendation engine by then. The existing production environment
is hosted in a VPC with a CIDR block of 192.168.128 0/17.

A network engineer must integrate the systems by designing a solution that results in the least possible disruption to the
existing environments.

Which solution will meet these requirements?

A. Create a VPC peering connection between the web service VPC and the existing production VPC. Add a routing rule to
the appropriate route table to allow data to flow to 192.168.224.0/19 from the existing production environment and to flow to
192.168.128.0/17 from the web service environment. Configure the relevant security groups and ACLs to allow the systems
to communicate.

B. Ask the development team of the web service to redeploy the web service into the production VPC and integrate the
systems there.

C. Create a VPC endpoint service. Associate the VPC endpoint service with the NLB for the web service. Create an interface
VPC endpoint for the web service in the existing production VPC.

D. Create a transit gateway in the existing production environment. Create attachments to the production VPC and the web
service VPC. Configure appropriate routing rules in the transit gateway and VPC route tables for 192.168.224.0/19 and
192.168.128.0/17. Configure the relevant security groups and ACLs to allow the systems to communicate.

ANSWER: C

QUESTION NO: 8

An insurance company is planning the migration of workloads from its on-premises data center to the AWS Cloud. The
company requires end-to-end domain name resolution. Bi-directional DNS resolution between AWS and the existing on-
premises environments must be established. The workloads will be migrated into multiple VPCs. The workloads also have
dependencies on each other, and not all the workloads will be migrated at the same time.

Which solution meets these requirements?

A. Configure a private hosted zone for each application VPC, and create the requisite records. Create a set of Amazon
Route 53 Resolver inbound and outbound endpoints in an egress VPC. Define Route 53 Resolver rules to forward requests
for the on-premises domains to the on-premises DNS resolver. Associate the application VPC private hosted zones with the
egress VPC, and share the Route 53 Resolver rules with the application accounts by using AWS Resource Access Manager.
Configure the on-premises DNS servers to forward the cloud domains to the Route 53 inbound endpoints.

B. Configure a public hosted zone for each application VPC, and create the requisite records. Create a set of Amazon Route
53 Resolver inbound and outbound endpoints in an egress VPC. Define Route 53 Resolver rules to forward requests for the
on-premises domains to the on-premises DNS resolver. Associate the application VPC private hosted zones with the egress
VPC. and share the Route 53 Resolver rules with the application accounts by using AWS Resource Access Manager.
Configure the on-premises DNS servers to forward the cloud domains to the Route 53 inbound endpoints.

C. Configure a private hosted zone for each application VPC, and create the requisite records. Create a set of Amazon
Route 53 Resolver inbound and outbound endpoints in an egress VPDefine Route 53 Resolver rules to forward requests for
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the on-premises domains to the on-premises DNS resolver. Associate the application VPC private hosted zones with the
egress VPand s

ANSWER: A

Explanation:

Creating a private hosted zone for each application VPC and creating the requisite records would enable end-to-end domain
name resolution for the resources. Creating a set of Amazon Route 53 Resolver inbound and outbound endpoints in an
egress VPC would enable bi-directional DNS resolution between AWS and the existing on-premises environments. Defining
Route 53 Resolver rules to forward requests for the on-premises domains to the on-premises DNS resolver would enable
DNS queries from AWS resources to on-premises resources. Associating the application VPC private hosted zones with the
egress VPC and sharing the Route 53 Resolver rules with the application accounts by using AWS Resource Access
Manager would enable DNS queries among different VPCs and accounts. Configuring the on-premises DNS servers to
forward the cloud domains to the Route 53 inbound endpoints would enable DNS queries from on-premises resources to
AWS resources].

QUESTION NO: 9

A company has deployed its AWS environment in a single AWS Region. The environment consists of a few hundred
application VPCs, a shared services VPC, and a VPN connection to the company’s on-premises environment. A network
engineer needs to implement a transit gateway with the following requirements:

* Application VPCs must be isolated from each other.
* Bidirectional communication must be allowed between the application VPCs and the on-premises network.
* Bidirectional communication must be allowed between the application VPCs and the shared services VPC.

The network engineer creates the transit gateway with options disabled for default route table association and default route
table propagation. The network engineer also creates the VPN attachment for the on-premises network and creates the VPC
attachments for the application VPCs and the shared services VPC.

The network engineer must meet all the requirements for the transit gateway by designing a solution that needs the least
number of transit gateway route tables.

Which combination of actions should the network engineer perform to accomplish this goal? (Choose two.)

A. Configure a separate transit gateway route table for on premises. Associate the VPN attachment with this transit gateway
route table. Propagate all application VPC attachments to this transit gateway route table.

B. Configure a separate transit gateway route table for each application VPC. Associate each application VPC attachment
with its respective transit gateway route table. Propagate the shared services VPC attachment and the VPN attachment to
this transit gateway route table.

C. Configure a separate transit gateway route table for all application VPCs. Associate all application VPCs with this transit
gateway route table. Propagate the shared services VPC attachment and the VPN attachment to this transit gateway route
table.

D. Configure a separate transit gateway route table for the shared services VPC. Associate the shared services VPC
attachment with this transit gateway route table. Propagate all application VPC attachments to this transit gateway route
table.

E. Configure a separate transit gateway route table for on premises and the shared services VPC. Associate the VPN
attachment and the shared services VPC attachment with this transit gateway route table. Propagate all application VPC

DumpsArena - Pass Your Next Certification Exam Fast!


https://dumpsarena.co/
https://docs.aws.amazon.com/Route53/latest/DeveloperGuide/resolver.html

DUMPSQARENA

attachments to this transit gateway route table.
ANSWER: BD

QUESTION NO: 10

A company delivers applications over the internet. An Amazon Route 53 public hosted zone is the authoritative DNS service
for the company and its internet applications, all of which are offered from the same domain name.

A network engineer is working on a new version of one of the applications. All the application's components are hosted in the
AWS Cloud. The application has a three-tier design. The front end is delivered through Amazon EC2 instances that are
deployed in public subnets with Elastic IP addresses assigned. The backend components are deployed in private subnets
from RFC1918.

Components of the application need to be able to access other components of the application within the application's VPC
by using the same host names as the host names that are used over the public internet. The network engineer also needs to
accommodate future DNS changes, such as the introduction of new host names or the retirement of DNS entries.

Which combination of steps will meet these requirements? (Choose three.)
A. Add a geoproximity routing policy in Route 53.

B. Create a Route 53 private hosted zone for the same domain name Associate the application’s VPC with the new private
hosted zone.

C. Enable DNS hostnames for the application's VPC.

D. Create entries in the private hosted zone for each name in the public hosted zone by using the corresponding private IP
addresses.

E. Create an Amazon EventBridge (Amazon CloudWatch Events) rule that runs when AWS CloudTrail logs a Route 53 API
call to the public hosted zone. Create an AWS Lambda function as the target of the rule. Configure the function to use the
event information to update the private hosted zone.

F. Add the private IP addresses in the existing Route 53 public hosted zone.

ANSWER:BCD
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