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Topic Break Down

Topic No. of Questions

Topic 1, Cloud Governance 25

Topic 2, Cloud Compliance 31

Topic 3, Cloud Auditing 52

Topic 4, Cloud Security 38

Total 146
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QUESTION NO: 1

Which of the following aspects of risk management involves identifying the potential reputational harm and/or financial harm 
when an incident occurs?

A. Mitigations

B. Residual risk

C. Likelihood

D. Impact Analysis

ANSWER: D 

Explanation:

Impact Analysis is correct because it evaluates the consequences an organization could experience if a threat event or 
incident occurs. This includes estimating harm to the organization’s reputation, direct and indirect financial losses, 
operational disruption, legal or regulatory consequences, and impacts on customers or other stakeholders. In a cloud 
context, the analysis should consider the potential business effect of events such as unauthorized disclosure of cloud-hosted 
data, loss of service availability, failure of a critical provider control, or a breach involving shared-responsibility boundaries.

Impact analysis supplies the consequence component needed to prioritize risks and determine an appropriate response. A 
meaningful assessment considers the affected business process, the sensitivity and criticality of the information or service 
involved, the scale and duration of the incident, contractual commitments, and the organization’s risk appetite. It enables 
decision-makers to focus resources on incidents whose plausible outcomes would create the greatest business harm. NIST’s 
risk-assessment guidance defines impact in terms of the adverse consequences to organizational operations, assets, 
individuals, and other organizations arising from a threat event. See NIST SP 800-30 Rev. 1: Guide for Conducting Risk 
Assessments and ISACA’s Enterprise Risk Management overview.

QUESTION NO: 2

Which of the following is a corrective control that may be identified in a SaaS service provider?

A. Log monitoring

B. Penetration testing

C. Incident response plans

D. Vulnerability scan

ANSWER: C 

Explanation:

Incident response plans are corrective controls because they establish the provider’s organized process for containing, 
eradicating, and recovering from a security incident after it has been identified. In a SaaS environment, the plan defines 
activities such as assigning incident-response responsibilities, assessing the scope and impact of an event, isolating affected 
services or accounts, removing the cause, restoring normal operations, communicating with affected customers, and 
documenting lessons learned. These activities correct the condition created by an incident and help return the service to an 
acceptable operational and security state.

For a cloud auditor, evidence that this corrective control is designed and operating effectively can include the documented 
incident response plan, defined escalation and customer-notification procedures, incident tickets and post-incident reports, 
recovery records, and results from tabletop exercises or incident simulations. The plan should be aligned with the provider’s 
responsibility for the SaaS application and underlying service operations, while also clearly identifying customer 
responsibilities. NIST describes incident response as including containment, eradication, recovery, and post-incident activity, 
which directly supports its classification as a corrective control. See NIST SP 800-61 Rev. 2, Computer Security Incident 
Handling Guide and ISACA’s Incident Response and the Cloud.
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QUESTION NO: 3

Network environments and virtual instances shall be designed and configured to restrict and monitor traffic between trusted 
and untrusted connections. These configurations shall be reviewed at least annually, and supported by a documented 
justification for use for all allowed services, protocols, ports, and by compensating controls. Which of the following controls 
BEST matches this control description?

A. Network Security

B. Change Detection

C. Virtual Instance and OS Hardening

D. Network Vulnerability Management

ANSWER: A 

Explanation:

Network Security best matches this requirement because it governs the architecture, configuration, and ongoing oversight 
of network controls that separate trusted from untrusted connections. The described activities—restricting and monitoring 
traffic, explicitly approving services, protocols, and ports, and documenting compensating controls—are core network-
security practices. They ensure that connectivity is intentionally limited to legitimate business and operational needs and that 
potentially risky pathways are visible and controlled.

The annual review requirement is also an important network-security governance activity. Firewall rules, security groups, 
network access control lists, routing configurations, and virtual-network segmentation can become outdated as cloud 
services, workloads, and dependencies change. Periodic review, supported by documented justification, helps confirm that 
authorized network paths remain necessary and that controls continue to enforce appropriate segmentation and least-
privilege connectivity. In a cloud environment, these requirements apply both to the provider-managed virtual network 
constructs and to traffic controls surrounding virtual instances.

This mapping aligns with the Cloud Controls Matrix Virtualization Security control area’s treatment of network security. See 
the Cloud Controls Matrix v3.0.1 Virtualization Security controls and the Cloud Security Alliance Cloud Controls Matrix.

QUESTION NO: 4

Which of the following is MOST important to consider when an organization is building a compliance program for the cloud?

A. The rapidly changing service portfolio and architecture of the cloud.

B. Cloud providers should not be part of the compliance program.

C. The fairly static nature of the service portfolio and architecture of the cloud.

D. The cloud is similar to the on-premise environment in terms of compliance.

ANSWER: A 

Explanation:

The rapidly changing service portfolio and architecture of the cloud is most important because a cloud compliance program 
must remain effective as the environment continually evolves. Cloud providers introduce new services, features, regions, 
configurations, deployment models, and security capabilities at a far faster pace than is typical for many on-premises 
environments. In addition, cloud consumers can rapidly provision, modify, and retire resources through self-service and 
automation. These changes can alter the organization’s risk profile, the applicability of regulatory obligations, the evidence 
needed for audits, and the effectiveness of existing controls.

Accordingly, the compliance program should be designed as an ongoing governance process rather than a point-in-time 
assessment. It should include mechanisms to monitor material provider changes, maintain an accurate inventory of cloud 
services and data flows, reassess shared-responsibility control ownership, update policies and control mappings, and gather 
continuous or periodic compliance evidence. Change management, configuration management, and automated monitoring 
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are especially valuable because they help ensure that rapid changes are evaluated before they create unmanaged 
compliance exposure. NIST similarly emphasizes continuous monitoring to maintain ongoing awareness of security and 
privacy control effectiveness and changes to information systems. See NIST SP 800-137, Information Security Continuous 
Monitoring and ISACA’s Cloud Computing: A Guide to Governance and Compliance.

QUESTION NO: 5

The BEST method to report continuous assessment of a cloud provider’s services to the CSA is through:

A. a set of dedicated application programming interfaces (APIs).

B. SOC 2 Type 2 attestation.

C. CCM assessment by a third-party auditor on a periodic basis.

D. tools selected by the third-party auditor.

ANSWER: A 

Explanation:

A set of dedicated application programming interfaces (APIs) is the best method because CSA STAR Continuous is 
designed to collect and communicate cloud-control assurance data in an automated, ongoing manner. APIs enable a cloud 
service provider to provide current, machine-readable evidence and assessment information directly to the CSA, rather than 
relying on manually assembled reports or discrete review cycles. This supports continuous visibility into the provider’s 
security and compliance posture, allowing control-related data to be updated as the underlying environment and evidence 
change.

CSA describes STAR Continuous as an automated assurance approach that leverages APIs to obtain near-real-time 
information from cloud providers. The approach is intended to make cloud assurance more scalable, repeatable, and timely 
by reducing dependence on point-in-time evidence collection. Dedicated APIs also establish a consistent integration 
mechanism through which the provider can expose the defined data needed for the continuous assessment program. This 
directly meets the requirement to report a continuous assessment to CSA. See CSA’s STAR Continuous program 
announcement and the CSA STAR Registry.

QUESTION NO: 6

Which of the following is the BEST control framework for a European manufacturing corporation that is migrating to the 
cloud?

A. NIST SP 800-53

B. CSA’s GDPR CoC

C. PCI-DSS

D. EU GDPR

ANSWER: D 

Explanation:

EU GDPR is the best choice because a European manufacturing corporation acting as a controller must ensure that its cloud 
migration and resulting processing of personal data meet the directly applicable European data-protection requirements. 
GDPR provides the governing compliance baseline for decisions about selecting cloud providers, defining controller–
processor responsibilities, managing cross-border data transfers, protecting data subjects’ rights, and demonstrating 
accountability. In particular, Article 24 requires controllers to implement appropriate technical and organisational measures 
and be able to demonstrate that processing complies with the Regulation. Article 28 requires a controller to use processors 
that provide sufficient guarantees and to establish required contractual processing terms. Article 32 requires security 
measures appropriate to the risk, including ongoing confidentiality, integrity, availability, resilience, restoration, and testing 
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considerations. These requirements should drive the corporation’s cloud-control design, vendor due diligence, contractual 
controls, and audit evidence. GDPR therefore supplies the essential legal and governance foundation for cloud adoption 
where personal data are processed in Europe, regardless of the specific cloud deployment model or provider. The 
authoritative GDPR text is available through EUR-Lex, and the European Data Protection Board provides cloud-related 
guidance at EDPB Guidelines.

QUESTION NO: 7

Within an organization, which of the following functions should be responsible for defining the cloud adoption approach?

A. Audit committee

B. Compliance manager

C. IT manager

D. Senior management

ANSWER: D 

Explanation:

Senior management should be responsible for defining the cloud adoption approach because cloud adoption is an 
enterprise-level strategic decision, not merely a technology implementation decision. The approach establishes how cloud 
services will support business objectives, the organization’s desired risk appetite, investment priorities, operating model, 
accountability structure, and expectations for security, compliance, resilience, and performance. These decisions require 
authority across business units and the ability to balance enterprise benefits against financial, legal, operational, and 
reputational risks.

Senior management is also accountable for ensuring that cloud initiatives are aligned with organizational strategy and that 
appropriate governance is established before individual cloud solutions are selected or deployed. This includes assigning 
ownership, setting policies, obtaining necessary resources, and monitoring whether cloud adoption delivers the expected 
business value. Technology specialists and control functions provide essential input and execute responsibilities within their 
areas of expertise, but the overall adoption direction must be sponsored and defined at the senior-management level. 
COSO’s cloud-computing guidance emphasizes management’s role in establishing governance and aligning cloud use with 
organizational objectives and risk management. See COSO’s Cloud Computing thought paper and ISACA guidance on cloud 
governance.

QUESTION NO: 8

Which of the following would give an auditor the BEST view of design and implementation decisions when an organization 
uses programmatic automation for Infrastructure as a Service (IaaS) deployments? The visibility of:

A. output from threat modeling exercises.

B. results from automated testing.

C. source code within build scripts.

D. service level agreements.

ANSWER: C 

Explanation:

source code within build scripts. provides the best audit evidence because programmatic IaaS deployment decisions are 
expressed directly in infrastructure-as-code and associated build or deployment scripts. These artifacts specify the intended 
infrastructure configuration, including resource types, network definitions, identity and access settings, encryption settings, 
region choices, tagging standards, dependencies, and repeatable deployment logic. Reviewing the source also enables an 
auditor to evaluate whether changes are controlled through version control, peer review, testing, approvals, and traceable 
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release processes. This gives visibility into both the architecture that was designed and the implementation instructions used 
to provision it consistently across environments. In contrast to evidence that records a point-in-time activity or contractual 
expectation, the deployment source is the authoritative, inspectable representation of how automated infrastructure is 
configured and created. NIST’s Secure Software Development Framework emphasizes protecting and maintaining the 
integrity of software—including infrastructure automation code—through defined development and change-management 
practices. NIST also identifies configuration management and controlled changes as essential for maintaining secure 
systems. See NIST SP 800-218, Secure Software Development Framework and NIST SP 800-53 Rev. 5, Configuration 
Management controls.

QUESTION NO: 9

Which of the following is the common cause of misconfiguration in a cloud environment?

A. Absence of effective change control

B. Using multiple cloud service providers

C. New cloud computing techniques

D. Traditional change process mechanisms

ANSWER: A 

Explanation:

Absence of effective change control is correct because cloud environments are highly dynamic: administrators, developers, 
automation pipelines, and cloud-provider services can create or modify resources rapidly. Without a defined, enforced 
process to authorize, test, implement, document, and review those changes, settings can drift from the organization’s 
approved security baseline. This can leave storage repositories exposed, network rules overly permissive, logging disabled, 
identities granted excessive privileges, or encryption settings changed unintentionally.

Effective change control makes configuration changes traceable and accountable. It should include clear ownership, 
approval appropriate to the change’s risk, infrastructure-as-code or other repeatable deployment methods, version control, 
validation against secure baselines, and monitoring to detect unauthorized or unexpected changes. These controls are 
especially important in cloud services because self-service provisioning and API-driven administration greatly increase both 
the speed and volume of changes. NIST identifies configuration management as a process for establishing and maintaining 
secure system configurations throughout the system life cycle in SP 800-128. The Cloud Security Alliance similarly includes 
change control and configuration management expectations in its Cloud Controls Matrix.

QUESTION NO: 10

In cloud computing, with whom does the responsibility and accountability for compliance lie?

A. The cloud service provider is responsible and accountable for compliance.

B. The cloud service provider is responsible for compliance, and the cloud service customer is accountable.

C. The cloud service customer is responsible and accountable for compliance.

D. The cloud service customer is responsible for compliance, and the cloud service provider is accountable.

ANSWER: B 

Explanation:

The cloud service provider is responsible for compliance, and the cloud service customer is accountable. In a cloud 
arrangement, the provider is responsible for operating and evidencing compliance controls within the services it supplies, 
including the relevant infrastructure, platform, facilities, and operational processes specified by the service model and 
contract. The provider may support the customer with independent assurance reports, certifications, audit rights, and control 
evidence.
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However, the cloud service customer remains accountable for meeting the laws, regulations, and contractual requirements 
applicable to its own data, business processes, and use of the cloud service. Accountability cannot be transferred merely by 
outsourcing processing or technology operations to a provider. The customer must therefore perform due diligence, select a 
provider whose controls meet applicable obligations, define requirements contractually, assess provider assurance evidence, 
and govern the residual compliance risks. This reflects the cloud shared-responsibility model: operational responsibilities are 
allocated according to the service arrangement, while the customer retains accountability to regulators, data subjects, and its 
stakeholders for its compliance obligations. The Cloud Security Alliance describes this allocation through its Cloud Controls 
Matrix and associated shared-responsibility guidance: Cloud Controls Matrix. NIST likewise emphasizes that cloud 
customers must assess and manage security and compliance risks associated with cloud outsourcing: NIST SP 800-144.

QUESTION NO: 11

Which of the following approaches encompasses social engineering of staff, bypassing of physical access controls and 
penetration testing?

A. Blue team

B. White box

C. Gray box

D. Red team

ANSWER: D 

Explanation:

Red team is correct because a red-team exercise emulates the tactics, techniques and procedures of a realistic adversary to 
assess whether an organization can prevent, detect and respond to a coordinated attack. Its scope is not limited to technical 
vulnerability exploitation. It can deliberately combine human, physical and technical attack paths, including social 
engineering employees, attempting to circumvent physical security measures, and conducting penetration testing against 
approved systems.

This adversary-emulation approach is particularly valuable to cloud audit and assurance because effective cloud security 
depends on more than configuration controls. Identity processes, personnel awareness, facility protections, monitoring and 
incident response may all be involved in a real attack chain. A properly authorized red-team engagement tests these controls 
together and provides evidence about the organization’s practical defensive capability under realistic conditions. The 
exercise must have defined rules of engagement, management authorization, boundaries, safety safeguards and reporting 
requirements to avoid unintended business impact.

ISACA describes red-team testing as an approach that may include social engineering and physical-security testing as well 
as technical testing. See ISACA’s Planning for Information Security Testing: A Practical Approach. Related guidance on 
adversary emulation and penetration testing is available from NIST SP 800-115.

QUESTION NO: 12

Which of the following is a cloud-native solution designed to counter threats that do not exist within the enterprise?

A. Policy based access control

B. Attribute based access control

C. Rule based access control

D. Role based access control

ANSWER: A 

Explanation:
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Policy based access control is correct because it evaluates access requests against centrally managed, machine-
enforceable policies that can incorporate the cloud resource, requested action, identity, context, and conditions at the time of 
the request. This is particularly suited to cloud environments, where resources are dynamically created, exposed through 
provider APIs, distributed across accounts or tenants, and accessed by automated workloads as well as people. Policy 
enforcement can therefore apply consistent least-privilege guardrails even as infrastructure changes rapidly, helping address 
cloud-specific exposure paths such as overly permissive resource policies, cross-account access, and programmatic access 
to newly provisioned services.

Cloud platforms implement this model through authorization policies that explicitly define permitted actions on identified 
resources and can impose conditions on those permissions. For example, AWS IAM evaluates identity-based and resource-
based policies as part of each authorization decision, enabling controls to be applied at the scale and speed required by 
cloud operations. This policy-driven approach aligns with cloud auditing objectives because policies are reviewable 
configuration artifacts that can be assessed continuously for governance and compliance. See AWS IAM policy 
documentation and Cloud Security Alliance Cloud Controls Matrix.

QUESTION NO: 13

Your company is purchasing an application from a vendor. They do not allow you to perform an on-site audit on their 
information system. However, they say, they will provide the third-party audit attestation on the adequate control design 
within their environment. Which report is the vendor providing you?

A. SOC 3

B. SOC 2, TYPE 2

C. SOC 1

D. SOC 2, TYPE 1

ANSWER: D 

Explanation:

SOC 2, Type 1 is the appropriate report because it provides an independent service auditor’s attestation on whether the 
vendor’s system description is fairly presented and whether the relevant controls are suitably designed to meet the 
applicable Trust Services Criteria as of a specified date. The key phrase is “adequate control design,” which concerns the 
suitability of controls at a point in time. This report enables a prospective customer to obtain assurance from a qualified 
independent third party when the customer cannot conduct its own on-site assessment of the vendor’s environment.

SOC reporting is intended to help user entities evaluate a service organization’s controls in relation to the services they 
receive. For cloud and application vendors, a SOC 2 report commonly addresses controls relevant to security, availability, 
processing integrity, confidentiality, and privacy, according to the scope selected by the service organization. A Type 1 
examination evaluates control design at a particular date, making it the report that matches an attestation concerning 
adequate control design. The American Institute of Certified Public Accountants describes the SOC suite and its intended 
uses at AICPA & CIMA SOC Suite of Services. ISACA also discusses how SOC reports support cloud security and privacy 
assurance at ISACA Journal: SOC Reports for Cloud Security and Privacy.

QUESTION NO: 14

Which of the following standards is designed to be used by organizations for cloud services that intend to select controls 
within the process of implementing an Information Security Management System based on ISO/IEC 27001?

A. ISO/IEC 27017:2015

B. CSA Cloud Control Matrix (CCM)

C. NIST SP 800-146

D. ISO/IEC 27002
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ANSWER: A 

Explanation:

ISO/IEC 27017:2015 is correct because it is the cloud-security extension in the ISO/IEC 27000 family intended to support 
cloud service providers and cloud service customers. It gives implementation guidance for information-security controls in 
ISO/IEC 27002 specifically in cloud-computing contexts, and it defines additional cloud-specific controls. This makes it 
directly relevant when an organization is selecting and implementing controls as part of an information security management 
system aligned with ISO/IEC 27001.

An ISO/IEC 27001-based ISMS requires the organization to determine necessary controls through risk treatment and to 
document the resulting applicability decisions. ISO/IEC 27017 helps make that process meaningful for cloud environments 
by addressing responsibilities, shared-service considerations, virtualized environments, customer data handling, and cloud-
service relationships. It can therefore be used to supplement the organization’s ISMS control-selection and implementation 
activities where cloud services are in scope. ISO describes ISO/IEC 27017 as a code of practice for information security 
controls based on ISO/IEC 27002 for cloud services. See the ISO/IEC 27017:2015 publication page and ISO’s overview of 
ISO/IEC 27001 information security management systems.
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