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QUESTION NO: 1

Refer to the exhibit, which shows the output of a web filtering diagnose command.

Which statement explains why the cache statistics are all zeros?

A. The FortiGuard web filter cache is disabled in the FortiGate configuration.
B. There are no users making web requests.

C. FortiGate is using flow-based inspection, which does not use the cache.

D. The administrator has reallocated the cache memory to a separate process.
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ANSWER: A

Explanation:

Reference: https://docs.fortinet.com/document/fortigate/6.2.0/cookbook/406127/filtering

Web Filter Cache Enable/disable web fiter cache, and set the amount of time that the
FortiGate will store a bliocked |F address or URL localty. After the time

expires, the ForiGate contacts the FDN to verify the address.
Anti-Spam Cache Enable/disable email filter cache, and sat the amount of ime that thea
FortiGate will store an email address locally

FortiGuard Filtering Protocol  Sealect the protocol for contacting the FortiGuard servers

FortiGuard Filtering Port Sealect the pont assignments for contacting the FortiGuard servers
Fitening Sermice Availability The status of the filtering sendce. Click Check Again if the filtering service

is not available

Request re-evaluation of a Click to re-evaluate a URL category rating on the FortiGuard web filter

URL's category senvice

QUESTION NO: 2

Refer to the exhibits, which show the configuration on FortiGate and partial session information.
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All traffic to the Internet currently egresses from port1. The exhibit shows partial session information for Internet traffic from a
user on the internal network.

If the priority on route ID 1 were changes from 5 to 20, what would happen to traffic matching that user session?
A. The session would remain in the session table, and its traffic would still egress from port1.

B. The session would be deleted, and the client would need to start a new session.

C. The session would remain in the session table, and its traffic would start to egress from port2.

D. The session would remain in the session table, but its traffic would now egress from both port1 and port2.

ANSWER: A

Explanation:
Reference: https://kb.fortinet.com/kb/documentLink.do?externallD=FD40943

Description

This article provides detail about Rouling Changes with existing SMAT sessions on a FortiGare

When troubleshaoot g if after a routing cha , setting up a VPN ra
particular communication goes v ¥ firewsall policy, It is § al
sessicns do not expire and by default L nush roubng informatsom for t

Solution
1. Routing Chanoes without Source MAT (SHNAT)

After a routing change, routing mformation is flushed from the affected sessions where source NAT (SMAT) is not applied.

Louting jookups are domne again for the next packets

k is done again for the first packet
= flagged as dirty.

n the arigmal derection
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QUESTION NO: 3

Which three conditions are required for two FortiGate devices to form an OSPF adjacency? (Choose three.)
A. OSPF peer IDs match

B. IP addresses are in the same subnet

C. Hello and dead intervals match

D. OSPF IP MTUs match

E. OSPF costs match

ANSWER:BCD

Explanation:

Reference: https://help.fortinet.com/fos50hlp/54/Content/FortiOS/fortigate-advanced-routing-
54/Routing_ OSPF/OSPF_Background_Concepts.htm#Adjacenc

For beo OSPF routers to become neighbors, the followang condittons must be met
« The subnel mask used on both routers must be the same subnel
» The subnet number denved wsing the subnet mask and each router's interface |IP address must match
= The Hello interval & The Dead interval must maich
+ The routers must have the same OSPF area ID. If they are in different areas, they are not neighbors

« [l authenbcation is used, they must pass authenbcaton checks

If any of these parameters are different between the two routers, the routers do not become OSPF neighbors and cannot be adjacent. If the
routers become neghbors, they are adjacent

QUESTION NO: 4

Refer to the exhibit, which shows the output of a BGP debug command.

Which statement about the exhibit is true?
A. The local router has not established a TCP session with 100.64.3.1

B. The local router BGP state is OpenConfirm with the 10.127.0.75 peer.
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C. Since the counters were last reset, the 100.64.3.1 peer has never been down.

D. The local router has received a total of three BGP prefixes from all peers.

ANSWER: A

Explanation:

Active means it is actively trying to establish a TCP connection using port 179, but has not yet actually established one.

QUESTION NO: 5

Which two conditions must be met for a static route to be active in the routing table? (Choose two.)
A. The link health monitor (if configured) is up.

B. The next-hop IP address is up.

C. The outgoing interface is up.

D. There is no other route to the same destination, with a higher distance.

ANSWER: AC

Explanation:

Reference: https://docs.fortinet.com/document/fortigate/6.0.0/handbook/370572/configuring-link-health-monitoring

Configuring link health monitoring

Link health monitoring measures the health of inks that are connected to SOD-WAN member interfaces.
The FortiGate checks the status of each SD-WAN member interface that you include in a Parformance
SLA, by sending probing signals through each member link to a server and measuring the link quality

based on latency, jitter, and packet loss.

You can configure up to two servers to test the health of SD-WAN member interfaces. This helps to
ensure that if the health checks identify connectivity 1Issues, the interface is at fault and not the server, If
either server meets the link status criteria, the link is good. The FortiGate removes an interface from an
SD-WARN link load balancing group if its connectivity is down.
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