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QUESTION NO: 1

Which of the following tools can be used to perform a zone transfer?

A. NSLookup

B. Finger

C. Dig

D. Sam Spade

E. Host

F. Netcat

G. Neotrace

ANSWER: A C D E 

QUESTION NO: 2

Attacker Steve targeted an organization's network with the aim of redirecting the company's web traffic to another malicious 
website. To achieve this goal, Steve performed DNS cache poisoning by exploiting the vulnerabilities In the DNS server 
software and modified the original IP address of the target website to that of a fake website. What is the technique employed 
by Steve to gather information for identity theft?

A. Pretexting

B. Pharming

C. Wardriving

D. Skimming

ANSWER: B 

Explanation:

A pharming attacker tries to send a web site’s traffic to a faux website controlled by the offender, typically for the aim of 
collection sensitive data from victims or putting in malware on their machines. Attacker tend to specialize in making look-alike 
ecommerce and digital banking websites to reap credentials and payment card data.

Though they share similar goals, pharming uses a special technique from phishing. “Pharming attacker are targeted on 
manipulating a system, instead of tricking people into reaching to a dangerous web site,” explains David Emm, principal 
security man of science at Kaspersky. “When either a phishing or pharming attacker is completed by a criminal, they need a 
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similar driving issue to induce victims onto a corrupt location, however the mechanisms during which this is often undertaken 
are completely different.”

QUESTION NO: 3

Nedved is an IT Security Manager of a bank in his country. One day. he found out that there is a security breach to his 
company's email server based on analysis of a suspicious connection from the email server to an unknown IP Address.

What is the first thing that Nedved needs to do before contacting the incident response team?

A. Leave it as it Is and contact the incident response te3m right away

B. Block the connection to the suspicious IP Address from the firewall

C. Disconnect the email server from the network

D. Migrate the connection to the backup email server

ANSWER: C 

QUESTION NO: 4

is a tool that can hide processes from the process list, can hide files, registry entries, and intercept keystrokes.

A. Trojan

B. RootKit

C. DoS tool

D. Scanner

E. Backdoor

ANSWER: B 

QUESTION NO: 5

Which of the following are well known password-cracking programs?

A. L0phtcrack

B. NetCat

C. Jack the Ripper
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D. Netbus

E. John the Ripper

ANSWER: A E 

QUESTION NO: 6

Which of the following statements about a zone transfer is correct? (Choose three.)

A. A zone transfer is accomplished with the DNS

B. A zone transfer is accomplished with the nslookup service

C. A zone transfer passes all zone information that a DNS server maintains

D. A zone transfer passes all zone information that a nslookup server maintains

E. A zone transfer can be prevented by blocking all inbound TCP port 53 connections

F. Zone transfers cannot occur on the Internet

ANSWER: A C E 

QUESTION NO: 7

Which of the following tools are used for enumeration? (Choose three.)

A. SolarWinds

B. USER2SID

C. Cheops

D. SID2USER

E. DumpSec

ANSWER: B D E 

QUESTION NO: 8
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Which of the following types of SQL injection attacks extends the results returned by the original query, enabling attackers to 
run two or more statements if they have the same structure as the original one?

A. Error-based injection

B. Boolean-based blind SQL injection

C. Blind SQL injection

D. Union SQL injection

ANSWER: D 

QUESTION NO: 9

Peter, a Network Administrator, has come to you looking for advice on a tool that would help him perform SNMP enquires 
over the network.

Which of these tools would do the SNMP enumeration he is looking for? Select the best answers.

A. SNMPUtil

B. SNScan

C. SNMPScan

D. Solarwinds IP Network Browser

E. NMap

ANSWER: A B D 

QUESTION NO: 10

Scenario1:

1. Victim opens the attacker's web site.

2. Attacker sets up a web site which contains interesting and attractive content like 'Do you want to make

$1000 in a day?'.

3. Victim clicks to the interesting and attractive content URL.

4. Attacker creates a transparent 'iframe' in front of the URL which victim attempts to click, so victim thinks that he/she clicks 
to the 'Do you want to make $1000 in a day?' URL but actually he/she clicks to the content or URL that exists in the 
transparent 'iframe' which is setup by the attacker.
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What is the name of the attack which is mentioned in the scenario?

A. Session Fixation

B. HTML Injection

C. HTTP Parameter Pollution

D. Clickjacking Attack

ANSWER: D 

QUESTION NO: 11

A network admin contacts you. He is concerned that ARP spoofing or poisoning might occur on his network. What are some 
things he can do to prevent it? Select the best answers.

A. Use port security on his switches.

B. Use a tool like ARPwatch to monitor for strange ARP activity.

C. Use a firewall between all LAN segments.

D. If you have a small network, use static ARP entries.

E. Use only static IP addresses on all PC's.

ANSWER: A B D 

QUESTION NO: 12

Samuel, a professional hacker, monitored and Intercepted already established traffic between Bob and a host machine to 
predict Bob's ISN. Using this ISN, Samuel sent spoofed packets with Bob's IP address to the host machine. The host 
machine responded with <| packet having an Incremented ISN. Consequently. Bob's connection got hung, and Samuel was 
able to communicate with the host machine on behalf of Bob. What is the type of attack performed by Samuel in the above 
scenario?

A. UDP hijacking

B. Blind hijacking

C. TCP/IP hacking

D. Forbidden attack
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ANSWER: C 

Explanation:

A TCP/IP hijack is an attack that spoofs a server into thinking it’s talking with a sound client, once actually it’s communication 
with an assaulter that has condemned (or hijacked) the tcp session. Assume that the client has administrator-level privileges, 
which the attacker needs to steal that authority so as to form a brand new account with root-level access of the server to be 
used afterward. A tcp Hijacking is sort of a two-phased man-in-the-middle attack. The man-in-the-middle assaulter lurks 
within the circuit between a shopper and a server so as to work out what port and sequence numbers are being employed for 
the conversation.

First, the attacker knocks out the client with an attack, like Ping of Death, or ties it up with some reasonably ICMP storm. 
This renders the client unable to transmit any packets to the server. Then, with the client crashed, the attacker assumes the 
client’s identity so as to talk with the server. By this suggests, the attacker gains administrator-level access to the server.

One of the most effective means of preventing a hijack attack is to want a secret, that’s a shared secret between the shopper 
and also the server. looking on the strength of security desired, the key may be used for random exchanges. this is often 
once a client and server periodically challenge each other, or it will occur with each exchange, like Kerberos.

QUESTION NO: 13

What ports should be blocked on the firewall to prevent NetBIOS traffic from not coming through the firewall if your network 
is comprised of Windows NT, 2000, and XP?

A. 110

B. 135

C. 139

D. 161

E. 445

F. 1024

ANSWER: B C E 

QUESTION NO: 14

As a securing consultant, what are some of the things you would recommend to a company to ensure DNS security?

A. Use the same machines for DNS and other applications

B. Harden DNS servers

C. Use split-horizon operation for DNS servers

D. Restrict Zone transfers
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E. Have subnet diversity between DNS servers

ANSWER: B C D E 

QUESTION NO: 15

Which of the following LM hashes represent a password of less than 8 characters? (Choose two.)

A. BA810DBA98995F1817306D272A9441BB

B. 44EFCE164AB921CQAAD3B435B51404EE

C. 0182BD0BD4444BF836077A718CCDF409

D. CEC52EB9C8E3455DC2265B23734E0DAC

E. B757BF5C0D87772FAAD3B435B51404EE

F. E52CAC67419A9A224A3B108F3FA6CB6D

ANSWER: B E 

QUESTION NO: 16

Heather’s company has decided to use a new customer relationship management tool. After performing the appropriate 
research, they decided to purchase a subscription to a cloud-hosted solution. The only

administrative task that Heather will need to perform is the management of user accounts. The provider will take care of the 
hardware, operating system, and software administration including patching and monitoring. Which of the following is this 
type of solution?

A. SaaS

B. IaaS

C. CaaS

D. PasS

ANSWER: A 

Explanation:

Software as a service (SaaS) allows users to attach to and use cloud-based apps over the web. Common examples ar 
email, calendaring and workplace tool (such as Microsoft workplace 365).
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SaaS provides a whole software solution that you get on a pay-as-you-go basis from a cloud service provider. You rent the 
use of an app for your organisation and your users connect with it over the web, typically with an internet browser. All of the 
underlying infrastructure, middleware, app software system and app knowledge ar located within the service provider’s 
knowledge center. The service provider manages the hardware and software system and with the appropriate service 
agreement, can make sure the availability and also the security of the app and your data as well. SaaS allows your 
organisation to induce quickly up and running with an app at token upfront cost.

Common SaaS scenariosThis tool having used a web-based email service like Outlook, Hotmail or Yahoo! Mail, then you 
have got already used a form of SaaS. With these services, you log into your account over the web, typically from an internet 
browser. the e-mail software system is found on the service provider’s network and your messages ar hold on there 
moreover. you can access your email and hold on messages from an internet browser on any laptop or Internet-connected 
device.

The previous examples are free services for personal use. For organisational use, you can rent productivity apps, like email, 
collaboration and calendaring; and sophisticated business applications like client relationship management (CRM), 
enterprise resource coming up with (ERP) and document management. You buy the use of those apps by subscription or per 
the level of use.

Advantages of SaaSGain access to stylish applications. to supply SaaS apps to users, you don’t ought to purchase, install, 
update or maintain any hardware, middleware or software system. SaaS makes even sophisticated enterprise applications, 
like ERP and CRM, affordable for organisations that lack the resources to shop for, deploy and manage the specified 
infrastructure and software system themselves.

Pay just for what you utilize. you furthermore may economize because the SaaS service automatically scales up and down 
per the level of usage.

Use free shopper software system. Users will run most SaaS apps directly from their web browser without needing to 
transfer and install any software system, though some apps need plugins. this suggests that you simply don’t ought to 
purchase and install special software system for your users.

Mobilise your hands simply. SaaS makes it simple to “mobilise” your hands as a result of users will access

SaaS apps and knowledge from any Internet-connected laptop or mobile device. You don’t ought to worry concerning 
developing apps to run on differing types of computers and devices as a result of the service supplier has already done 
therefore. additionally, you don’t ought to bring special experience aboard to manage the safety problems inherent in mobile 
computing. A fastidiously chosen service supplier can make sure the security of your knowledge, no matter the sort of device 
intense it.

Access app knowledge from anyplace. With knowledge hold on within the cloud, users will access their info from any 
Internet-connected laptop or mobile device. And once app knowledge is hold on within the cloud, no knowledge is lost if a 
user’s laptop or device fails.

QUESTION NO: 17

Windows LAN Manager (LM) hashes are known to be weak.

Which of the following are known weaknesses of LM? (Choose three.)

A. Converts passwords to uppercase.

B. Hashes are sent in clear text over the network.

C. Makes use of only 32-bit encryption.
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D. Effective length is 7 characters.

ANSWER: A B D 

QUESTION NO: 18

Which system consists of a publicly available set of databases that contain domain name registration contact information?

A. WHOIS

B. CAPTCHA

C. IANA

D. IETF

ANSWER: A 

QUESTION NO: 19

You are working as a Security Analyst in a company XYZ that owns the whole subnet range of 23.0.0.0/8 and 192.168.0.0/8.

While monitoring the data, you find a high number of outbound connections. You see that IP’s owned by XYZ (Internal) and 
private IP’s are communicating to a Single Public IP. Therefore, the Internal IP’s are sending data to the Public IP.

After further analysis, you find out that this Public IP is a blacklisted IP, and the internal communicating devices are 
compromised.

What kind of attack does the above scenario depict?

A. Botnet Attack

B. Spear Phishing Attack

C. Advanced Persistent Threats

D. Rootkit Attack

ANSWER: A 

QUESTION NO: 20
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DNS cache snooping is a process of determining if the specified resource address is present in the DNS cache records. It 
may be useful during the examination of the network to determine what software update resources are used, thus 
discovering what software is installed.

What command is used to determine if the entry is present in DNS cache?

A. nslookup -fullrecursive update.antivirus.com

B. dnsnooping –rt update.antivirus.com

C. nslookup -norecursive update.antivirus.com

D. dns --snoop update.antivirus.com

ANSWER: C 
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