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Topic Break Down

Topic No. of Questions

Topic 1, Check Point Technology Overview 158

Topic 2, Deployment Platforms and Security Policies 73

Topic 3, Monitoring Traffic and Connections 33

Topic 4, Network Address Translations 5

Topic 5, User Management and Authentication 21

Topic 6, Using SmartUpdate 3

Topic 7, Implementing Identity Awareness 8

Topic 8, Configuring VPN tunnels 45

Topic 9, Resolving security administration issues 18

Topic 10, Mixed questions Set A 134

Topic 11, Mixed Questions Set B 200

Topic 12, Mixed Questions Set C 55

Total 753
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QUESTION NO: 1

Which of the following is NOT an advantage of SmartLog?

A. SmartLog has a “Top Results” pane showing things like top sources, rules, and users.

B. SmartLog displays query results across multiple log files, reducing the need to open previous files to view results.

C. SmartLog requires less disk space by consolidating log entries into fewer records.

D. SmartLog creates an index of log entries, increasing query speed.

ANSWER: C 

QUESTION NO: 2

What are the 3 main components of the SmartEvent Software Blade?

1) Correlation Unit

2) Correlation Client

3) Correlation Server

4) Analyzer Server

5) Analyzer Client

6) Analyzer Unit

A. 1, 3, 4

B. 1, 4, 5

C. 1, 2, 3

D. 4, 5, 6

ANSWER: B 

QUESTION NO: 3

Which of the following are supported with the office mode? Select all that apply.
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A. SecureClient

B. L2TP

C. Transparent Mode

D. Gopher

E. SSL Network Extender

ANSWER: A B E 

QUESTION NO: 4

In cryptography, the Rivest, Shamir, Adelman (RSA) scheme has which of the following? Select all that apply.

A. A symmetric-cipher system

B. A secret-key encryption-algorithm system

C. A public-key encryption-algorithm system

D. An asymmetric-cipher system

ANSWER: C D 

QUESTION NO: 5

Public keys and digital certificates provide which of the following? Select three.

A. Non repudiation

B. Data integrity

C. Availability

D. Authentication

ANSWER: A B D 

QUESTION NO: 6

What can be said about RSA algorithms? Select all that apply.
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A. Long keys can be used in RSA for enhances security

B. Short keys can be used for RSA efficiency.

C. RSA is faster to compute than DES

D. RSA's key length is variable.

ANSWER: A B D 

QUESTION NO: 7

is a proprietary Check Point protocol. It is the basis for Check Point ClusterXL inter-module communication.

A. HA OPCODE

B. RDP

C. CKPP

D. CCP

ANSWER: D 

QUESTION NO: 8

When configuring a Web Application for SSL VPN remote access, you have given the following definition for the application 
along with its protection level.

Which of the following is the best match for the above application?

A. dmz.example.com/extranet

B. www.dmz.example/extranet

C. www.example.com/intranet

D. hr.dmz.example.com/intranet
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ANSWER: C 

QUESTION NO: 9

Which of the following SSL Network Extender server-side prerequisites are correct? Select all that apply.

A. The VPN1-Gateway must be configured to work with Visitor Mode

B. The specific VPN-1 Security Gateway must be configured as a member of the VPN-1 Remote Access Community.

C. There are distinctly separate access rules required for Secure Client users vs. SSL Network Extender users.

D. To use Integrity Clientless Security (ICS), you must install the ICS server or configuration tool.

ANSWER: A B D 

QUESTION NO: 10

Which of the following is part of the PKI? Select all that apply.

A. User certificate

B. Attribute Certificate

C. Certificate Revocation Lists

D. Public-key certificate

ANSWER: A C D 

QUESTION NO: 11

Which Security Servers can perform Content Security tasks, but CANNOT perform authentication tasks?

A. Telnet

B. FTP

C. SMTP

D. HTTP

ANSWER: C 
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QUESTION NO: 12

When configuring an LDAP Group object, select option if you want the gateway to reference a specific group defined on the 
LDAP server for authentication purposes.

A. Group Agnostic

B. All Account-Unit's Users

C. Only Sub Tree

D. Only Group in Branch

ANSWER: C 

QUESTION NO: 13

Which of the following are valid PKI architectures?

A. mesh architecture

B. Bridge architecture

C. Gateway architecture

D. Hierarchical architecture

ANSWER: A C D 

QUESTION NO: 14

Central License management allows a Security Administrator to perform which of the following? Select all that apply.

A. Attach and/or delete only NGX Central licenses to a remote module (not Local licenses)

B. Check for expired licenses

C. Add or remove a license to or from the license repository

D. Sort licenses and view license properties

E. Delete both NGX Local licenses and Central licenses from a remote module

F. Attach both NGX Central and Local licenses to a remote module
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ANSWER: A B C D 

QUESTION NO: 15

Your R76 enterprise Security Management Server is running abnormally on Windows 2008 Server. You decide to try 
reinstalling the Security Management Server, but you want to try keeping the critical Security Management Server 
configuration settings intact (i.e., all Security Policies, databases, SIC, licensing etc.)

What is the BEST method to reinstall the Server and keep its critical configuration?

A. 1. Create a database revision control backup using the Smart Dashboard2. Create a compressed archive of the *FWDlR*\ 
conf and >FWDiR8\lib directories and copy them to another networked machine.3. Uninstall all R70 packages via 
Add/Remove Programs and reboot.4. Install again as a primary Security Management Server using the R70 CD.5. Reboot 
and restore the two archived directories over the top of the new installation, choosing to overwrite existing files.

B. 1. Download the latest upgrade_export utility and run it from a c; \temp directory to export the configuration into a .tgz 
file2. Skip any upgrade_verification warnings since you are not upgrading3. Transfer the .tgz file to another networked 
machine4. Download and run the cpclean utility and reboot5. Use the R70 CD-ROM to select the upgrade_import option to 
import the configuration

C. 1. Download the latest upgrade_export utility and run it from a \temp directory to export the configuration into a .tgz file2. 
Perform any requested upgrade_version suggested steps3. Uninstall all R70 packages via Add/Remove Programs and 
reboot4. Use SmartUpdate to reinstall the Security Management Server and reboot5. Transfer the tgz file back to the local 
\temp6. Run upgrade_import to import the configuration

D. 1. Insert the F70 CD-ROM, and select the option to export the configuration using the latest upgrade utilities2. Perform 
any requested upgrade_verification suggested steps and re-export the configuration if needed3. Save the export " tgz file to 
a local c: \temp directory4. Uninstall all R70 packages via Add/Remove Programs and reboot5. Install again using the R70 
CD-ROM as a primary Security Management Server and reboot6. Run upgrade_import to import the configuration

ANSWER: C 

QUESTION NO: 16

When synchronizing clusters, which of the following statements are true? Select all that apply.

A. Only cluster members running on the same OS platform can be synchronized.

B. Client Auth or Session Auth connections through a cluster member will be lost of the cluster member fails.

C. The state of connections using resources is maintained by a Security Server, so these connections cannot be 
synchronized.

D. In the case of a failover, accounting information on the failed member may be lost despite a properly

ANSWER: A B C 

https://dumpsarena.co/


DumpsArena - Pass Your Next Certification Exam Fast!
dumpsarena.co

QUESTION NO: 17

Which of the following are valid reasons for beginning with a fresh installation VPN-1 NGX R65, instead of upgrading a 
previous version to VPN-1 NGX R65? Select all that apply.

A. You see a more logical way to organize your rules and objects

B. You want to keep your Check Point configuration.

C. Your Security Policy includes rules and objects whose purpose you do not know.

D. Objects and rules' naming conventions have changed over time.

ANSWER: A C D 

QUESTION NO: 18

What is the default port number for Secure Sockets Layer connections with the LDAP Server?

A. 363

B. 389

C. 398

D. 636

ANSWER: D 

QUESTION NO: 19

Which of the following statements is TRUE concerning MEP VPN’s?

A. State synchronization between Security Gateways is NOT required.

B. The VPN Client is assigned a Security Gateway to connect to based on a priority list, should the first connection fail.

C. MEP Security Gateways cannot be managed by separate Management Servers.

D. MEP VPN’s are restricted to the location of the gateways.

ANSWER: A 
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QUESTION NO: 20

What could be a reason why synchronization between primary and secondary Security Management Servers does not 
occur?

A. If the set of installed products differ from each other, the Security Management Servers do not synchronize the database 
to each other.

B. You have installed both Security Management Servers on different server systems (e. g. one machine on HP hardware 
and the other one on DELL).

C. You are using different time zones.

D. You did not activate synchronization within Global Properties.

ANSWER: A 
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