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QUESTION NO: 1

If you are experiencing LDAP issues, which of the following should you check?

A. Connectivity between the R77 Gateway and LDAP server

B. Secure Internal Communications (SIC)

C. Overlapping VPN Domains

D. Domain name resolution

ANSWER: A 

QUESTION NO: 2

When using vpn tu, which option must you choose if you only want to clear phase 2 for a specific IP (gateway)?

Exhibit:

A. (5) Delete all IPsec SAs for a given peer (GW)

B. (7) Delete all IPsec+IKE SAs for a given peer (GW)

C. (6) Delete all IPsec SAs for a given User (Client)

D. (8) Delete all IPsec+IKE SAs for a given User (Client)

ANSWER: A 
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QUESTION NO: 3

Your company has two headquarters, one in London, one in New York. Each of the headquarters includes several branch 
offices. The branch offices only need to communicate with the headquarters in their country, not with each other, and the 
headquarters need to communicate directly. What is the BEST configuration for establishing VPN Communities among the 
branch offices and their headquarters, and between the two headquarters? VPN Communities comprised of:

A. Three mesh Communities: one for London headquarters and its branches; one for New York headquarters and its 
branches; and one for London and New York headquarters.

B. Two mesh and one star Community: Each mesh Community is set up for each site between headquarters their branches. 
The star Community has New York as the center and London as its satellite.

C. Two star communities and one mesh: A star community for each city with headquarters as center, and branches as 
satellites. Then one mesh community for the two headquarters.

D. One star Community with the option to mesh the center of the star: New York and London Gateways added to the center 
of the star with the “mesh center Gateways? option checked; all London branch offices defined in one satellite window; but, 
all New York branch offices defined in another satellite window.

ANSWER: C 

QUESTION NO: 4

Which R77 SmartConsole tool would you use to verify the installed Security Policy name on a Security Gateway?

A. SmartView Monitor

B. SmartUpdate

C. SmartView Status

D. None, SmartConsole applications only communicate with the Security Management Server.

ANSWER: A 

QUESTION NO: 5

What happens if the identity of a user is known?

A. If the user credentials do not match an Access Role, the traffic is automatically dropped.

B. If the user credentials do not match an Access Role, the system displays a sandbox.

C. If the user credentials do not match an Access Role, the gateway moves onto the next rule.
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D. If the user credentials do not match an Access Role, the system displays the Captive Portal.

ANSWER: C 

QUESTION NO: 6

MegaCorp’s security infrastructure separates Security Gateways geographically. You must request a central license for one 
remote Security Gateway.

How do you apply the license?

A. Using the remote Gateway’s IP address, and attaching the license to the remote Gateway via SmartUpdate.

B. Using your Security Management Server's IP address, and attaching the license to the remote Gateway via SmartUpdate.

C. Using the remote Gateway's IP address, and applying the license locally with the command cplic put.

D. Using each of the Gateways’ IP addresses, and applying the licenses on the Security Management Server with the 
command.

ANSWER: B 

QUESTION NO: 7

Spoofing is a method of:

A. Making packets appear as if they come from an authorized IP address.

B. Detecting people using false or wrong authentication logins.

C. Disguising an illegal IP address behind an authorized IP address through Port Address Translation.

D. Hiding your firewall from unauthorized users.

ANSWER: A 

QUESTION NO: 8

Which of the following statements BEST describes Check Point’s Hide Network Address Translation method?

A. Translates many destination IP addresses into one destination IP address
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B. One-to-one NAT which implements PAT (Port Address Translation) for accomplishing both Source and Destination IP 
address translation

C. Translates many source IP addresses into one source IP address

D. Many-to-one NAT which implements PAT (Port Address Translation) for accomplishing both Source and Destination IP 
address translation

ANSWER: C 

QUESTION NO: 9

The fw monitor utility is used to troubleshoot which of the following problems?

A. Phase two key negotiation

B. Address translation

C. Log Consolidation Engine

D. User data base corruption

ANSWER: B 

QUESTION NO: 10

The R77 fw monitor utility is used to troubleshoot which of the following problems?

A. Traffic issues

B. Log Consolidation Engine

C. User data base corruption

D. Phase two key negotiation

ANSWER: A 

QUESTION NO: 11

Which of these Security Policy changes optimize Security Gateway performance?

A. Using groups within groups in the manual NAT Rule Base.
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B. Use Automatic NAT rules instead of Manual NAT rules whenever possible.

C. Using domain objects in rules when possible.

D. Putting the least-used rule at the top of the Rule Base.

ANSWER: B 

QUESTION NO: 12

With the User Directory Software Blade, you can create R77 user definitions on a(n) Server.

A. LDAP

B. Radius

C. SecureID

D. NT Domain

ANSWER: A 

QUESTION NO: 13

Where do we need to reset the SIC on a gateway object?

A. SmartDashboard > Edit Gateway Object > General Properties > Communication

B. SmartUpdate > Edit Security Management Server Object > SIC

C. SmartUpdate > Edit Gateway Object > Communication

D. SmartDashboard > Edit Security Management Server Object > SIC

ANSWER: D 

QUESTION NO: 14

Which Client Authentication sign-on method requires the user to first authenticate via the User Authentication mechanism, 
when logging in to a remote server with Telnet?

A. Manual Sign On
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B. Agent Automatic Sign On

C. Partially Automatic Sign On

D. Standard Sign On

ANSWER: C 

QUESTION NO: 15

The User Directory Software Blade is used to integrate which of the following with Security Gateway R77?

A. RADIUS server

B. Account Management Client server

C. UserAuthority server

D. LDAP server

ANSWER: D 
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