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QUESTION NO: 1

An organization must retain monthly financial records in Azure Blob Storage for seven years. During the retention period, the 
records must not be modified or deleted, including by storage account administrators.

Which Azure Blob Storage feature should be configured?

A. A locked time-based retention immutability policy

B. Blob soft delete

C. Blob versioning without an immutability policy

D. A lifecycle management rule that moves blobs to the archive tier

ANSWER: A 

Explanation:

A locked immutability policy provides write-once, read-many (WORM) protection for blobs during the defined retention 
interval. After the policy is locked, protected blobs cannot be modified or deleted before retention expires.

See Immutable storage for Azure Blob Storage.

QUESTION NO: 2

Cloud Service A is being made available on public Cloud X by Cloud Provider X via the SaaS delivery model. Cloud Service 
A is hosted by Physical Server A that also hosts cloud services being used by different cloud service consumers (and owned 
by different cloud service owners).

Cloud Provider X needs to make Cloud Service A available to a new group of cloud service consumers, but must do so 
without the increase in usage volume affecting Cloud Service Consumers A and B.

Which of the following statements does not accurately describe a solution (or a set of solutions) that addresses this 
requirement?

A. Cloud Provider X can scale up Cloud Service A by upgrading the Physical Server A hardware to increase the server's 
processing power. Cloud Provider X can scale out Cloud Service A by adding redundant implementations of the service and 
by using the automated scaling listener mechanism.

B. Cloud Provider X can scale out Cloud Service A by implementing new cloud computing mechanisms, such as the virtual 
server and resource replication mechanisms, which can enhance the cloud's elasticity characteristic.
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C. Cloud Provider X can upgrade its infrastructure by increasing its ability to horizontally scale IT resources that are used by 
Cloud Service A. Cloud Provider X can upgrade its infrastructure in order to vertically scale IT resources that are used by 
Cloud Service A.

D. Cloud Provider X can upgrade its infrastructure to increase the cloud's ubiquitous access characteristic. This will enable 
the cloud to provide distributed failover for IT resources across multiple devices in order to increase its ubiquitous resiliency. 
To achieve this, Cloud Provider X will further need to implement the failover system, state management database and 
resource replication mechanisms.

ANSWER: D 

Explanation:

Cloud Provider X can upgrade its infrastructure to increase the cloud's ubiquitous access characteristic. This will enable the 
cloud to provide distributed failover for IT resources across multiple devices in order to increase its ubiquitous resiliency. To 
achieve this, Cloud Provider X will further need to implement the failover system, state management database and resource 
replication mechanisms.

does not accurately describe a solution to the stated requirement because the requirement concerns accommodating 
additional demand for Cloud Service A while preventing performance degradation for existing consumers. That is an 
elasticity and capacity-management concern: the provider needs sufficient, scalable service and infrastructure resources so 
workload growth can be absorbed without resource contention affecting current users. Ubiquitous access, however, 
concerns broad network availability and the ability to access cloud capabilities through standard mechanisms from 
heterogeneous client platforms. It is not a capacity-scaling characteristic. Likewise, distributed failover and state replication 
are resilience and availability techniques intended to maintain service continuity when components fail; they do not by 
themselves provide the demand-driven resource capacity required to isolate the impact of increased usage volume. NIST 
distinguishes broad network access from rapid elasticity, defining elasticity as the ability to provision and release resources 
rapidly, often automatically, in response to demand. This distinction is central to selecting an appropriate solution here. See 
NIST SP 800-145, The NIST Definition of Cloud Computing and AWS Well-Architected Reliability Pillar.

QUESTION NO: 3

A platform team is securing a Google Kubernetes Engine (GKE) cluster. The team must reduce the impact of a compromised 
container and prevent workloads from running as privileged containers or with unnecessary Linux capabilities.

Which two controls should be implemented?

A. Enforce the Restricted Pod Security Standard for workload namespaces.

B. Configure container security contexts to drop unnecessary Linux capabilities.

C. Run all Pods by using the privileged security context.

D. Grant cluster-admin permissions to each application service account.

E. Mount the container runtime socket into application Pods.

ANSWER: A B 

Explanation:

Kubernetes Pod Security Admission can enforce the Restricted Pod Security Standard, which disallows privileged containers 
and applies other workload hardening requirements. Defining a security context that drops Linux capabilities reduces the 
privileges available to a container.

For more information, see Pod Security Admission and Configure a Security Context for a Pod or Container.

QUESTION NO: 4
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A company runs containerized workloads on Amazon Elastic Kubernetes Service (Amazon EKS). The company must allow 
Pods to access AWS services by using distinct IAM permissions for each workload. The company must not distribute AWS 
access keys in container images or Kubernetes Secrets.

Which two actions should be performed?

A. Create an IAM OIDC provider for the EKS cluster.

B. Associate an IAM role with a Kubernetes service account used by the workload.

C. Add AWS access keys to a Kubernetes Secret and mount the Secret into each Pod.

D. Attach the required IAM policy directly to every worker node role.

E. Add the IAM policy to the Amazon EKS cluster service role.

ANSWER: A B 

Explanation:

IAM roles for service accounts (IRSA) allow an IAM role to be associated with a Kubernetes service account. A Pod that 
uses the service account can obtain temporary AWS credentials through the associated IAM role. The EKS cluster must 
have an IAM OIDC provider configured to establish the trust relationship.

For more information, see IAM roles for service accounts.
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