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QUESTION NO: 1

The application of the Service Abstraction principle can hinder your ability to fully determine how a service composition is 
secured because you may not be able to find out how all composed services are secured.

A. True

B. False

ANSWER: A 

QUESTION NO: 2

The application of the Brokered Authentication pattern is best suited for a scenario whereby a service consumer does not 
need to re-authenticate itself with multiple services.

A. True

B. False

ANSWER: B 

QUESTION NO: 3

You are required to design an authorization mechanism for a REST service. The service provides functionality by providing 
access to different resources, some of which are local to the service while others are located on remote servers. You are 
required to restrict access to the service based on which resource is requested and which HTTP method has been specified 
by the service consumer. By doing so, which combination of action control rules needs to be used?

A. identity and environment

B. environment and resource

C. resource and action

D. action and identity

ANSWER: C 
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QUESTION NO: 4

A SAML assertion always contains:

A. the name of the issuer

B. a validity period

C. subject confirmation

D. signature

ANSWER: A B 

QUESTION NO: 5

A service that was previously using a shared identity store is now given its own dedicated identity store instead. What are the 
likely impacts (positive or negative) that will result from this change?

A. The service's autonomy is increased.

B. The operational responsibility is increased due to the need to keep the dedicated identity store in synch with a parent 
identity store.

C. The potential to apply the Service Abstraction principle is increased.

D. The service will no longer be dependent on a certificate authority.

ANSWER: A B 

QUESTION NO: 6

Atypical SAML assertion will contain at least one of the following subject statements:

A. authorization decision statement

B. authentication statement

C. attribute statement

D. certificate authority issuer statement
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ANSWER: A B C 

QUESTION NO: 7

A certificate authority is generally responsible for

A. authenticating the identity of an entity requesting a certificate

B. publishing information about revoked certificates

C. receiving notifications about the loss of private keys

D. signing certificates that bind a public key to authenticate identity information about the key holder

ANSWER: A B C D 

QUESTION NO: 8

Which of the following are valid reasons for a certificate to be revoked:

A. The certificate was fraudulently obtained

B. The public key has been compromised

C. The private key has been compromised

D. The subject is no longer permitted to use the certificate

ANSWER: A C D 

QUESTION NO: 9

You are required to design security mechanisms to enable secure message exchanges between different domain service 
inventories within the same organization. This needs to be documented in the design specification for which type of service-
oriented architecture?

A. service architecture

B. service composition architecture
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C. service inventory architecture

D. service-oriented enterprise architecture

ANSWER: D 

QUESTION NO: 10

With SAML, the _____________ element is used by the relying party to confirm that a given message came from the subject 
specified in the assertion.

A. subject confirmation

B. token

C. sign-on

D. claim

ANSWER: A 
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