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QUESTION NO: 1

Because non-relational cloud storage avoids the processing overhead that can be imposed by relational databases, it can be 
more scalable. Select the correct answer. 

A. True

B. False

ANSWER: A 

QUESTION NO: 2

Which of the following mechanisms are combined in a cloud bursting architecture? SELECT ALL THAT APPLY 

A. automated scaling listener

B. failover system

C. multi-device broker

D. resource replication

ANSWER: A D 

QUESTION NO: 3

Black box testing refers to a technique where testers are provided with ___________________ visibility into an IT resource's 
implementation architecture. Select the correct answer. 

A. complete

B. periodic

C. no

D. None of the above.

ANSWER: C 

QUESTION NO: 4

Which of the following are data-oriented security mechanisms? SELECT ALL THAT APPLY 

A. encryption
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B. digital signatures

C. identity and access management

D. single sign-on

ANSWER: A B 

QUESTION NO: 5

Which of the following characteristics of cloud-based IT resources are difficult to fully test on Software-as-a-Service (SaaS) 
implementations? SELECT ALL THAT APPLY 

A. availability

B. confidentiality

C. reliability

D. performance

ANSWER: A C 

QUESTION NO: 6

The cloud service consumer sends its authentication ___________________ to the security broker. After successful 
authentication, the security broker responds with an authentication __________________ with which the cloud service 
consumer can access other cloud services. This describes how the __________________ security mechanism works. 
Select the correct answer. 

A. token, acknowledgement certificate, certificate authority

B. credentials, token, single sign-on

C. certificate, message, certificate authority

D. certificate, key, single sign-on

ANSWER: B 

QUESTION NO: 7

Which of the following technologies can be used to build cloud services? Select the correct answer. 

A. Web services

B. REST services

C. components
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D. All of the above.

ANSWER: D 

QUESTION NO: 8

Two redundantly deployed cloud services need to be configured so that they are kept in sync with each other. Which of the 
following roles would be most suitable for this task? Select the correct answer. 

A. cloud service consumer

B. cloud service owner

C. cloud resource administrator

D. None of the above.

ANSWER: C 

QUESTION NO: 9

Which of the following are classified as access-oriented threats? SELECT ALL THAT APPLY 

A. denial of service

B. malicious intermediary

C. overlapping trust boundary

D. virtualization attack

ANSWER: A C D 

QUESTION NO: 10

Which of the following can be the result of a successful malicious intermediary attack? SELECT ALL THAT APPLY 

A. The confidentiality of a message is comprised.

B. The integrity of a message is comprised.

C. Private or sensitive data within a message is accessed by the attacker.

D. Harmful data is inserted into a message.

ANSWER: A B C D 
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