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QUESTION NO: 1

Which of the following can exist as cloud-based IT resources? Select ALL THAT APPLY
A. physical server

B. virtual server

C. software program

D. network device

ANSWER: ABCD

Explanation:

Cloud-based IT resources encompass the technology assets made available through a cloud environment, not merely virtual
machines. A physical server can be a cloud resource when a provider allocates dedicated bare-metal compute capacity to
a consumer through an on-demand, managed service. A virtual server is a common cloud resource because virtualization
enables providers to provision isolated compute instances rapidly from pooled infrastructure. A software program can be
delivered and used as a cloud resource, including hosted applications and platform-provided software services. A network
device, or its provider-managed virtualized equivalent, can also be supplied as a cloud resource—for example, routing,
firewall, load-balancing, and connectivity capabilities exposed on demand through a cloud service.

This broad interpretation aligns with the cloud model’s resource-pooling and on-demand provisioning characteristics. NIST
describes cloud computing as providing access to a shared pool of configurable computing resources, including networks,
servers, storage, applications, and services, which can be rapidly provisioned and released. See the NIST Definition of
Cloud Computing. For practical examples of cloud infrastructure resources spanning compute, networking, and software-
delivered services, see AWS Cloud Products.

QUESTION NO: 2

Measured usage is only limited to tracking statistics for billing purposes. It does not encompass the general monitoring of IT
resources and related usage reporting. Therefore, measured usage is only relevant to clouds that charge for usage. Select
the correct answer.

A. True

B. False

ANSWER: B

Explanation:

False is correct because measured usage is a broad cloud-computing capability, not merely a billing mechanism. It involves
metering and monitoring resource consumption, such as processing capacity, storage, network bandwidth, and active user
accounts. The resulting measurements support usage reporting and give both the cloud provider and cloud consumer
visibility into how resources are being consumed. This visibility enables operational activities such as capacity planning,
demand analysis, service optimization, governance, auditing, and the identification of anomalous or inefficient consumption
patterns.

Charging by usage can certainly rely on these measurements, but payment is only one possible use of the metering data. A
cloud service can monitor and report resource usage even when it is free to the consumer, covered by a fixed subscription,
provided internally by an organization, or funded through another model. The NIST cloud-computing definition describes
measured service as the automatic control and optimization of resource use through metering, with usage capable of being
monitored, controlled, and reported to provide transparency. This framing establishes measured usage as an operational
and transparency-related characteristic rather than one restricted to pay-per-use services. See NIST SP 800-145 and the
NIST publication PDF.

QUESTION NO: 3
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The boundary represents the physical perimeter that surrounds a set of IT resources owned by a

specific organization. The boundary establishes a logical perimeter wherein IT resources are trusted
from a security perspective. To use cloud-based IT resources, the cloud consumer will generally need to trust them with the
result that the cloud consumer's boundary is expanded beyond its boundary

to encompass the cloud-based IT resources. Select the correct answer.
A. physical, trust, logical, trust

B. trust, physical, trust, physical

C. organizational, trust, trust, organizational

D. trust, organizational, organizational, trust

ANSWER: C

Explanation:

organizational, trust, trust, organizational is correct because an organizational boundary is the physical perimeter
enclosing IT resources that are owned by a particular organization. It distinguishes resources under that organization’s
ownership and direct control from resources that reside outside it. A trust boundary is instead a logical security perimeter:
resources within it are treated as sufficiently trusted for defined interactions, controls, and information exchanges.

When a cloud consumer adopts cloud-based IT resources, those resources commonly remain outside the consumer’s
organizational boundary because they are owned and operated by the cloud provider. However, the consumer must
establish a defined degree of trust in those resources and their provider-managed controls in order to use them.
Consequently, the consumer’s trust boundary extends beyond its own organizational boundary to include the relevant cloud-
based resources. This distinction is important to cloud security governance because ownership, operational responsibility,
and trust relationships do not necessarily align in a cloud environment. NIST similarly emphasizes that cloud computing
provides access to shared, provider-managed resources, while security responsibilities and risk decisions must be managed
across the consumer-provider relationship. See NIST SP 800-145 and NIST SP 800-144.

QUESTION NO: 4

Which of the following are common types of cloud service consumers? Select ALL THAT APPLY

A. Software programs capable of remotely accessing cloud services with published service contracts.

B. Services capable of remotely accessing cloud services with published service contracts.

C. Humans that use workstations running software capable of remotely accessing IT resources positioned as cloud services.

D. Mobile devices running software capable of remotely accessing IT resources positioned as cloud services.

ANSWER: ABCD

Explanation:

Cloud service consumers commonly include automated software programs, other services, human users operating
workstations, and mobile devices running cloud-enabled applications. A software program can invoke a cloud service
remotely through its published contract, such as an API or web-service endpoint. Likewise, a service can act as a consumer
when it composes, orchestrates, or otherwise invokes capabilities provided by another cloud service. These machine-to-
machine interactions are central to service-oriented and cloud-based architectures because service contracts enable
interoperable remote access.

Human users are also cloud service consumers when they use workstation-based software, such as a browser or enterprise
client application, to access cloud-hosted IT resources. Mobile devices are a common consumer type as well: applications
running on phones and tablets access cloud resources over a network and present the resulting functionality to their users.
In each case, the consumer is the party or software endpoint that uses a cloud service; the device or application provides the
access channel. This aligns with NIST’s definition of a cloud consumer as an entity that uses cloud services and maintains a
relationship with a cloud provider. See NIST SP 800-145 and NIST Cloud Computing Standards Roadmap.
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QUESTION NO: 5

Which of the following types of cost metrics make it more difficult to justify the leasing of cloud-based IT resources as an
alternative to purchasing on-premise IT resources? SELECT ALL THAT APPLY

A. cost of capital
B. sunk costs
C. integration costs

D. locked-in costs

ANSWER:BCD

Explanation:

sunk costs, integration costs, and locked-in costs can each complicate a business case for leasing cloud resources
rather than purchasing and operating on-premise resources. Sunk costs represent investments already made in existing
hardware, software, facilities, and supporting processes. Although these past expenditures should not drive an economically
rational forward-looking decision, organizations often need to account for remaining asset value, depreciation, contractual
commitments, and the practical consequences of retiring existing investments early.

Integration costs are material because cloud adoption commonly requires work to connect cloud-hosted services with
retained systems, identity platforms, networks, data sources, security controls, and operational tooling. These one-time and
continuing costs must be included in a total-cost-of-ownership comparison; otherwise, the apparent savings from a
consumption-based lease model may be overstated.

Locked-in costs reflect the potential expense and difficulty of changing providers or moving workloads after adopting
provider-specific services, data formats, APIs, and operational dependencies. A sound cloud evaluation therefore considers
portability, exit planning, data-transfer expenses, and contractual terms alongside direct usage charges. The NIST Cloud
Computing Standards Roadmap discusses interoperability and portability concerns, while the CISA Cloud Security Technical
Reference Architecture emphasizes planning for cloud governance and migration considerations.

QUESTION NO: 6

Private clouds can effectively extend on-premise infrastructure to IT resources that are physically isolated in the private cloud
environment and remotely accessed via a virtual private network. Select the correct answer.

A. True

B. False

ANSWER: A

Explanation:

True is correct. A private cloud provides cloud-computing capabilities for the exclusive use of one organization, while
allowing the underlying infrastructure to be located either on the organization’s premises or at an off-site facility. This makes
a private-cloud environment a practical extension of an existing on-premise environment: workloads, applications, storage,
and other IT resources can remain separated within dedicated private-cloud infrastructure while still being made available to
authorized internal users and systems.

A virtual private network supplies the protected network connection needed to access those remotely located resources as
though they were connected to the organization’s internal network. It commonly uses encryption and authenticated tunnels
over a public network, preserving confidentiality for traffic between the on-premise network and the private-cloud
environment. This arrangement supports hybrid operations, such as retaining local systems while consuming dedicated
remote compute capacity, without making those resources directly public. NIST’s cloud-computing definition identifies private
cloud as infrastructure provisioned for exclusive use by a single organization and notes that it may exist on or off premises.
See NIST SP 800-145 and Microsoft’'s VPN Gateway documentation.
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