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QUESTION NO: 1

When considering the Device Details page in Workspace ONE UEM, what three sub menus can you check for changes in
compliance? (Choose three.)

A. Profiles

B. Troubleshooting
C. Updates

D. Status History

E. Compliance

ANSWER: ADE

Explanation:

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE-UEM/2011/WS1_UEM_Managing_Devices.pdf

QUESTION NO: 2

Which three common mitigations for social engineering attacks? (Choose three.)
A. user training

B. filtering Email attachments

C. update Antivirus software

D. remove applications

E. blocking execution of suspicious files

ANSWER: ACE

QUESTION NO: 3

Refer to the exhibit.

When attempting to run the recommended query for all Authorized SSH Keys in an organization, you see this view in the
console.

COMPLIANCE

BAuthorized S5H Keys
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Why are you not able to run the query?

A. You must schedule the query first, before you can run the query

B. The policy Windows Endpoints have no devices

C. You need the ‘Use Recommended Query’ permission set in your role

D. There are no Mac or Linux sensors in the selected policy

ANSWER: C

QUESTION NO: 4

Which is a common solution to implement for inbound network attacks?
A. Load Balancer

B. Firewall

C. Proxy

D. Reverse Proxy

ANSWER: B

QUESTION NO: 5

What types of hosts are supported for hosting both NSX-T Data Center managers and host transport nodes?
A. vSphere ESXi 6.7U1 or higher, KVM on CentOS Linux

B. vSphere ESXi 6.7U1 or higher, KVM on RHEL 7.6, Ubuntu 18.04.2 LTS

C. vSphere ESXi 6.5, KVM on RHEL 7.6, Ubuntu 18.04.2 LTS

D. vSphere ESXi 6.7U1 or higher, CentOS KVM 7.6, RHEL KVM

ANSWER: A

QUESTION NO: 6

Which of the following is true about VMware Carbon Black Cloud Enterprise EDR watchlists?
A. They only update annually

B. You cannot customize them

C. They are made up of reports

D. Each watchlist is user specific

ANSWER: D
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Explanation:

Reference: https://docs.vmware.com/en/\VVMware-Carbon-Black-
EDR/7.5/VMware%20Carbon%20Black%20EDR%207.5%20User%20Guide.pdf

QUESTION NO: 7

If the Compromised Protection switch is enabled in Workspace ONE UEM, what is the expected behavior on compromised
devices in the environment?

A. A tag is assigned to the compromised devices and the admin gets notification
B. Compromised devices are automatically Enterprise Wiped
C. A block is set for all network connections except to the VMware servers

D. Devices are marked as non-compliant and the admin gets a notification

ANSWER: D

QUESTION NO: 8

Which three default connectors are available in Workspace ONE Intelligence to execute automation actions? (Choose three.)
A. ServiceNow

B. vRealize Operations Manager

C. Slack

D. Log Insight

E. Workspace ONE UEM

ANSWER: ACE

Explanation:

vimwart

Automations for Workspace ONI w f n

e, Intelligence

Reference: https://docs.vmware.com/en/VMware-Workspace-ONE/services/intelligence-documentation/GUID-
21_intel_automations.html
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QUESTION NO: 9 - (DRAG DROP)

DRAG DROP

Match each Workspace ONE Intelligence Security Risk Module tab on the left with its description on the right by dragging the
tab’s name into the correct box.

Select and Place:

Tabs Description
Policy It displays events identified by your Workspace ONE UEM compliance engine as

compromised

Threats It displays events identified by your Workspace ONE UEM like devices with no
passcode and devices that are not encrypted.

Vulnerabilities It displays information from third-party security reporting services that report
security data and Workspace ONE UEM that manages your Windows 10 devices.

Devices It displays risk scores for devices managed in your Workspace OME UEM
environment.

ANSWER:
Tabs Description
PDIil:'l,.I Threats It displays events identified by your Workspace ONE UEM compliance engine as
compromised
Threats Policy It displays events identified by your Workspace ONE UEM like devices with no
passcode and devices that are not encrypted.
Vulnerabilities Vulnerabilities It displays information from third-party security reporting services that report
security data and Workspace ONE UEM that manages your Windows 10 devices.
Devices Devices It displays risk scores for devices managed in your Workspace OME UEM
environment.
Explanation:

QUESTION NO: 10

Which two choices are advantages for using baselines in Workspace ONE UEM? (Choose two.)
A. ability to apply a network security standard to a device

B. ability to use industry standard settings to a device

C. ability to apply drive updates to a device

D. ability to apply Windows Update patches to a device

E. ability to audit network security compliance to a device

ANSWER: B E
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