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QUESTION NO: 1

What is the main reason to use a firewall to separate two parts of your internal network?
A. To control traffic intensity between two network segments

B. To decrease network loads

C. To enable the installation of an Intrusion Detection System

D. To separate areas with different confidentiality requirements
ANSWER: D

QUESTION NO: 2

What needs to be decided prior to considering the treatment of risks?
A. Criteria for determining whether or not the risk can be accepted

B. How to apply appropriate controls to reduce the risks

C. Mitigation plans

D. The development of own guidelines
ANSWER: A

QUESTION NO: 3

When is revision of an employee’s access rights mandatory?
A. After any position change

B. At hire

C. At least each year

D. At all moments stated in the information security policy

ANSWER: D
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QUESTION NO: 4

The handling of security incidents is done by the incident management process under guidelines of information security
management. These guidelines call for several types of mitigation plans.

Which mitigation plan covers short-term recovery after a security incident has occurred?
A. The Business Continuity Plan (BCP)

B. The disaster recovery plan

C. The incident response plan

D. The risk treatment plan

ANSWER: C

QUESTION NO: 5

A risk manager is asked to perform a complete risk assessment for a company.
What is the best method to identify most of the threats to the company?

A. Have a brainstorm with representatives of all stakeholders

B. Interview top management

C. Send a checklist for threat identification to all staff involved in information security.

ANSWER: A
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