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QUESTION NO: 1

Which two statements about the Oracle Cloud Infrastructure (OCI) Command Line Interface (CLI) are TRUE? (Choose two.)

A. You can run CLI commands from inside OCI Regions only.

B. You can filter CLI output using the JMESPath query option for JSON.

C. The CLI provides an automatic way to connect with instances provisioned on OCI.

D. The CLI allows you to use the Python language to interact with OCI APIs.

E. The CLI provides the same core functionality as the Console, plus additional commands.

ANSWER: B E 

QUESTION NO: 2

Which two statements are TRUE about Object Storage data security and encryption in Oracle Cloud Infrastructure (OCI)? 
(Choose two.)

A. Client-side encryption is managed by the customer.

B. Data needs to be decrypted on the client side before retrieving it.

C. OCI Vault Management is used by default to provide data security.

D. All traffic to and from Object Storage service is encrypted using TLS.

E. A VPN connection to OCI is required to ensure secure data transfer to an object storage bucket.

ANSWER: A D 

QUESTION NO: 3

You are working as a Cloud Operations Administrator for your company. They have different Oracle Cloud Infrastructure 
(OCI) tenancies for development and production workloads. Each tenancy has resources in two regions – uk-london-1 and 
eu-frankfurt-1. You are asked to manage all resources and to automate all the tasks using OCI Command Line Interface 
(CLI).

Which is the most efficient method to manage multiple environments using OCI CLI? (Choose the best answer.)

A. Use OCI CLI profiles to create multiple sets of credentials in your config file, and reference the appropriate profile at 
runtime.
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B. Create environment variables for the sets of credentials that align to each combination of tenancy, region, and 
environment.

C. Run oci setup config to create new credentials for each environment every time you want to access the environment.

D. Use different bash terminals for each environment.

ANSWER: B 

QUESTION NO: 4

You are asked to implement the disaster recovery (DR) and business continuity requirements for Oracle Cloud Infrastructure 
(OCI) Block Volumes. Two OCI regions being used: a primary/source region and a DR/destination region. The requirements 
are:

 There should be a copy of data in the destination region to use if a region-wide disaster occurs in the source region  
Minimize costs

Which design will help you meet these requirements? (Choose the best answer.)

A. Clone block volumes. Use Object Storage lifecycle management to automatically move clone objects to Archive Storage. 
Copy Archive Storage buckets from source region to destination at regular intervals.

B. Clone block volumes. Copy block volume clones from source region to destination region at regular intervals.

C. Back up block volumes. Copy block volume backups from source region to destination region at regular intervals.

D. Back up block volumes. Use Object Storage lifecycle management to automatically move backup objects to Archive 
Storage. Copy Archive Storage buckets from source region to destination at regular intervals.

ANSWER: D 

QUESTION NO: 5

Your company has restructured its HR departments. As part of this change, you also need to re-organize compartments 
within Oracle Cloud Infrastructure (OCI) to align them to the company’s new organizational structure. The following change is 
required:

Compartment Team_x needs to be moved under a new parent compartment, Project_B
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The tenancy has the following policies defined for compartments Project_A and Project_B:

Policy1: Allow group G1 to manage instance-family in compartment HR:Project_A

Policy2: Allow group G2 to manage instance-family in compartment HR:Project_B

Which two statements describe the impacts after the compartment Team_x is moved? (Choose two.)

A. Group G2 can now manage instance-families in compartment Project_B and compartment Team_X

B. Group G1 can now manage instance-families in compartment Project_A, compartment Project_B and compartment 
Team_X

C. Group G1 can now manage instance-families in compartment Project_A but not in compartment Team_x

D. Group G2 can now manage instance-families in compartment Project_A but not in compartment Team_x

E. Group G2 can now manage instance-families in compartment Project_B, compartment Project_A and compartment 
Team_X

ANSWER: A C 

QUESTION NO: 6

Your company recently adopted a hybrid cloud architecture which requires them to migrate some of their on-premises web 
applications to Oracle Cloud Infrastructure (OCI). You created a Terraform template which automatically provisions OCI 
resources such as compute instances, load balancer, and a database instance. After running the stack using the terraform 
apply command, it successfully launched the compute instances and the load balancer, but it failed to create a new database 
instance with the following error:

Service error: NotAuthorizedOrNotFound. shape VM.Standard2.4 not found. http status code: 404

You discovered that the resource quotas assigned to your compartment prevent you from using VM.Standard2.4 instance 
shapes available in your tenancy. You edit the Terraform script and replace the shape with VM.Standard2.2
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Which option would you recommend to re-run the terraform command to have required OCI resources provisioned with the 
least effort? (Choose the best answer.)

A. terraform plan –target=oci_database_db_system.db_system

B. terraform apply –auto-approve

C. terraform refresh –target=oci_database_db_system.db_system

D. terraform apply –target=oci_database_db_system.db_system 

ANSWER: D 

QUESTION NO: 7

A developer has created a file system in Oracle Cloud Infrastructure (OCI) File Storage service. She launches an Oracle 
Linux compute instance and successfully mounts the file system from the instance.

She then tries writing to the file system from the compute instance using the following command:

touch /mnt/yourmountpoint/helloworld

But gets an error message:

touch: cannot touch ‘/mnt/yourmountpoint/helloworrld’: Permission denied

Which is a reason for this error? (Choose the best answer.)

A. ‘touch’ command is not available in Oracle Linux by default.

B. Service limits or quota for file system writes have been breached.

C. User is not part of any OCI Identity and Access Management group with write permissions to File Storage service.

D. User is connecting as the default Oracle Linux user ‘opc’ instead of ‘root’ user.

ANSWER: C 

Explanation:

Reference: https://itectec.com/unixlinux/touch-cannot-touch-test-permission-denied/

QUESTION NO: 8

One of the compute instances that you have deployed on Oracle Cloud Infrastructure (OCI) is malfunctioning. You have 
created a console connection to remotely troubleshoot it. Which two statements about console connections are TRUE? 
(Choose two.)

A. It is not possible to use VNC console connections to connect to Bare Metal Instances.
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B. VNC console connection uses SSH port forwarding to create a secure connection from your local system to the VNC 
server attached to your instance’s console.

C. It is not possible to connect to the serial console to an instance running Microsoft Windows, however VNC console 
connection can be used.

D. For security purpose, the console connection will not let you edit system configuration files.

E. If you do not disconnect from the session, your serial console connection will automatically be terminated after 24 hours.

ANSWER: B E 

QUESTION NO: 9

Security Testing Policy describes when and how you may conduct certain types of security testing of Oracle Cloud Services, 
including vulnerability and penetration tests, as well as tests involving data scraping tools.

What does Oracle allow as part of this testing? (Choose the best answer.)

A. Customers are allowed to use their own testing and monitoring tools.

B. Customers can simulate DoS attack scenarios as long as it’s restricted to the customer’s own environment.

C. Customers can validate that their network resources are isolated from other customer resources.

D. Customers are allowed to test Oracle Cloud Infrastructure (OCI) hardware related to resources in their tenancy.

ANSWER: D 

Explanation:

Reference: https://docs.oracle.com/en-us/iaas/Content/Security/Concepts/security_testing-policy.htm

QUESTION NO: 10

You are using Oracle Cloud Infrastructure (OCI) console to set up an alarm on a budget to track your OCI spending.

Which two are valid targets for creating a budget in OCI? (Choose two.)

A. Select group as the type of target for your budget.

B. Select Tenancy as the type of target for your budget.

C. Select user as the type of target for your budget.

D. Select Cost-Tracking Tags as the type of target for your budget.

E. Select Compartment as the type of target for your budget.
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ANSWER: D E 
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