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QUESTION NO: 1

What is the purpose of the Policy Check feature on FortiManager?

A. To find and provide recommendation to combine multiple separate policy packages into one common
policy package

B. To find and merge duplicate policies in the policy package
C. To find and provide recommendation for optimizing policies in a policy package

D. To find and delete disabled firewall policies in the policy package

ANSWER: C

Explanation:

Reference: https://help.fortinet.com/fmgr/50hlp/56/5-6-
2/FortiManager Admin_Guide/1200 Policy%20and%200bjects/0800 Managing%20policy%20packages/2400 Perform%20
a%20policy%20consistency%20check.htm

QUESTION NO: 2

View the following exhibit.

@ Logging ForiGate

[# Edit P4 Delete 3] Import Polic

L A Device Name Config Status

& #Local-FortiGate A Modified

Import Policy
Install Config

When using Install Config option to install configuration changes to managed FortiGate, which of the following statements
are true? (Choose two.)

A. Once initiated, the install process cannot be canceled and changes will be installed on the managed device
B. Will not create new revision in the revision history

C. Installs device-level changes to FortiGate without launching the Install Wizard
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D. Provides the option to preview configuration changes prior to installing them

ANSWER: AC

QUESTION NO: 3

An administrator configures a new firewall policy on FortiManager and has not yet pushed the changes to the
managed FortiGate.

In which database will the configuration be saved?

A. Device-level database

B. Revision history database

C. ADOM-level database

D. Configuration-level database

ANSWER: C

Explanation:

https://kb.fortinet.com/kb/documentLink.do?externallD=FD47942

QUESTION NO: 4

An administrator would like to create an SD-WAN using central management. What steps does the

administrator need to perform to create an SD-WAN using central management?

A. First create an SD-WAN firewall policy, add member interfaces to the SD-WAN template and create a static route

B. You must specify a gateway address when you create a default static route

C. Remove all the interface references such as routes or policies

D. Enable SD-WAN central management in the ADOM, add member interfaces, create a static route and SDWAN firewall

policies.

ANSWER: D

QUESTION NO: 5

Refer to the exhibit.
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You are using the Quick Install option to install configuration changes on the managed FortiGate.
Which two statements correctly describe the result? (Choose two.)

A. It will not create a new revision in the revision history

B. It installs device-level changes to FortiGate without launching the Install Wizard

C. It cannot be canceled once initiated and changes will be installed on the managed device

D. It provides the option to preview configuration changes prior to installing them

ANSWER: B C

Explanation:

FortiManager_6.4_Study Guide-Online — page 164

The Install Config option allows you to perform a quick installation of device-level settings without launching the Install

Wizard. When you use this option, you cannot preview the changes prior to committing. Administrator should be certain of
the changes before using this install option, because the install can’t be cancelled after the process is initiated.

QUESTION NO: 6

Which two conditions trigger FortiManager to create a new revision history? (Choose two.)

A. When configuration revision is reverted to previous revision in the revision history

B. When FortiManager installs device-level changes to a managed device

C. When FortiManager is auto-updated with configuration changes made directly on a managed device

D. When changes to device-level database is made on FortiManager

ANSWER: B C

Explanation:
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Reference: https://help.fortinet.com/fmgr/50hlp/56/5-6-
1/FortiManager Admin_Guide/1000 Device%20Manager/1500 Manage device configs/0600 Manage%20config%20rev%

20history.htm

QUESTION NO: 7

What is the purpose of ADOM revisions?

A. To create System Checkpoints for the FortiManager configuration.

B. To save the current state of the whole ADOM.

C. To save the current state of all policy packages and objects for an ADOM.

D. To revert individual policy packages and device-level settings for a managed FortiGate by reverting to a specific ADOM
revision

ANSWER: C

Explanation:

Fortimanager 6.4 Study guide page 198

QUESTION NO: 8

An administrator with the Super_User profile is unable to log in to FortiManager because of an authentication failure
message.

Which troubleshooting step should you take to resolve the issue?

A. Make sure FortiManager Access is enabled in the administrator profile
B. Make sure Offline Mode is disabled

C. Make sure the administrator IP address is part of the trusted hosts.

D. Make sure ADOMs are enabled and the administrator has access to the Global ADOM

ANSWER: C

Explanation:

Even if a user entered the correct userid/password, the FMG denies access if a user is logging in from an untrusted source
IP subnets.

Reference: https://docs.fortinet.com/document/fortimanager/6.0.3/administration-quide/107347/trusted-hosts

QUESTION NO: 9

Refer to the exhibit.
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An administrator logs into the FortiManager GUI and sees the panes shown in the exhibit.

Which two reasons can explain why the FortiAnalyzer feature panes do not appear? (Choose two.)

A. The administrator logged in using the unsecure protocol HTTP, so the view is restricted.

B. The administrator profile does not have full access privileges like the Super_User profile.

C. The administrator IP address is not a part of the trusted hosts configured on FortiManager interfaces.

D. FortiAnalyzer features are not enabled on FortiManager.

ANSWER: B D

QUESTION NO: 10

Which two statements regarding device management on FortiManager are true? (Choose two.)

A. FortiGate devices in HA cluster devices are counted as a single device.

B. FortiGate in transparent mode configurations are not counted toward the device count on FortiManager.
C. FortiGate devices in an HA cluster that has five VDOMs are counted as five separate devices.

D. The maximum number of managed devices for each ADOM is 500.

ANSWER: AC
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