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QUESTION NO: 1 - (HOTSPOT)

You have an Azure Active Directory (Azure AD) tenant that has the default App registrations settings. The tenant contains
the users shown in the following table.

Name Role
Admin1 Application administrator
Admin2 Application developer
Admin3 Cloud application administrator
User1 User

You purchase two cloud apps named App1 and App2. The global administrator registers App1 in Azure AD.
You need to identify who can assign users to App1, and who can register App2 in Azure AD.
What should you identify? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.

Can assign users to App1: -
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Can reqister App2 in Azure AD: -
Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

ANSWER:
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Can assign users to App1:

Can reqister App2 in Azure AD:

Explanation:

Can assign users to App1:

Can reqister App2 in Azure AD:

Reference:

https://docs.microsoft.com/en-us/azure/active-directory/manage-apps/add-application-portal-assign-users

Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

v

Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

k2

Admin1 only

Admin3 only

Admin1 and Admin3 only

Admin1, Admin2, and Admin3 only
Admin1, Admin2, Admin3, and User1

https://docs.microsoft.com/en-us/azure/active-directory/develop/active-directory-how-applications-are-added

QUESTION NO: 2
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Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in
the review screen.

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365
services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.
You need to block the users automatically when they report an MFA request that they did not initiate.

Solution: From the Azure portal, you configure the Account lockout settings for multi-factor authentication (MFA).

Does this meet the goal?

A. Yes

B. No

ANSWER: B

Explanation:
You need to configure the fraud alert settings.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

QUESTION NO: 3

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in
the review screen.

You use Azure Monitor to analyze Azure Active Directory (Azure AD) activity logs.

You receive more than 100 email alerts each day for failed Azure AD user sign-in attempts.
You need to ensure that a new security administrator receives the alerts instead of you.
Solution: From Azure AD, you modify the Diagnostics settings.

Does this meet the goal?

A. Yes
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B. No

ANSWER: A

QUESTION NO: 4

You have a Microsoft 365 tenant.

The Sign-ins activity report shows that an external contractor signed in to the Exchange admin center.
You need to review access to the Exchange admin center at the end of each month and block sign-ins if
required.

What should you create?

A. an access package that targets users outside your directory

B. an access package that targets users in your directory

C. a group-based access review that targets guest users

D. an application-based access review that targets guest users

ANSWER: C
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/governance/access-reviews-overview

QUESTION NO: 5 - (HOTSPOT)

You have a Microsoft 365 tenant.

Sometimes, users use external, third-party applications that require limited access to the Microsoft 365 data of the respective
user. The users register the applications in Azure Active Directory (Azure AD).

You need to receive an alert if a registered application gains read and write access to the users’ email.
What should you do? To answer, select the appropriate options in the answer area.

NOTE: Each correct selection is worth one point.
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Tool to use: v
Azure AD ldentity Protection
Identity Governance

Microsoft Cloud App Security
Microsoft Endpoint Manager

Policy type to create: v
App discovery

App protection

Conditional access

OAuth app

Sign-in risk

User risk

ANSWER:

Tool to use: -
Azure AD |dentity Protection
Identity Governance

Microsoft Cloud App Security
Microsoft Endpoint Manager

Policy type to create: v
App discovery

App protection

Conditional access

OAuth app

Sign-in nisk

User risk

Explanation:
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Tool to use: -
Azure AD |dentity Protection
Identity Governance

Microsoft Cloud App Security
Microsoft Endpoint Manager

Policy type to create: -
App discovery

App protection

Conditional access

OAuth app

Sign-in risk

User risk

Reference:

https://docs.microsoft.com/en-us/cloud-app-security/app-permission-policy

QUESTION NO: 6

You have an Azure AD tenant that contains two users named User1 and User2. You plan to perform the following actions:
* Create a group named Group 1.

» Add User1 and User 2 to Group1.

* Assign Azure AD roles to Group1.

You need to create Group1.

Which two settings can you use? Each correct answer presents a complete solution
NOTE: Each correct selection is worth one point

A. Group type: Microsoft 365 Membership type: Dynamic User

B. Group type: Security Membership type: Dynamic Device

C. Group type Security Membership type: Dynamic User

D. Group type Security Membership type: Assigned

E. Group type: Microsoft 365 Membership type: Assigned

ANSWER: D E
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QUESTION NO: 7 - (DRAG DROP)

You have a Microsoft 365 E5 subscription and an Azure subscription. You need to meet the following requirements:
 Ensure that users can sign in to Azure virtual machines by using their Microsoft 365 credentials.

* Delegate the ability to create new virtual machines.

What should you use for each requirement? To answer, drag the appropriate features to the correct requirements. Each

feature may be used once, more than once, or not at all. You may need to drag the split bar between panes or scroll to view
content.

Fewders | R T
ANSWER:

Fraturry Arimrr Area
Explanation:

Features Answer Area

QUESTION NO: 8

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You plan to bulk invite Azure AD business-to-business (B2B) collaboration users.

Which two parameters must you include when you create the bulk invite? Each correct answer presents part of
the solution

NOTE: Each correct selection is worth one point.

A. email address

B. redirection URL

C. username

D. shared key
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E. password

ANSWER: A B
Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/tutorial-bulk-invite

QUESTION NO: 9

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains a
unique solution that might meet the stated goals. Some question sets might have more than one correct solution, while
others might not have a correct solution.

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not appear in
the review screen.

You have a Microsoft 365 tenant.

All users must use the Microsoft Authenticator app for multi-factor authentication (MFA) when accessing Microsoft 365
services.

Some users report that they received an MFA prompt on their Microsoft Authenticator app without initiating a sign-in request.
You need to block the users automatically when they report an MFA request that they did not initiate.

Solution: From the Azure portal, you configure the Block/unblock users settings for multi-factor authentication (MFA).

Does this meet the goal?

A. Yes

B. No

ANSWER: B

Explanation:
You need to configure the fraud alert settings.
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/authentication/howto-mfa-mfasettings

QUESTION NO: 10

You have a Microsoft 365 tenant.

You have an Active Directory domain that syncs to the Azure Active Directory {Azure AD) tenant.
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Users connect to the internet by using a hardware firewall at your company. The users authenticate to the firewall by using
their Active Directory credentials.

You plan to manage access to external applications by using Azure AD.

You need to use the firewall logs to create a list of unmanaged external applications and the users who access them.
What should you use to gather the information?

A. Cloud App Discovery in Microsoft Defender for Cloud Apps

B. enterprise applications in Azure AD

C. access reviews in Azure AD

D. Application Insights in Azure Monitor

ANSWER: A

QUESTION NO: 11

You have an Azure AD tenant that contains two users named User1 and User2. You plan to perform the following actions:
* Create a group named Group 1.

» Add User1 and User 2 to Group1.

* Assign Azure AD roles to Group1.

You need to create Group1.

Which two settings can you use? Each correct answer presents a complete solution
NOTE: Each correct selection is worth one point

A. Group type: Microsoft 365 Membership type: Dynamic User

B. Group type: Security Membership type: Dynamic Device

C. Group type Security Membership type: Dynamic User

D. Group type Security Membership type: Assigned

E. Group type: Microsoft 365 Membership type: Assigned
ANSWER: D E
QUESTION NO: 12

You have a Microsoft Exchange organization that uses an SMTP' address space of contoso.com.

Several users use their contoso.com email address for self-service sign up to Azure Active Directory (Azure AD).
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You gain global administrator privileges to the Azure AD tenant that contains the self-signed users.

You need to prevent the users from creating user accounts in the contoso.com Azure AD tenant for self-service sign-up to
Microsoft 365 services.

Which PowerShell cmdlet should you run?
A. Set-MsolCompanySettings

B. Set-MsolDomainFederationSettings

C. Update-MsolfederatedDomain

D. Set-MsolDomain

ANSWER: A

Explanation:

https://docs.microsoft.com/en-us/azure/active-directory/enterprise-users/directory-self-service-signup

QUESTION NO: 13

You have an Azure Active Directory (Azure AD) tenant named contoso.com.

You plan to bulk invite Azure AD business-to-business (B2B) collaboration users.

Which two parameters must you include when you create the bulk invite? Each correct answer presents part of the solution.
NOTE: Each correct selection is worth one point.

A. email address

B. redirection URL

C. username

D. shared key

E. password

ANSWER: AB

Explanation:
Reference:

https://docs.microsoft.com/en-us/azure/active-directory/external-identities/tutorial-bulk-invite
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