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QUESTION NO: 1

Prior to employment, _________ as well as terms & conditions of employment are included as controls in ISO 27002 to 
ensure that employees and contractors understand their responsibilities and are suitable for the roles for which they are 
considered.

A. screening 

B. authorizing 

C. controlling 

D. flexing 

ANSWER: A 

QUESTION NO: 2

We can acquire and supply information in various ways. The value of the information depends on whether it is reliable. What 
are the reliability aspects of information?

A. Availability, Information Value and Confidentiality 

B. Availability, Integrity and Confidentiality 

C. Availability, Integrity and Completeness 

D. Timeliness, Accuracy and Completeness 

ANSWER: B 

QUESTION NO: 3

You are a consultant and areregularly hired by the Ministry of Defense to perform analysis. Since the assignments are 
irregular, you outsource the administration of your business to temporary workers. You don't want the temporary workers to 
have access to your reports.

Which reliability aspect of the information in your reports must you protect?

A. Availability 

B. Integrity 
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C. Confidentiality 

ANSWER: C 

QUESTION NO: 4

Select risk control activities for domain "10. Encryption" of ISO / 27002: 2013 (Choose two)

A. Work in safe areas 

B. Cryptographic Controls Use Policy 

C. Physical security perimeter 

D. Key management 

ANSWER: B D 

QUESTION NO: 5

Select the controls that correspond to thedomain "9. ACCESS CONTROL" of ISO / 27002

(Choose three)

A. Restriction of access to information 

B. Return of assets 

C. Management of access rights with special privileges 

D. Withdrawal or adaptation of access rights 

ANSWER: A B D 

QUESTION NO: 6

What does the Information Security Policy describe?

A. how the InfoSec-objectives will be reached 

B. which InfoSec-controls have been selected and taken 

C. what the implementation-planning of the information security management system is 
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D. which Information Security-procedures are selected 

ANSWER: A 

QUESTION NO: 7

What is the best description of a risk analysis?

A. A risk analysis is a method of mapping risks without looking at company processes. 

B. A risk analysis helps to estimate the risks and develop the appropriate security measures. 

C. A risk analysis calculates the exact financial consequences of damages. 

ANSWER: B 
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