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Topic Break Down

Topic No. of.
Questions
Topic 1, Fundamental principles and concepts of an information security management 64
system (ISMS)
Topic 2, Information security management system (ISMS) 41
Topic 3, Fundamental audit concepts and principles 3
Topic 4, Preparing an ISO/IEC 27001 audit 1
Topic 5, Conducting an ISO/IEC 27001 audit 6
Topic 6, Closing an ISO/IEC 27001 audit 2
Topic 7, Managing an ISO/IEC 27001 audit program 1
Topic 8, Mix Questions 1
Total 119
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QUESTION NO: 1

Which of the following are principles of auditing according to ISO 19011? (Choose two)
A. Integrity

B. Confidentiality

C. Personal preference

D. Commercial advantage

ANSWER: AB

Explanation:

Integrity and confidentiality are auditing principles. Integrity requires auditors to perform their work honestly, diligently, and
responsibly. Confidentiality requires auditors to exercise discretion in the use and protection of information acquired during
the audit.

Auditors must not use audit information for personal gain or disclose it improperly. Audit conclusions must be based on
objective evidence, not on assumptions or unsupported opinions. ISO 19011 provides guidance on auditing management
systems, including the principles that support a credible and reliable audit process. See 1SO 19011:2018.

QUESTION NO: 2

What is the standard definition of ISMS?

A. Is an information security systematic approach to achieve business objectives for implementation, establishing,
reviewing,operating and maintaining organization's reputation.

B. A company wide business objectives to achieve information security awareness for establishing, implementing, operating,
monitoring, reviewing, maintaining and improving C. A project-based approach to achieve business objectives for
establishing, implementing, operating, monitoring, reviewing, maintaining and improving an organization’s information
security

C. A systematic approach for establishing, implementing, operating,monitoring, reviewing, maintaining and improving an
organization’s information security to achieve business objectives.

ANSWER: C

Explanation:

An information security management system (ISMS) is a systematic management approach through which an organization
establishes, implements, operates, monitors, reviews, maintains, and continually improves information security in support of
its business objectives. It is not merely a technical security program; it provides a structured framework for managing
information-security risks across the organization. In practical terms, the ISMS brings together policies, procedures, people,
processes, and supporting resources so that confidentiality, integrity, and availability risks are identified and treated in a
controlled, repeatable manner.

This wording aligns with the ISO/IEC 27001 management-system model, which requires an organization to determine its
context, provide leadership, plan risk treatment, support and operate the system, evaluate performance, and continually
improve it. The systematic approach is important because information security must remain effective as organizational
objectives, threats, technologies, legal obligations, and interested-party requirements change. ISO describes ISO/IEC 27001
as specifying requirements for establishing, implementing, maintaining, and continually improving an ISMS; further
information is available from |ISO’s ISO/IEC 27001 overview and ISQO’s information security management resource.

QUESTION NO: 3

Which of the following can provide objective evidence during an audit of access rights? (Choose two)
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A. Approved access requests
B. System-generated access review records
C. An employee’s unsupported statement that access is restricted

D. An auditor’s personal opinion about the system configuration

ANSWER: AB

Explanation:

Approved access requests and system-generated access review records can provide objective evidence. An approved
access request can demonstrate that access was authorized according to the organization’s process. Access review records
can demonstrate that existing access rights were reviewed at planned intervals and that inappropriate access was removed
or corrected.

An auditor should evaluate the reliability, relevance, and sufficiency of evidence. Verbal assurance without supporting
records is not normally sufficient evidence that access authorization and review processes are operating effectively. ISO/IEC
27002 provides guidance on identity management, access rights, and access control. See ISO/IEC 27002:2022.

QUESTION NO: 4

CMM stands for?

A. Capability Maturity Matrix B. Capacity Maturity Matrix
B. Capability Maturity Model

C. Capable Mature Model

ANSWER: B

Explanation:

Capability Maturity Model is correct. CMM is a framework originally developed at the Software Engineering Institute to
assess and improve the maturity of an organization’s software-development processes. It describes progressively more
disciplined and predictable process practices through maturity levels. The underlying idea is that organizations with defined,
managed, measured, and continually improved processes are better able to deliver consistent results.

In an information-security management context, maturity models can help an organization evaluate how consistently its
controls and supporting processes are implemented, operated, measured, and improved. This supports continual
improvement, a core principle of an information security management system. Although the original software-focused CMM
has been superseded in many applications by the broader CMMI approach, the established expansion of the acronym CMM
remains Capability Maturity Model. The Software Engineering Institute’s overview of maturity concepts is available at SEI
CMMII information. Further background on the model and its origins is provided by the Software Engineering Institute.

QUESTION NO: 5

Which of the following are inputs to management review of the ISMS? (Choose two)
A. Results of internal audits

B. Status of actions from previous management reviews

C. Individual employees’ personal vacation plans

D. Unverified market rumours unrelated to the ISMS

ANSWER: A B
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Explanation:

Results of internal audits and the status of actions from previous management reviews are both required management-
review inputs. Internal audit results provide top management with information about conformity and effectiveness of the
ISMS. The status of prior actions enables management to determine whether previous decisions and improvement activities
have been completed and remain effective.

Management review also considers changes in internal and external issues, interested-party needs and expectations,
feedback on information-security performance, risk-assessment results, opportunities for continual improvement, and other
relevant information. ISO/IEC 27001 requires management reviews to be conducted at planned intervals and retained
documented information to be available as evidence of their results. See ISO/IEC 27001:2022.

QUESTION NO: 6

Someone from a large tech company calls you on behalf of your company to check the health of your PC, and therefore
needs your user-id and password. What type of threat is this?

A. Social engineering threat
B. Organisational threat
C. Technical threat

D. Malware threat

ANSWER: A

Explanation:

Social engineering threat is correct because the caller is attempting to obtain credentials by manipulating the recipient’s
trust in an apparently legitimate authority. The claim to represent a large technology company and to be acting “on behalf of
your company” creates credibility and urgency, while the stated purpose—checking the health of the PC—provides a
plausible pretext for requesting a user ID and password. This telephone-based form of social engineering is commonly called
vishing (voice phishing). Its objective is to persuade a person to disclose sensitive information or take an action that
compromises information security.

In an ISO/IEC 27001 context, credentials are valuable authentication information that must be protected from unauthorized
disclosure. Personnel should independently verify unexpected support calls through approved organizational contact
channels and should never disclose passwords, since legitimate support personnel should not require a user’s password to
perform routine support or health checks. Awareness of impersonation, pretexting, and credential-harvesting techniques
supports the people-related security controls addressed by an information security management system. See the CISA
phishing guidance and the ISO/IEC 27001 standard overview.

QUESTION NO: 7

Who is responsible for Initial asset allocation to the user/custodian of the assets?
A. Asset Manager

B. Asset Owner

C. Asset Practitioner

D. Asset Stakeholder

ANSWER: B

Explanation:

Asset Owner is the correct answer. In an ISMS, the asset owner is the designated role accountable for ensuring that an
information asset is identified, appropriately managed, protected, and used in accordance with the organization’s
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information-security requirements throughout its lifecycle. This accountability includes deciding or authorizing the asset’s
assignment to an appropriate user or custodian when the asset is initially allocated.

The owner establishes the business requirements for the asset, including its acceptable use, classification, handling
expectations, access restrictions, and protection needs. A custodian may hold, operate, maintain, or administer the asset on
the owner’s behalf, but the asset owner retains accountability for assigning those responsibilities and ensuring that the
assignment supports the asset’s required confidentiality, integrity, and availability. Clear ownership and allocation also
support traceability, access control, inventory accuracy, and accountability—key outcomes expected from an effective asset-
management process in an ISO/IEC 27001 ISMS.

ISO/IEC 27002 guidance addresses the assignment of ownership for assets and the responsibilities necessary for their
effective protection; see ISO/IEC 27002:2022 and ISO’s overview of ISO/IEC 27001 information security management.

QUESTION NO: 8

Four types of Data Classification (Choose two)
A. Restricted Data, Confidential Data

B. Project Data, Highly Confidential Data

C. Financial Data, Highly Confidential Data

D. Unrestricted Data, Highly Confidential Data

ANSWER: AD

Explanation:

Data classification is an ISMS activity used to identify the sensitivity and required handling protections for information. In the
four-level classification model reflected in this question, the complete set of labels is Unrestricted Data, Restricted Data,
Confidential Data, and Highly Confidential Data. Therefore, “Restricted Data, Confidential Data” correctly identifies two
classifications from that model, and “Unrestricted Data, Highly Confidential Data” identifies the other two. Together, these
selections cover all four levels.

ISO/IEC 27001 requires organizations to assess information-security risks and implement controls appropriate to their own
context. It does not impose one universal set of classification names; an organization must define, document, and apply its
classification scheme consistently, including associated handling rules such as access restrictions, storage, transmission,
retention, and disposal. A four-level scheme is commonly used because it distinguishes publicly shareable information from
progressively more sensitive information requiring stronger protection. See the ISO/IEC 27001 standard page and NIST
guidance on mapping information types and security impact levels in NIST SP 800-60 Volume 1.

QUESTION NO: 9
Does the security have the right to ask you to display your ID badges and check your bags?
A. True

B. False

ANSWER: A

Explanation:

True is correct. Physical security personnel may request that personnel visibly display their identification badges and may
conduct bag checks when these measures are authorized by the organization’s physical-security policy, site-entry
conditions, and applicable law. These controls help verify that access is limited to authorized individuals and help prevent
unauthorized removal of information, equipment, or other organizational assets. Within an ISO/IEC 27001 information
security management system, physical security controls support the protection of information and associated assets against
theft, loss, damage, and unauthorized access. Badge verification is an access-control practice that enables guards to
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confirm identity and authorization before permitting entry to, or continued presence in, controlled areas. Bag inspection can
also be a proportionate protective measure, particularly at facilities handling sensitive information or valuable assets.
Personnel should be informed of the applicable site rules and cooperate with properly authorized security staff, while security
activities must be performed consistently, respectfully, and in accordance with privacy, labor, and legal requirements.
ISO/IEC 27001 requires organizations to assess risks and implement suitable controls; the specific implementation of
physical entry and exit checks should therefore follow the organization’s documented policies and risk treatment decisions.
See ISO/IEC 27001 information security management systems and UK NCSC guidance on physical security.

QUESTION NO: 10

Which of the following are examples of documented information that ISO/IEC 27001 requires the organization to retain as
evidence of ISMS operation? (Choose two)

A. Results of internal audits
B. Results of management reviews
C. A document containing every employee’s preferred security-control design

D. Personal notes retained indefinitely by each auditor

ANSWER: AB

Explanation:

Internal-audit programme results must be retained as documented information because they provide evidence that the
organization has performed internal audits and recorded their results. Management-review results must also be retained
because they demonstrate that top management has reviewed the ISMS and made relevant decisions and actions.

ISO/IEC 27001 does not require a single universal document containing every employee’s preferred security-control design.
Similarly, personal notes made by individual auditors are not necessarily required retained documented information; audit
records must instead be controlled in accordance with the organization’s process and the standard’s requirements. See
ISO/IEC 27001:2022.

QUESTION NO: 11

Changes on project-managed applications or database should undergo the change control process as documented.
A. True

B. False

ANSWER: A

Explanation:

True is correct because documented change control ensures that modifications to project-managed applications and
databases are requested, evaluated, authorized, implemented, tested, and recorded in a controlled and traceable manner.
Application and database changes can affect confidentiality, integrity, availability, security configurations, interfaces, data
structures, and regulatory commitments. Applying the established process makes sure the organization assesses security
consequences and operational dependencies before deployment, assigns accountable approvers, and retains evidence that
the change was properly managed. It also supports appropriate testing, rollback planning, segregation of duties, and post-
implementation review where needed. These practices reduce the likelihood that unauthorized, defective, or insufficiently
assessed changes introduce vulnerabilities, interrupt business services, or compromise information assets. This aligns
directly with ISO/IEC 27002:2022 control 8.32, Change management, which requires changes to information-processing
facilities and information systems to be subject to change-management procedures. In an ISO/IEC 27001 audit, an auditor
would therefore expect the organization to demonstrate that relevant application and database changes follow its
documented process and that records provide objective evidence of authorization and implementation. See ISO/IEC
27002:2022 and PECB ISO/IEC 27001 training and certification.
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