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QUESTION NO: 1 - (SIMULATION)

Cluster: dev

Master node: master1Worker node: worker1

You can switch the cluster/configuration context using the following command:[desk@cli] $ kubectl config use-context dev
Task:Retrieve the content of the existing secret named adam in the safe namespace.

Store the username field in a file names /home/cert-masters/username.txt, and the password field in a file named
/home/cert-masters/password.txt.

1. You must create both files; they don't exist yet.2. Do not use/modify the created files in the following steps, create new
temporary files if needed.

Create a new secret names newsecret in the safe namespace, with the following content:Username: dbadminPassword:
moresecurepas

Finally, create a new Pod that has access to the secret newsecret via a volume:

ANSWER: Seetheexplanationbelow

Explanation:
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httpd
dev-8ontainer

dev-volume
Jetclcredentials
ClusterFirst
Always
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QUESTION NO: 2 - (SIMULATION)
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You must complete this
task on the following
cluster/nodes:

Master Worker

Cluster
node node
KSMV00 ksmv0030
ksmv0030
301 T-master
1-worker1

You can switch the
cluster/configuration context
using the following command:

[candidate@cli] $ kubec
tl config use-context KS
MVeo301

Context
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This cluster uses containerd as CRI runtime.

Containerd's default runtime handler is runc. Containerd has been prepared to support an additional runtime handler, runsc
(gVisor).

Task
Create a RuntimeClass named sandboxed using the prepared runtime handler named runsc.

Update all Pods in the namespace server to run on gVisor.

You can find a skeleton
manifest file at
/home/candidate/KSMVO00301/r

untime-class.yaml|

ANSWER: Seetheexplanationbelow

Explanation:

DumpsArena - Pass Your Next Certification Exam Fast!


https://dumpsarena.co/

DUMPSQARENA

DumpsArena - Pass Your Next Certification Exam Fast!


https://dumpsarena.co/

DUMPSQARENA

Running

dJeployments . apps
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nginy
worpkloadl

sandbhoxéed
nginx: 1%l

workKloadl

/dev/termibation-log

ClhusterFirst

Always
default-schedules
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RollingUpdate

nganx
wor k l'ead?

sandboxed

DumpsArena - Pass Your Next Certification Exam Fast!


https://dumpsarena.co/

DUMPSQARENA

ning
Funning
Running
edit depl

ngenx

workload3

sandboxed

QUESTION NO: 3 - (SIMULATION)

On the Cluster worker node, enforce the prepared AppArmor profile
Edit the prepared manifest file to include the AppArmor profile.
Finally, apply the manifests files and create the Pod specified on it.

Verify: Try to make a file inside the directory which is restricted.

ANSWER: Seeexplanationbelow.
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Explanation:

apparmor
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QUESTION NO: 4 - (SIMULATION)

Create a PSP that will prevent the creation of privileged pods in the namespace.

Create a new PodSecurityPolicy named prevent-privileged-policy which prevents the creation of privileged pods.

Create a new ServiceAccount named psp-sa in the namespace default.

Create a new ClusterRole named prevent-role, which uses the newly created Pod Security Policy prevent-privileged-policy.

Create a new ClusterRoleBinding named prevent-role-binding, which binds the created ClusterRole prevent-role to the
created SA psp-sa.

Also, Check the Configuration is working or not by trying to Create a Privileged pod, it should get failed.

ANSWER: Seethebelow.

Explanation:

a) Create a PSP that will prevent the creation of privileged pods in the namespace.
$ cat clusterrole-use-privileged.yaml

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:

name: use-privileged-psp

rules:

- apiGroups: ['policy’]

resources: ['podsecuritypolicies']
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verbs: ['use']

resourceNames:

- default-psp

apiVersion: rbac.authorization.k8s.io/v1

kind: RoleBinding

metadata:

name: privileged-role-bind

namespace: psp-test

roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: use-privileged-psp

subjects:

- kind: ServiceAccount

name: privileged-sa

$ kubectl -n psp-test apply -f clusterrole-use-privileged.yam|
After a few moments, the privileged Pod should be created.
b) Create a new PodSecurityPolicy named prevent-privileged-policy which prevents the creation of privileged pods.
apiVersion: policy/vibeta1

kind: PodSecurityPolicy

metadata:

name: example

spec:

privileged: false # Don't allow privileged pods!

# The rest fills in some required fields.

seLinux:

rule: RunAsAny

supplementalGroups:

rule: RunAsAny
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runAsUser:
rule: RunAsAny
fsGroup:

rule: RunAsAny

volumes:

%

And create it with kubectl:

kubectl-admin create -f example-psp.yaml
Now, as the unprivileged user, try to create a simple pod:
kubectl-user create -f- <<>

apiVersion: v1

kind: Pod

metadata:

name: pause

spec:

containers:

- name: pause

image: k8s.gcr.io/pause

EOF

The output is similar to this:

Error from server (Forbidden): error when creating "STDIN"; pods "pause" is forbidden: unable to validate against any pod
security policy: []

c) Create a new ServiceAccount named psp-sa in the namespace default.
$ cat clusterrole-use-privileged.yaml

apiVersion: rbac.authorization.k8s.io/v1

kind: ClusterRole

metadata:

name: use-privileged-psp

rules:

- apiGroups: ['policy’]
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resources: ['podsecuritypolicies']

verbs: ['use']

resourceNames:

- default-psp

apiVersion: rbac.authorization.k8s.io/v1

kind: RoleBinding

metadata:

name: privileged-role-bind

namespace: psp-test

roleRef:

apiGroup: rbac.authorization.k8s.io

kind: ClusterRole

name: use-privileged-psp

subjects:

- kind: ServiceAccount

name: privileged-sa

$ kubectl -n psp-test apply -f clusterrole-use-privileged.yaml
After a few moments, the privileged Pod should be created.

d) Create a new ClusterRole named prevent-role, which uses the newly created Pod Security Policy prevent-privileged-
policy.

apiVersion: policy/vibeta1

kind: PodSecurityPolicy

metadata:

name: example

spec:

privileged: false # Don't allow privileged pods!
# The rest fills in some required fields.
seLinux:

rule: RunAsAny

supplementalGroups:
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rule: RunAsAny
runAsUser:
rule: RunAsAny
fsGroup:

rule: RunAsAny

volumes:

%1

And create it with kubectl:

kubectl-admin create -f example-psp.yaml
Now, as the unprivileged user, try to create a simple pod:
kubectl-user create -f- <<>

apiVersion: v1

kind: Pod

metadata:

name: pause

spec:

containers:

- name: pause

image: k8s.gcr.io/pause

EOF

The output is similar to this:

Error from server (Forbidden): error when creating "STDIN": pods "pause" is forbidden: unable to validate against any pod
security policy: []

e) Create a new ClusterRoleBinding named prevent-role-binding, which binds the created ClusterRole prevent-role to the
created SA psp-sa.

apiVersion: rbac.authorization.k8s.io/v1

# This role binding allows "jane" to read pods in the "default" namespace.
# You need to already have a Role named "pod-reader" in that namespace.
kind: RoleBinding

metadata:

name: read-pods
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namespace: default

subjects:

# You can specify more than one "subject"

- kind: User

name: jane # "name" is case sensitive

apiGroup: rbac.authorization.k8s.io

roleRef:

# "roleRef" specifies the binding to a Role / ClusterRole
kind: Role #this must be Role or ClusterRole

name: pod-reader # this must match the name of the Role or ClusterRole you wish to bind to
apiGroup: rbac.authorization.k8s.io

apiVersion: rbac.authorization.k8s.io/v1

kind: Role

metadata:

namespace: default

name: pod-reader

rules:

- apiGroups: [""] # " indicates the core API group
resources: ["pods"]

verbs: ["get", "watch", "list"]

QUESTION NO: 5 - (SIMULATION)
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You must complete this
task on the following
cluster/nodes:

Master Worker
node node

KSSHOO kssh00401
401 -master

Cluster

kssh00401
-worker1

You can switch the
cluster/configuration context
using the following command:

[candidate@cli] $ kubec
tl config use-context KS
SHOB461

Context

AppArmor is enabled on the cluster's worker node. An AppArmor profile is prepared, but not enforced yet.
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You may use your browser
to open one additional tab
to access the AppArmor
documentation.

Task

On the cluster's worker node, enforce the prepared AppArmor profile located at /etc/apparmor.d/nginx_apparmor.
Edit the prepared manifest file located at /home/candidate/KSSH00401/nginx-pod.yaml to apply the AppArmor profile.

Finally, apply the manifest file and create the Pod specified in it.

ANSWER: Seetheexplanationbelow

Explanation:
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Reference: https://kubernetes.io/docs/tutorials/clusters/apparmor/

QUESTION NO: 6 - (SIMULATION)

You can switch the cluster/configuration context using the following command:[desk@cli] $ kubectl config use-context stage
Context:A PodSecurityPolicy shall prevent the creation of privileged Pods in a specific namespace.Task:1. Create a new
PodSecurityPolcy named deny-policy, which prevents the creation of privileged Pods.2. Create a new ClusterRole name
deny-access-role, which uses the newly created PodSecurityPolicy deny-policy.3. Create a new ServiceAccount named psd-
denial-sa in the existing namespace development.Finally, create a new ClusterRoleBindind named restrict-access-bind,
which binds the newly created ClusterRole deny-access-role to the newly created ServiceAccount psp-denial-sa

ANSWER: Seetheexplanationbelow

Explanation:

Create psp to disallow privileged container
k create sa psp-denial-sa -n development
namespace: development

Explanation

master1 $ vim psp.yaml

apiVersion: policy/vibeta1l

kind: PodSecurityPolicy

metadata:

name: deny-policy

spec:

privileged: false # Don't allow privileged pods!

seLinux:
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rule: RunAsAny
supplementalGroups:
rule: RunAsAny
runAsUser:

rule: RunAsAny
fsGroup:

rule: RunAsAny

volumes:

%

master1 $ vim cr1.yaml

apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRole

metadata:

name: deny-access-role

rules:

- apiGroups: ['policy’]

resources: ['podsecuritypolicies']
verbs: ['use']

resourceNames:

- “deny-policy”

master1 $ k create sa psp-denial-sa -n developmentmaster1 $ vim cb1.yaml
apiVersion: rbac.authorization.k8s.io/v1
kind: ClusterRoleBinding

metadata:

name: restrict-access-bing

roleRef:

kind: ClusterRole

name: deny-access-role

apiGroup: rbac.authorization.k8s.io

subjects:
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# Authorize specific service accounts:
- kind: ServiceAccount

name: psp-denial-sa

namespace: development

master1 $ k apply -f psp.yamimaster1 $ k apply -f cr1.yamimaster1 $ k apply -f cb1.yamIReference:
https://kubernetes.io/docs/concepts/policy/pod-security-policy/

QUESTION NO: 7 - (SIMULATION)

Create a network policy named allow-np, that allows pod in the namespace staging to connect to port 80 of other pods in the
same namespace.

Ensure that Network Policy:-
1. Does not allow access to pod not listening on port 80.

2. Does not allow access from Pods, not in namespace staging.

ANSWER: Seetheexplanationbelow:

Explanation:

apiVersion: networking.k8s.io/v1

kind: NetworkPolicy

metadata:

name: network-policy

spec:

podSelector: {} #selects all the pods in the namespace deployed
policyTypes:

- Ingress

ingress:

- ports: #in input traffic allowed only through 80 port only
- protocol: TCP

port: 80

QUESTION NO: 8 - (SIMULATION)
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You must complete this
task on the following

cluster/nodes:
Master Worker
Cluster
node node
KSRS001 ksrs00101
ksrs00101-
01 -master
worker1

You can switch the
cluster/configuration context
using the following command:

[candidate@cli] $ kubec
tl config use-context KS
RS@0101

You may use your browser o
to open one additional tab

to access Falco's documentation.
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Two tools are pre-installed on the cluster's worker node:
*sysdig
=falco

Using the tool of your choice (including any non pre-installed tool), analyze the container's behavior for at least 30 seconds,
using filters that detect newly spawning and executing processes.

Store an incident file at /opt/KSRS00101/alerts/details, containing the detected incidents, one per line, in the following
format:

timestamp,uid/username, proce
ssName

The following example shows a properly formatted incident file:

01:40:19.601363716,root,init
01:40:20.606013716, nobody,ba
sh
01:40:21.137163716,1000,tar

Keep the tool's original
timestamp-format as-is.

Make sure to store the
incident file on the cluster's
worker node.

ANSWER: Seeexplanationbelow.

Explanation:
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QUESTION NO: 9 - (SIMULATION)

Context:Cluster: prodMaster node: master1Worker node: worker1
You can switch the cluster/configuration context using the following command:
[desk@cli] $ kubectl config use-context prod

Task:Analyse and edit the given Dockerfile (based on the ubuntu:18:04 image)/home/cert_masters/Dockerfile fixing two
instructions present in the file being prominent security/best-practice issues.

Analyse and edit the given manifest file/home/cert_masters/mydeployment.yaml fixing two fields present in the file being
prominent security/best-practice issues.
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Note: Don't add or remove configuration settings; only modify the existing configuration settings, so that two configuration
settings each are no longer security/best-practice concerns.Should you need an unprivileged user for any of the tasks, use
user nobody with user id 65535

ANSWER: Seetheexplanationbelow

Explanation:

1. For Dockerfile: Fix the image version & user name in Dockerfile2. For mydeployment.yaml : Fix security contexts
Explanation

[desk@cli] $ vim /home/cert_masters/Dockerfile
FROM ubuntu:latest # Remove this

FROM ubuntu:18.04 # Add this

USER root # Remove this

USER nobody # Add this

RUN apt get install -y Isof=4.72 wget=1.17.1 nginx=4.2
ENV ENVIRONMENT=testing

USER root # Remove this

USER nobody # Add this

CMD ["nginx -d"]

FROM ubuntu:latest # Remove this

FROM ubuntu:18.04 # Add this

USER root # Remove this

USER nobody # Add this

RUN apt get install -y lsof=4.72 wget=1.17.1 nginx=4.2

ENV EHUIRDN!-LEHT=testing

USER root # Remove this
USER nobody # Add this
CMD |

[desk@cli] $ vim /home/cert_masters/mydeployment.yaml
apiVersion: apps/v1

kind: Deployment

metadata:

creationTimestamp: null

labels:

app: kafka
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name: kafka

spec:

replicas: 1

selector:

matchLabels:

app: kafka

strategy: {}

template:

metadata:
creationTimestamp: null
labels:

app: kafka

spec:

containers:

- image: bithami/kafka
name: kafka
volumeMounts:

- name: kafka-vol
mountPath: /var/lib/kafka
securityContext:

{"capabilities":{"add":["NET_ADMIN"],"drop":["all"]},"privileged": True,"readOnlyRootFilesystem": False, "runAsUser": 65535}
# Delete This

{"capabilities":{"add":["NET_ADMIN"],"drop":["all"]},"privileged": False,"readOnlyRootFilesystem": True, "runAsUser": 65535}
# Add This

resources: {}
volumes:

- name: kafka-vol
emptyDir: {}
status: {}

Pictorial View:[desk@cli] $ vim /home/cert_masters/mydeployment.yaml
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] Ed tnaml Seafkn
kafka

Reference: https://kubernetes.io/docs/concepts/policy/pod-security-policy/

QUESTION NO: 10 - (SIMULATION)

Cluster: scannerMaster node: controlplaneWorker node: worker1

You can switch the cluster/configuration context using the following command:
[desk@cli] $ kubectl config use-context scanner

Given:You may use Trivy's documentation.

Task:Use the Trivy open-source container scanner to detect images with severe vulnerabilities used by Pods in the
namespace nato.

Look for images with High or Critical severity vulnerabilities and delete the Pods that use those images.Trivy is pre-installed
on the cluster's master node. Use cluster's master node to use Trivy.

ANSWER: Seetheexplanationbelow

Explanation:
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Reference: https://github.com/aquasecurity/trivy
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