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QUESTION NO: 1

Which of the following options are available for IPSec VPN peer authentication?

A. Digital signature

B. Digital certificate

C. Digital envelope

D. asymmetric key

ANSWER: A B C 

QUESTION NO: 2

The scalability of servers is higher than that of personal computers.

A. TRUE

B. FALSE

ANSWER: A 

QUESTION NO: 3

According to the management specification, regularly check the network security system and equipment, upgrade the patch, 
and organize the network security emergency response drill. The above actions belong toMPDRRWhat are the elements of 
the network security model?

A. Protection link

B. Detection link

C. response link

D. Management link

ANSWER: B C 

QUESTION NO: 4

In information security prevention, commonly used security products are firewalls,Anti-DDosequipment 
andIPS/IDSequipment
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A. True

B. False

ANSWER: A 

QUESTION NO: 5

Which of the following items belong to the information security prevention method in the dimension of operation and 
maintenance management?

A. Disaster recovery

B. Safe operation

C. The training of enterprise employees' safety awareness

D. Emergency Response

ANSWER: A B C D 

QUESTION NO: 6

Which of the following is not a common application scenario of digital certificates? ( )[Multiple choice]*

A. FTP

B. HTTPS

C. IPSEC VPN

D. SSL VPN

ANSWER: A 

QUESTION NO: 7

Which of the following NAT technologies can implement a public network address to provide source address translation for 
multiple private network addresses?

A. NAT Server

B. Easy-ip

C. NAT No-PAT

D. NAPT
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ANSWER: A B C D 

QUESTION NO: 8

Which of the following is not a symmetric encryption algorithm?

A. DES

B. 3DES

C. AES

D. RSA

ANSWER: D 

QUESTION NO: 9

Security policy conditions can be divided into multiple fields, such as source address, destination address, source port, 
destination port, etc.

"and"That is to say, this policy is hit only if the information in the packet matches all fields.

A. True

B. False

ANSWER: B 

QUESTION NO: 10

A. this firewallVGMPgroup status isActive

B. this firewallG1/0/0andG1/0/1interfaceVRRPgroup status isstandby

C. this firewallHRPThe heartbeat line interface isG1/0/0andG1/0/1

D. This firewall must be in preemptive state

ANSWER: B 

QUESTION NO: 11

aboutwindowsFirewall description, which of the following options are correct? (multiple choice)
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A. windowsThe firewall can only allow or prohibit preset programs or functions and programs installed on the system, and 
cannot customize the release rules according to the protocol or port number.

B. windowsThe firewall can not only allow or prohibit preset programs or functions and programs installed on the system, but 
also support its own custom release rules based on protocols or port numbers.

C. If you are settingwindowsDuring the firewall process, the Internet cannot be accessed. You can use the restore default 
function to quickly restore the firewall to its initial state.

D. windows the firewall can also change the notification rules in a closed state

Answer: B, C

Explanation:

A. windowsThe firewall can not only allow or prohibit preset programs or functions and programs installed on the system, but 
also support its own custom release rules based on protocols or port numbers.

B. If you are settingwindowsDuring the firewall process, the Internet cannot be accessed. You can use the restore default 
function to quickly restore the firewall to its initial state.

C. windows the firewall can also change the notification rules in a closed state

ANSWER: A B 

QUESTION NO: 12

In the information security system construction management cycle, which of the following behaviors is"check"What needs to 
be implemented in the link?

A. Safety management system design

B. Safety management system implementation

C. Risk assessment

D. Safety management system operation monitoring

ANSWER: C 

QUESTION NO: 13

In which of the following scenarios does the firewall generate the Server-map table?

A. When the firewall generates a session table, it will generate a Server-map table

B. ASPF is deployed on the firewall and forwards the traffic of the multi-channel protocol

C. Security policies are deployed on the firewall and traffic is released

D. NAT Server is deployed on the firewall
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ANSWER: B C D 

QUESTION NO: 14

The CA certificate is the certificate of the CA itself. If there is no multi-level CA in the PKI system, the original certificate of 
the CA is a self-signed certificate; if there are multiple levels of CA, it will form a CA hierarchy. The top CA is the root CA, 
which has A CA' self-signed certificate.

A. True

B. False

ANSWER: A 

QUESTION NO: 15

aboutVRRP/VGMP/HRPWhich of the following statements is correct? (multiple choice)

A. VRRPResponsible for sending free messages during active/standby switchoverARPDirect traffic on the new master

B. VGMPResponsible for monitoring equipment failures and controlling rapid switching of equipment

C. HRPResponsible for data backup during dual-system hot standby operation

D. inActivestateVGMPGroups may containstandbystateVRRPGroup

ANSWER: A B C 

QUESTION NO: 16

waiting for insurance2.0Which one of the stipulations"Spam should be detected and protected at key network nodes, and 
spam protection mechanisms should be upgraded and updated?

A. Malicious code prevention

B. communication transmission

C. Centralized control

D. Border Protection

ANSWER: A 

QUESTION NO: 17

Which of the following options arePKIentity orientationCAHow to apply for a local certificate? (multiple choice)
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A. Online Application

B. local application

C. online application

D. Apply offline

ANSWER: A D 

QUESTION NO: 18

As shown in the figure, aNAT serverapplication scenarios, when usingwebWhen this configuration is performed in the 
configuration mode. Which of the following statements are correct? (multiple choice)

A. When configuring the interzone security policy, you need to set the source security zone toUntrust, the target security 
area isDMZ

B. configureNATServer, the internal address is10.1.1.2, the external address is200.10.10.1

C. When configuring the interzone security policy, set the source security zone toDMZ, the target security area isUntrust

D. configureNATServer, the internal address is200.10.10.1, the external address is10.1.1.2

ANSWER: A B 

QUESTION NO: 19

Regarding NAT technology. Which of the following descriptions is false?

A. In Huawei firewalls, source NAT technology refers to the translation of the source address in the IP header of the 
connection that initiates the connection.

B. In the Huawei firewall, Easy IP directly uses the public network address of the interface as the translated address, and 
does not need to configure a NAT address pool.
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C. In Huawei firewalls, the NAT No-PAT technology needs to be implemented by configuring a NAT address pool.

D. In Huawei firewalls, the only NAT technology with port translation is NAPT.

ANSWER: D 

QUESTION NO: 20

Which of the following options is correct regarding the description of firewall hot standby? (multiple choice)

A. When the dual-system backup function needs to be provided in multiple areas on the firewall, it is necessary to configure 
multipleVRRPbackup group

B. require the same firewall on the sameVGMPmanagement group ownedVRRPBackup group status remains consistent

C. Firewall dual-system hot backup requires session table,MACInformation such as tables and routing tables are 
synchronized and backed up between the master device and the slave device

D. VGMPto guarantee allVRRPConsistency of backup group switching

ANSWER: A B D 
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