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QUESTION NO: 1

The administrator PC and the USG firewall management interface directly connected using the web the way initialization. 
Which nether following statements are true? (Multiple choice)

A. Manage PC browser accesshttp://192.168.0.1

B. IP address ofthe management PC is manually set to 192.168.0.2-'92.168.0.254

C. Manage

PC browser access http://192.168.1.1

D. Set the NIC ofthe management PC to automatically obtain the IP address.

ANSWER: A B 

QUESTION NO: 2

Which of the following options can be used in the advanced settings of Windows Firewall? (Multiple choice)

A. Restore defaults

B. Change notification rules

C. Set connection security rules

D. Set out inbound rules

ANSWER: A B C D 

QUESTION NO: 3

Which of the followingdescription about the VGMP protocol is wrong?

A. VGMP add multiple VRRP backup groups on the same firewall to a management group, uniformly manage all the VRRP 
group by management group.

B. VGMP ensure that all VRRP backup groups state are the same througha unified control of the switching of each VRRP 
backup group state

C. State of VGMP group is active, which will periodically send HELLO packets to the opposite end. Stdandby end only 
monitors the HELLO packets, which will not respond
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D. By default, when three HELLO packet cycle of Standby end does not receive HELLO packets which are sent from the 
opposite end, the opposite end will be considered a failure, which will switch itself to the Active state

ANSWER: C 

QUESTION NO: 4

Execute the command on the firewall and display the following information, which of the following description is correct? 
(Multiple Choice)

HRP_A [USG_A] display vrrp interfaceGigabitEthernet 0/0/1 \ GigabitEthernet9/0/1 | Virtual Router 1VRRP Group: Active 
state: Active Virtual IP: 202.38.10.1 Virtual MAC: 0000-5e00-0101 Primary IP: 202 38.10.2 PriorityRun: 100 PriorityConfig: 
100 MasterPriority: 100 Preempt: YES Delay Time: 10

A. The status of this firewall VGMP group is Active.

B. This firewall G1 / 0/1 virtual interface IP address 202.30.10.2

C. This firewall VRID is 1 the VRRP priority to backup g'oup 100

D. Will not switch when the primary device fails

ANSWER: A C 

QUESTION NO: 5

Which ofthe following are core elements ofthe IATF (InformationAssurance Technology Framework) model? (Multiple choice)

A. Environment

B. person

C. Technology

D. Operation

ANSWER: B C D 

QUESTION NO: 6

Which of the following protection levels are included in the TCSEC standard? (Multiple Choice)
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A. Verify protection level

B. Forced protection level

C. Independent protection level

D. Passive protection level

ANSWER: A B C 

QUESTION NO: 7

After the network attack event occurs, set the isolation area, summary data, and estimated loss according to the plan. Which 
stagedoes the above actions belong to the work contents of in the network security emergency response?

A. Preparation stage

B. Detection phase

C. Inhibition phase

D. Recovery phase

ANSWER: C 

QUESTION NO: 8

Both A and B communicate data. If an asymmetric encryption algorithm is used for encryption, when A sends data to B. 
which of the following keys will be used for data encryption?

A. A public key

B. A private key

C. public key

D. B private key

ANSWER: C 

QUESTION NO: 9
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The world's first worm "Morris worm" made people realize that as people become more dependent on computers, the 
possibility of computer networks being attacked increases, and it is necessary to establish a comprehensive emergency 
response system.

A. True

B. False

ANSWER: A 

QUESTION NO: 10

Which of the following descriptions of the firewall fragment cache function are correct? (Multiple choice)

A. By default, the firewall caches fragmented packets.

B. After the fragmented packet is directly forwarded, the firewall forwards the fragment according to the interzone security 
policy if it is not the fragmented packet of the first packet.

C. For fragmented packets, NAT ALG does not support the processing of SIP fragmen:ed packets.

D. By default, the number of largefragment caches of an IPV4 packet is 32, and the number of large fragmentation buffers of 
an IPV6 packet is 255

ANSWER: A C D 

QUESTION NO: 11

In stateful inspection firewall, when openingstate detection mechanism, three-way handshake's second packet

(SYN + ACK) arrives the firewall. If there is still no corresponding session table on the firewall, then which of the following 
statement is correct?

A. If the firewall security policy allows packets through, then the packets can pass through the firewall

B. If the firewall security policy allows packets through, then creating the session table

C. Packets must not pass through the firewall

D. Packets must pass through the firewall, and establishes a session table

ANSWER: C 
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QUESTION NO: 12

Device destruction attacks are generally not easy to cause information leakage, but usually cause network communication 
services to be interrupted.

A. True

B. False

ANSWER: A 

QUESTION NO: 13

On the surface, threats such as viruses, vulnerabilities, and Trojans are the cause ofinformation security incidents, but at the 
root of it, information security incidents are also strongly related to people and information systems themselves.

A. True

B. False

ANSWER: A 

QUESTION NO: 14

Which of the following is the default backup method for double hot standby?

A. Automatic backup

B. Manual batch backup

C. Session fast backup

D. Configuration of the active and standby FWs after the device is restarted

ANSWER: A 

QUESTION NO: 15

Which of the following are the necessary configurations of IPSec VPN? (Multiple Choice)

A. Configuring IKE neighbors
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B. Configure IKE SA related parameters

C. Configuring IPSec SA related parameters

D. Configure the stream of interest

ANSWER: A B C D 
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