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QUESTION NO: 1

Is this an option available to end users for sell-service password reset if enabled by an Okta Administrator?
Solution: Email
A. Yes

B. No

ANSWER: A

Explanation:

1. Click on the password reset linkinclude a Click here to reset your password link on the Okta Sign-On page so that users
can intuitively initiate the password reset ow. By combining self-service password resets with SSO, not only can
organizations reduce the number of required passwords (a security benet, as well as end-user convenience) but users are
able to access all their applications through a single password reset.

2. Receive either an email or an SMS messageThe user has the option to receive either an email or an SMS message
containing a password reset code. With both options, the user still has to answer a security question to verify identity before
they are allowed to reset their password. This security question and answer is created when users enroll in Okta MFA.

3. Enter a new passwordThe newly created password can still impose the same password policies such as character length,
number of special characters required, etc., ensuring a consistent password policy throughout the organization.

https://www.okta.com/resources/whitepaper/enable-self-service-password-resets/

QUESTION NO: 2

Is this an example of a user state that CANNOT be changed?
Solution: Deleted
A. Yes

B. No

ANSWER: B

QUESTION NO: 3

Is this a reason why SAML is more secure than Secure Web Authentication (SWA)? Solution: SAML uses the Okta Browser
plugin.
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A. Yes

B. No

ANSWER: A

QUESTION NO: 4

Is this a valid user account status for an end user who needs to authenticate to Okta?
Solution: Pending Activation
A. Yes

B. No

ANSWER: A

QUESTION NO: 5

Is this statement true regarding the lifespan of an unused API token in Okta?
Solution: An unused API token expires after 30 days.

A. Yes

B. No

ANSWER: A

Explanation:
Token expiration and deactivationTokens expire automatically after a certain period and can also be deactivated at any time.

Token expirationTokens are valid for 30 days from creation or last use, so that the 30 day expiration automatically refreshes
with each API call.

Tokens that aren't used for 30 days expire.

The 30-day period is currently fixed and can't be changed for your organization.
https://developer.okta.com/docs/guides/create-an-api-token/token-expiration-deactivation/

QUESTION NO: 6
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An Okta Administrator is instructed to assign an application to 1,000 users in the Sales department Is this a recommended
method for the administrator to assign the application to the users?

Solution: Assign the application to an Active Directory organizational unit
A. Yes

B. No

ANSWER: B

QUESTION NO: 7

Is this statement true regarding the lifespan of an unused API token in Okta?
Solution: An unused API token expires only on revocation.
A. Yes

B. No

ANSWER: B

Explanation:

https://developer.okta.com/docs/guides/create-an-api-token/token-expiration-deactivation/

QUESTION NO: 8

Can an Okta Administrator enable multifactor authentication (MFA) at this level?
Solution: Organization

A. Yes

B. No

ANSWER: A

Explanation:

https://help.okta.com/en/prod/Content/Topics/Security/MFA.htm
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QUESTION NO: 9

Is this the re-enroliment process when an administrator resets multifactor authentication (MFA) factors tor end users?
Solution: End user's devices must be enrolled remotely by the administrator.

A. Yes

B. No

ANSWER: B

QUESTION NO: 10

Is this the re-enroliment process when an administrator resets multifactor authentication (MFA) factors tor end users?
Solution: End users must reset passwords by sending an email before enrolling In another factor

A. Yes

B. No

ANSWER: A
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