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QUESTION NO: 1

Which two fields are required to configure SSO in Prisma Cloud? (Choose two.)
A. Prisma Cloud Access SAML URL

B. Identity Provider Issuer

C. Certificate

D. Identity Provider Logout URL

ANSWER: AB

Explanation:

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/manage-prisma-cloud-
administrators/setup-sso-integration-on-prisma-cloud/setup-sso-integration-on-prisma-cloud-for-microsoft-azure-active-
directory.html

QUESTION NO: 2

Which two filters are available in the SecOps dashboard? (Choose two.)
A. Time range

B. Account Groups

C. Service Name

D. Cloud Region

ANSWER: AB

QUESTION NO: 3 - (DRAG DROP)

DRAG DROP

An administrator has been tasked with creating a custom service that will download any existing compliance report from a
Prisma Cloud Enterprise tenant.

In which order will the APIs be executed for this service?

(Drag the steps into the correct order of occurrence, from the first step to the last.)
Select and Place:
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Answer Area
Unordered Options Ordered Options

POST https:ﬁapi.prismacloud.ioﬁlogin
GET
https://api.prismacloud.io/report

GET

https://api.prismacloud.io/report/id/

download

ANSWER:

Answer Area

Unordered Options Ordered Options
POST https://api.prismacloud.io/login GET
https://api.prismacloud.io/report
GET GET
https://api.prismacloud.io/report https://api.prismacloud.io/report/id/
download

GET POST https://api.prismacloud.io/login
https://api.prismacloud.io/report/id/

download

Explanation:

QUESTION NO: 4

What is the behavior of Defenders when the Console is unreachable during upgrades?

A. Defenders continue to alert, but not enforce, using the policies and settings most recently cached before upgrading the
Console.
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B. Defenders will fail closed until the web-socket can be re-established.
C. Defenders will fail open until the web-socket can be re-established.

D. Defenders continue to alert and enforce using the policies and settings most recently cached before upgrading the
Console.

ANSWER: D

Explanation:

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/20-09/prisma-cloud-compute-edition-
admin/upgrade/upgrade_process.html

QUESTION NO: 5

Which three steps are involved in onboarding an account for Data Security? (Choose three.)
A. Create a read-only role with in-line policies

B. Create a Cloudtrail with SNS Topic

C. Enable Flow Logs

D. Enter the RoleARN and SNSARN

E. Create a S3 bucket

ANSWER: BCE

QUESTION NO: 6

An administrator wants to enforce a rate limit for users not being able to post five (5) .tar.gz files within five (5) seconds.
What does the administrator need to configure?

A. A ban for DoS protection with an average rate of 5 and file extensions match on .tar.gz on WAAS

B. A ban for DoS protection with a burst rate of 5 and file extensions match on .tar.gz on CNNF

C. A ban for DoS protection with a burst rate of 5 and file extensions match on .tar gz on WAAS

D. A ban for DoS protection with an average rate of 5 and file extensions match on .tar.gz on CNNF

ANSWER: C

QUESTION NO: 7

What is the maximum number of access keys a user can generate in Prisma Cloud with a System Admin role?
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A1
B.2
C.3

D.4

ANSWER: B

Explanation:
Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin/manage-prisma-cloud-

administrators/create-access-
keys.html#:~:text=You%20can%20enable%20API|%20access,generate%200ne%20access%20key%20only

QUESTION NO: 8
Where can Defender debug logs be viewed? (Choose two.)
A. /var/lib/twistlock/defender.log

B. From the Console, Manage > Defenders > Manage > Defenders. Select the Defender from the deployed Defenders list,
then click Actions > Logs

C. From the Console, Manage > Defenders > Deploy > Defenders. Select the Defender from the deployed Defenders list,
then click Actions > Logs

D. /var/lib/twistlock/log/defender.log

ANSWER: AB

QUESTION NO: 9 - (DRAG DROP)

Put the steps involved to configure and scan using the IntelliJ plugin in the correct order.

Scan using the Prisma Cloud plugin

Add Pnisma Cloud plugin

Install IntelliJ IDE

Configure the Prisma Cloud plugin

ANSWER:
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Scan using the Prisma Cloud plugin Add Prisma Cloud plugin

Add Prisma Cloud plugin Configure the Prisma Cloud plugin

Install IntelliJ IDE Scan using the Prisma Cloud plugin

Configure the Prisma Cloud plugin install IntelliJ IDE ,
Explanation:

Add Prisma Cloud plugin

Configure the Prisma Cloud plugin

Scan using the Prisma Cloud plugin

Install IntelliJ IDE

QUESTION NO: 10

An administrator has been tasked with a requirement by your DevSecOps team to write a script to continuously query
programmatically the existing users, and the user’s associated permission levels, in a Prisma Cloud Enterprise tenant.

Which public documentation location should be reviewed to help determine the required attributes to carry out this step?
A. Prisma Cloud Administrator's Guide (Compute)

B. Prisma Cloud API Reference

C. Prisma Cloud Compute API Reference

D. Prisma Cloud Enterprise Administrator's Guide

ANSWER: D
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Explanation:

Reference: https://docs.paloaltonetworks.com/prisma/prisma-cloud/prisma-cloud-admin.htmi
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